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1 Reason for Change

This CR aims at resolving CONR comment C044:
The MAC key in the ProvisioningSetupResponse seems to be the KMAC from the ProvisioningSetupRequest.
It specifies that the MAC key is the KMAC from the ProvisioiningSetupRequest.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DRM WG is recommended to agree the CR.
6 Detailed Change Proposal

6.8.5 Provisioning Setup

6.8.5.1 Description of Messages

The DRM Agent sends the ProvisioningSetupRequest to initiate a Direct Provisioning of Rights to the SRM. The fields of the request are defined in Table 48.

Table 48: Fields of ProvisioningSetupRequest
	Fields
	Protection Requirement
	Description

	Handle
	Integrity & Confidentiality
	The Handle identifies the Rights while stored in the SRM. It is a 10 byte random value generated by the DRM Agent for this Move transaction. Refer to section 5.1.3.

	Size of Rights
	Integrity
	Size of the Rights in bytes. This informs the SRM Agent about the size of the Rights that will be installed in the SRM as specified in section 6.5.3.Size of Rights = Length of RightsInformation. RightsInformation is specified in section 6.5.3.2.

	Wrapped Key Material
	Integrity & Confidentiality
	The Wrappted Key Material consists of a wrapped concatenation of a MAC key, KMAC and an RO encryption key, KREK. The Wrapped Key Material is same as the C value as specified in DRM v2.1 [OMADRMv2.1] section 7.2.1


Upon receiving the ProvisioningSetupRequest, the SRM Agent MUST perform the following procedure:

1. Verify the integrity of the fields

2. Decrypt the Handle with the Session Key

3. The SRM Agent MUST check if the SRM already has the same Handle. If yes, the SRM Agent sets Status to Duplicate Handle and the SRM Agent sends the ProvisioningSetupResponse as described below.

4. The SRM Agent checks if the SRM has space for the new Rights. If not, the SRM Agent sets Status to Not Enough Space. Otherwise, the SRM Agent stores the Handle in the SRM securely. The Handle is not included in the Handle List until the Move transaction is completed.
5. The SRM Agent MUST check Wrapped KMAC and KREK. The SRM Agent splits it into C1 and C2 and decrypts C1 using its private key (consisting of a private exponent d and the modulus m), yielding Z:
C1 | C2 = C
c1 = OS2IP(C1, mLen)

Z = RSA.DECRYPT(PrivKeySRM, c1) = c1d mod m
where OS2IP converts an octet string to a nonnegative integer and is defined in [PKCS-1].

Using Z, the SRM Agent can derive KEK, and from KEK unwrap C2 to yield KMAC and KREK:

KEK = KDF(I2OSP(Z, mLen), NULL, kekLen)

KMAC | KREK = AES-UNWRAP(KEK, C2)

The following URI shall be used to identify this key transport scheme in <xenc:EncryptionMethod> elements:

http://www.rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1#rsaes-kem-kdf2-kw-aes128
6. The SRM Agent MUST install the REK (KREK) at a space associated with the Handle.

The SRM Agent sends the ProvisioningSetupResponse to carry the result of the procedure. The fields of the response are defined in Table 49.

Table 49: Fields of ProvisioningSetupResponse

	Fields
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the ProvisioningSetupRequest message. The Status values are specified in Table 50.

	MAC Key
	Integrity & Confidentiality
	The encrypted KMAC from the ProvisioningSetupRequest. It is used for key confirmation of the RO Response message carrying REK.


Table 50: Status of Provisioning Setup Message

	Status Value
	Description

	Success
	The request was successfully processed.

	Field Integrity Verification Failed
	The HMAC value of fields in the request did not match the HMAC value generated by the SRM Agent.

	Duplicate Handle
	The SRM already has the Handle and its corresponding Rights.

	Not Enough Space
	The SRM does not have enough space to store Rights having the same size as the Size of Rights.

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	Unknown Error
	Other errors


Upon receiving the response, the DRM Agent verifies the integrity of fields in the response.

If no errors or exceptions (Status = Success), the DRM Agent continues with section 6.8.5.

6.8.5.2 Format of Messages

The message format (MessageBody) of the ProvisioningSetupRequest is specified as follows. The messageType is set to ’0’ and the message is protected by an HMAC.

EncryptedHandle() {

    // Contains the encrypted Handle
    EncryptedData()

// Defined in E.1
}
WrappedKeyMaterial() {


    //Contains the encrypted Wrapped Key Material
    OctetString16()
}
MessageBody() {

    EncryptedHandle()

// Defined in Appendix E.2.8
    sizeOfRights
16
uimsbf
    WrappedKeyMaterial()

// Defined in Appendix E.2.x
}

The fields are defined as follows:

· Handle –Handle field in Table 48
· sizeOfRights –Size Of Rights field in Table 48
· EncryptedHandle – Encrypted Handle with the current Session Key (SK)
· WrappedKeyMaterial – Wrapped MAC Key and REK in Protected RO
The message format (MessageBody) of the ProvisioningSetupResponse is specified as follows. The messageType is set to ‘1’ and the message is protected by an HMAC.

EncryptedMACKey() {

    // Contains the encrypted MAC Key
    EncryptedData()

// Defined in E.1
}
MessageBody() {

    Status()

// Defined in Appendix E.2.2
    if(Status == 0){
        EncryptedMACKey()
    }

}

The field is defined as follows:

· Status - Status field in Table 49
· EncryptedMACKey –KMAC from the ProvisioningSetupRequest, encrypted with the current Session Key (SK)
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