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1 Reason for Change

This CR provides Requirements for “Secure streaming support with variable bitrates”.
Standard streaming protocols provide limited possibilities to detect the real available bandwidth that can be used for streaming. In addition, standard streaming protocols like RTSP are session based stateful protocols. Current implementations of RTSP do not allow changing certain video parameters like encoding complexity or picture resolution after session setup.

HTTP based streaming solves these issues and additionally allows streaming even in environments with restrictive firewall setups. Therefore most new developments in streaming are based on HTTP, where the client requests chunks of a file:

· HTTP delivers data always with maximum available bandwidth

RTSP streams are not delivered utilizing the full bandwidth available as the stream is transmitted with a fixed bandwidth. This also means that detection of effective bandwidth on client side is difficult.
In addition, only finite buffering is possible at the client side.
· With HTTP, chunks can be cached easily. Caching can happen e.g. in Content Distribution Networks or standard HTTP proxies

· HTTP reduces possible firewall issues

HTTP based streaming is therefore a good basis for an adaptive streaming solution where the client can request chunks of different encoding depending on current network conditions and other restrictions (like license restrictions or hardware limitations).

Key requirement for OMA DRM 2.2 are definition of file and payload format to enable secure streaming with variable bitrate over HTTP:
· File format – Support for fragmented MPEG 4 

· Shall be based on the ISO MPEG 4 part 12 standard

· Movie file can be encrypted and extended with meta data like standardized with the exception that the packager needs to aware of the fact that the file is a fragmented mp4. 

· To simplify delivery of the HTTP payload format a copy of the OMA DRM KMS box shall be added to each fragment inside a Meta Data box as well.
· Payload format – Reduce bandwidth and enable live streaming 
· Partially compliant ISO BOX MPEG 4 file - mandatory ftype, moov boxes are not transmitted to reduce overhead
PDCF signaling needs to be done in a different way than recommended by the OMA DRM DCF specification.
· Allow the Protection Scheme Information Box (sinf) containing the odkm box inside an Item Protection Box (ipro) which again can be put into a Meta Data Box (meta) as a top level container into the ISO file fragment
· This approach is fully standard compliant as of 14496-12 but not compliant to OMA DRM DCF 2.1 ( adapt OMA DRM DCF 2.1 (A ProtectionSchemeInfoBox containing an OMADRMKMSBox MAY BE be present in an ItemProtectionBox.)
Adaptive streaming is going to be used for HD video content, mainly. It is useful to enhance the Rights Objects so that the way how such content is handled can be defined in more detail:
· Additionally to the already existing requirement REQ-RO-10 it should be possible to enforce the usage of a secured path the decrypted content takes from codec to rendering device (e.g. only trusted output drivers etc.).
· It should be possible to define the maximum resolution allowed.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Vodafone recommends approval of this CR.

6 Detailed Change Proposal
Changes to Section 3.2 as follows:

	HTTP Based Adaptive Streaming
	Describes a technique where a client can request chunks of an encoded video file by issuing an HTTP GET command to a streaming server. The server hold differently encoded chunks for the same video that are aligned in time and length. The client can choose of which encoding the requested chunks shall be and it can play subsequent chunks of different encoding without interruption of the user experience.


Changes to Section 6 as follows:

	REQ-MARKT-38
	It SHALL be possible to support HTTP based adaptive streaming of OMA DRM protected content
	DRM 2.2


Changes to Section 7.3 as follows:

	REQ-STREAM-7
	It SHALL be possible to use OMA DRM protection with adaptive HTTP based streaming protocols.
	DRM 2.2


Changes to Section 7.6 as follows:

	REQ-RO-14
	It SHALL be possible to specify within the Rights Objects associated with DRM Content whether or not the decrypted DRM Content can be transferred over an unsecured path to the rendering device. The path includes player, codec and device drivers.
	DRM 2.2

	REQ-RO-15
	It SHALL be possible to specify within the Rights Objects associated with DRM Content which is the maximum resolution of content to be decrypted.
	DRM 2.2
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