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1 Reason for Change

This CR provides a use case for DRM protection of games and other executables. 
Motivation:

· Usage of Mobile Games and other executables need to be DRM protected

· Currently either only the installation is protected or the execution of e.g. a midlet as a whole is protected and there is no option to update the license from within that midlet

· In-Application license update

· Especially in games, the user should be kept within the game while updating the license. If the application is left and a browser based flow is started, the user typically stops playing

· Unlock of game levels, feature unlock, purchase of game items

· Currently this functionality is implemented with proprietary mechanism and differs for every game/vendor. There should be a standardized way to unlock features and game levels or to retrieve access to use game items (purchased/gifted) 

· Access to DRM protected content

· Some individual files ( e.g. map for a navigation application) should be DRM protected. Protection currently is already possible with OMA 2.1, but it is currently not transparent and there is limited/proprietary support to access DRM protected files from within an application.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Vodafone recommends that the DRM group approve this CR.

6 Detailed Change Proposal

Change 1:  Add a new scenario(scenario 25) in  Section 5.2 as follows:
5.2 Usage Scenarios

Scenario X1 – Single Game Recurring Subscription
Tom subscribes to the offering allowing him to play his favorite game for 50 cents per month. The Games Store triggers license delivery e.g. by sending a WAP Push Trigger. Tom’s handset downloads the rights object. 

Tom can play the game for one month.
After a month, the subscription will be renewed. Tom’s handset will request an updated after the previous license has expired. The Games Backend checks that the subscription is still valid and returns the updated license. 

Tom can still use both Games he had previously downloaded.

Scenario X2 – Channel Subscription
Tom subscribes to the gaming offering and has a subscription for sports games. The Games Store triggers license delivery e.g. by sending a WAP Push Trigger. Tom’s handset downloads the rights object. 

Tom chooses a soccer game in the Games store and downloads it. Since Tom‘s handset already receives a rights object, Tom can play the game. Tom chooses a tennis game in the Games store and downloads it. Tom can play the game.

After a month, the subscription will be renewed. Tom can still use both Games he had previously downloaded.

Scenario X3 – Level Purchase within an application
Tom buys a new handset that was offered as a Game Bundle. The handset already contains a set of games that can be played in trial mode. 

Tom starts playing a Tetris game. He can play for free until he reaches level 3. The application asks him if he wants to purchase a full license for 1$ so that  he can continue. Tom confirms

The Games Backend triggers license delivery e.g. by sending a WAP Push Trigger. Tom’s handset downloads the rights object. Tom‘s handset receives a rights object allowing Tom to play the game he has selected without any further restrictions.

Tom can now continue to play the game

Scenario X4 – Feature Purchase within an application
Tom starts playing a racing game. A menu option within the game offers to play online against other players if he purchases the multiplayer mode for 1$. 
Tom confirms

The Games Backend triggers license delivery e.g. by sending a WAP Push Trigger. Tom’s handset downloads the rights object allowing Tom to play the game he has selected in multiplayer mode. Tom‘s handset receives a rights object allowing Tom to play the game he has selected without any further restrictions.

Tom can now play against his friends.
Change 2:  Changes to Section 6 as follows:
6.Market Requirements 

	Label
	Description
	Enabler Release

	REQ-MARKT-38
	It SHALL be possible to specify permissions for individual features of DRM content.
	DRM 2.2

	REQ-MARKT-39
	It SHALL be possible for an application to request a license for content/content features without leaving the application. 
	DRM 2.2
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