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1 Reason for Change

This CR provides a use case for DRM protection of games and other executables. 
Motivation:

1) OMA DRM contains very complex flows, which are leading to a significant number of possible error scenarios. Detecting and correctly mitigating these scenarios is extremely difficult, using the current version of the standard.

Key Issues are:

· Errors Occurring in Silent Flows

· Starting with OMA 2.0 a lot of flows were introduced, that are expected to happen silently, e.g. WAP Push Trigger, Silent URL flow. If any errors are occurring in these flows, it is almost impossible to analyze. There should by means to support analysis of the silent flows.

· In-Application error handling

· The current user experience in case of a lot of errors typically is a combination of an error message (e.g. Track could not be unlocked) by the DRM agent followed by showing a WAP page where the user can purchase the rights. Users experience would more seamless if purchasing the rights could be done from within the application

· No Information available for customer care agents

· If an error occurs during registration/license acquisition, the user typically will contact customer care. Currently the Customer care agent only can access the information provided by the RI server provider in order to analyse the problem. However, sometimes  the error might be caused be device issues, which cannot be analyzed that way.

2) The delivery of metering reports is not transaction save. If the DRM agent sends a metering report and the server processes it, but the client does not receive the MeteringReponse, the client will send the same data again. This leads to incorrect metering numbers. 

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Vodafone recommends that the DRM group approve this CR.

6 Detailed Change Proposal

Change 1:  Changes to Section 6 as follows:
6.Market Requirements 

	Label
	Description
	Enabler Release

	REQ-MARKT-38
	It SHALL be possible to request information on the current status of the RI context, e.g. 

 - against which RI ID it is registered 

 - the ROAP base URL 

 - the domain(s) it has joined
	DRM 2.2

	REQ-MARKT-39
	It SHALL be possible to request the DRM activity log containing

· triggers that were received via WAP Push 

· triggers that were downloaded 

· licenses that were received via WAP Push 

· ROAP messages that were sent 

	DRM 2.2

	REQ-MARKT-40
	It SHALL be possible to request the DRM whitelist 

	DRM 2.2

	REQ-MARKT-41
	The following functions SHALL be supported for testing purposes
· a function to delete the RI context
· a function to delete all/selectable domain 

· a function to delete all/selectable ROs

· a function to perform a full DRM reset, which includes all of above


	DRM 2.2

	REQ-MARKT-42
	There DRM Agent SHALL offer an interface to allow applications additional functionality: 
· to trigger license update, 
· to access DRM protected files, 
· to retrieve qualified DRM error codes

	DRM 2.2

	REQ-MARKT-43
	It SHALL be possible for an application to request a license for DRM protected content without leaving the application. 
	DRM 2.2

	REQ-MARKT-44
	A mechanism SHALL be provided a reliable transfer of metering data allowing correct recovery from failures keeping metering data consistent between DRM Agent and server even in cases of system failure or when execution stops (completely or partially) 
	DRM 2.2
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