OMA-ETR-SRM-V1_1-201003xx-D
Page 13  V(16)


	[image: image1.jpg]«“+OMa

Open Mobile Alliance




	

	Enabler Test Requirements for Secure Removable Media

	Draft Version 1.1 – xx March 2010

	Open Mobile Alliance

	OMA-ETR-SRM-V1_1-201003xx-D

	
	

	

	
	


Use of this document is subject to all of the terms and conditions of the Use Agreement located at http://www.openmobilealliance.org/UseAgreement.html.

Unless this document is clearly designated as an approved specification, this document is a work in process, is not an approved Open Mobile Alliance™ specification, and is subject to revision or removal without notice.

You may use this document or any part of the document for internal or educational purposes only, provided you do not modify, edit or take out of context the information in this document in any manner.  Information contained in this document may be used, at your sole risk, for any purposes.  You may not use this document in any other manner without the prior written permission of the Open Mobile Alliance.  The Open Mobile Alliance authorizes you to copy this document, provided that you retain all copyright and other proprietary notices contained in the original materials on any copies of the materials and that you comply strictly with these terms.  This copyright permission does not constitute an endorsement of the products or services.  The Open Mobile Alliance assumes no responsibility for errors or omissions in this document.

Each Open Mobile Alliance member has agreed to use reasonable endeavors to inform the Open Mobile Alliance in a timely manner of Essential IPR as it becomes aware that the Essential IPR is related to the prepared or published specification.  However, the members do not have an obligation to conduct IPR searches.  The declared Essential IPR is publicly available to members and non-members of the Open Mobile Alliance and may be found on the “OMA IPR Declarations” list at http://www.openmobilealliance.org/ipr.html.  The Open Mobile Alliance has not conducted an independent IPR review of this document and the information contained herein, and makes no representations or warranties regarding third party IPR, including without limitation patents, copyrights or trade secret rights.  This document may contain inventions for which you must obtain licenses from third parties before making, using or selling the inventions.  Defined terms above are set forth in the schedule to the Open Mobile Alliance Application Form.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

© 2009 Open Mobile Alliance Ltd.  All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms set forth above.

Contents

41.
Scope

2.
References
5
2.1
Normative References
5
2.2
Informative References
5
3.
Terminology and Conventions
6
3.1
Conventions
6
3.2
Definitions
6
3.3
Abbreviations
6
4.
Introduction
7
5.
Test Requirements
8
5.1
Enabler Test Requirements
8
5.1.1
Mandatory Test Requirements
8
5.1.2
Optional Test Requirements
11
5.2
Enabler Dependencies
12
Appendix A.
Change History (Informative)
13
A.1
Approved Version History
13
A.2
Draft/Candidate Version <current version> History
13


Tables

9Table 1: Applicability Table for Enabler Specific Mandatory Client Test Requirements


11Table 2: Applicability Table for Enabler Specific Mandatory Server Test Requirements for SRM Agents


11Table 3: Applicability Table for Enabler Specific Mandatory Server Test Requirements for RI


12Table 4: Applicability Table for Enabler Specific Optional Client Test Requirements


12Table 5: Applicability Table for Enabler Specific Optional Server Test Requirements for SRM Agents


12Table 6: Applicability Table for Enabler Specific Optional Server Test Requirements for RI




1. Scope

The Enabler Test Requirements (ETR) document for the Enabler under consideration is created and maintained by the Technical Working Group (TWG) responsible for the technical specifications for the corresponding Enabler.

The ETR document is intended to cover at least those requirements collected in the Requirements Document (RD) and the Architecture Document (AD) in addition to any other items the TWG has identified as important enough to warrant attention from interoperability perspective and identify any technical functionalities that should be covered by testing.
The scope of this document is to define test requirements for the OMA Secure Removable Media (SRM) version 1.1 enabler. The test requirements will provide a high level view of the OMA SRM functionality that must be tested. In most cases this will reflect the minimum functionality described in the Static Conformance Requirements.
2. References

2.1 Normative References

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.3, Open Mobile Alliance™, 
OMA-ORG-IOP_Process-V1_3, URL:http://www.openmobilealliance.org/

	[OMADRMv2.0]
	“Digital Rights Management”, Open Mobile Alliance(, Version 2.0, OMA-DRM-DRM-V2_0, URL:http://www.openmobilealliance.org/

	[OMADRMv2.1]
	“Digital Rights Management”, Open Mobile Alliance(, Version 2.1, OMA-DRM-DRM-V2_1, URL: http://www.openmobilealliance.org/

	[OMASCEv1.0]
	“Secure Content Exchange”, Open Mobile Alliance(, Version 1.0, OMA-DRM-SCE-V1_0, URL: http://www.openmobilealliance.org/

	[OMABCASTv1.1]
	"OMA Broadcasting", Open Mobile AllianceTM, Version 1.1, OMA-BCAST-V1_1, URL: http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[ERELD]
	 “Enabler Relese Document for Secure Removable Media”, Open Mobile Alliance™,
OMA-ERELD-SRM-V1_0, URL:http://www.openmobilealliance.org/

	[SRM-TS]
	“OMA Secure Removable Media Specification”, Open Mobile Alliance(, OMA-TS-SRM-V1_0, URL:http://www.openmobilealliance.org/


2.2 Informative References

	[OMADICT]
	“Dictionary for OMA Specifications”, Open Mobile Alliance™,. OMA-Dictionary, URL:http://www.openmobilealliance.org/

	[SRM-AD]
	“OMA Secure Removable Media Architecture”, Open Mobile Alliance(, OMA-AD-SRM-V1_0, URL:http://www.openmobilealliance.org/

	[SRM-RD]
	“OMA Secure Removable Media Requirements”, Open Mobile Alliance(, OMA-RD-SRM-V1_0, URL:http://www.openmobilealliance.org/


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Device
	Entity (hardware/software or combination thereof) within a user equipment that implements a DRM Agent. The Device is also conformant to the OMA DRM specifications.  The Device may include a smartcard module (e.g. a SIM) or not depending upon implementation

	DRM Agent
	Entity in the Device that manages permissions for media objects on the Device

	Rights
	Collection of permissions and constraints defining under which circumstances access is granted to DRM Content. Rights may include the associated state information

	Secure Removable Media
	A removable media that implements means to protect against unauthorized access to its internal data and includes an SRM Agent (e.g. secure memory card, smart card)

	SRM Agent
	A trusted entity embodied in Secure Removable Media. This entity is responsible for storing and removing Rights in Secure Removable Media, for delivering Rights from/to a DRM Agent in a secure manner, and for enforcing permissions and constraints, including securely maintaining state information for stateful rights. The SRM Agent is a part of Secure Removable Media

	TestFest
	Multi-lateral interoperability testing event


3.3 Abbreviations

	AD
	Architecture Document

	DRM
	Digital Rights Management

	OMA
	Open Mobile Alliance

	RD
	Requirements Document

	RI
	Rights Issuer

	RO
	Rights Object

	SRM
	Secure Removable Media

	TS
	Technical Specification


4. Introduction

The purpose of this Enabler Test Requirements document is to help guide the testing effort for the Enabler Secure Removable Media (SRM) v1.1, documenting those areas where testing is most important to ensure interoperability of implementations.

The Enabler under consideration comprises the following specifications:

· OMA SRM version 1.1 Requirement Document: Specifying the requirements for the SRM [SRM-RD]
· OMA SRM version 1.1 Architecture Document: Specifying the architectural details of the SRM [SRM-AD]
· OMA SRM version 1.1 Technical Specification: Specifying the technical details of the SRM [SRM-TS]
Generally, the testing activity should aim at validating the normal working behaviour of the client/server interactions, as well as testing the error conditions whenever it is possible to set up the appropriate scenarios. The following sections provide a more detailed description of the testing requirements for the OMA SRM version 1.1.

This document also intends to provide some guidance on the prioritization of the specifications and features to be tested within Enabler OMA SRM version 1.1.
To help facilitate flexible testing efforts for this enabler, new test requirements of the SRM 1.1 are marked as compared with the existing SRM 1.0 test requirements. It is suggested that subsequent test case development and verification planning for the SRM enabler take the followings into account: the existing test cases for the previous enabler version do not necessarily have to be revised or recreated for the SRM 1.1 release; testing efforts can be planned with greater flexibility such that some testing events limit its scope only to the features newly included in SRM 1.1 while others testing the whole enabler features.
5. Test Requirements

The OMA SRM is to enable the use of Secure Removable Media by allowing users the ability, for example, to transfer Rights to and from a trusted SRM, and to consume Rights from the SRM. This enabler extends the OMA DRM version 2.0 to provide mechanisms for the secure transfer of Rights between a DRM Agent and an SRM Agent including their mutual authentication.
5.1 Enabler Test Requirements

The test requirements collected in this section are related to the Enabler OMA SRM version 1.1.

5.1.1 Mandatory Test Requirements

5.1.1.1 Mandatory Client Test Requirements

Table 1 specifies client test requirements that are tested in DRM Agents.
	
	Feature Key
	Feature Description
	Feature Test Requirements
	Remarks

	Normal Flow
	CRT01
	Asymmetric Encryption Algorithms: RSA-OAEP
	Required to test whether RSA-OAEP is utilized properly for Asymmetric Encryption Algorithm
	1.0

	
	CRT02
	Signature Algorithms: RSA-PSS
	Required to test whether RSA-PSS and is utilized properly for Signature Algorithm
	1,0

	
	HEL01
	Device – SRM Hello
	Required to test whether Device-SRM Hello occurs properly
	1,0

	
	SAC01
	Mutual Authentication and Key Exchange: MAKE
	Required to test whether MAKE occurs properly
	1,0

	
	SAC02
	Key Derivation Function
	Required to test whether Session Key and MAC Key  are generated properly at the end of MAKE process
	1,0

	
	SAC03
	Replay protection using MAC Key update
	Required to test whether MAC Key is not replayed, i.e. properly updated while transferring messages within a secure authenticated channel
	1,0

	
	CRL01
	CRL Number Exchange between Device and SRM
	Required to test whether CRL number in Device is transferred to SRM properly, and CRL number in SRM is transferred to Device properly
	1,0

	
	CRL02
	CRL Delivery from Device to SRM
	Required to test whether DRM Agent properly requests SRM Agent to store CRL from Device in SRM
	1,0

	
	CRL03
	CRL Delivery from SRM to Device
	Required to test whether DRM Agent properly requests SRM Agent to read CRL from SRM and transfer it to Device, and the CRL is processed and validated by DRM Agent properly
	1,0

	
	CRL04
	Certificate revocation status checking using CRL
	Required to test whether CRL is utilized properly
	1,0

	
	MOV01
	Device to SRM Move
	Required to test whether Rights is Moved from Device to SRM properly
	1,0

	
	MOV02
	SRM to Device Move
	Required to test whether Rights is Moved from SRM to Device properly
	1,0

	
	MOV03
	Move permission support
	Required to test whether Move permission is parsed from Rights Object and utilized properly
	1,0

	
	MOV08
	S2S Rights Move
	Required to test whether the DRM Agent can correctly participate in the S2S Rights Move protocol.
	1.1

	
	MOV09
	Move Count Decrease
	Required to test that if an RO with a <move> permission with a <count> constraint is moved using the S2S Rights Move protocol, the Move count is decreased only by one.
	1.1

	
	LRC01
	REK transfer from SRM to Device
	Required to test whether DRM Agent properly requests SRM Agent to read REK from SRM
	1,0

	
	LRC02
	State Information Update
	Required to test whether DRM Agent properly requests SRM Agent to update State Information in SRM
	1,0

	
	DPV03
	RO verification in Device
	Required to test that during a Direct Provisioning Transaction, the DRM Agent rejects invalid ROs.
	1.1

	
	DPV04
	RO removal in Device
	Required to test that after a successful Direct Provisioning Transaction, the RO is removed from the Device.
	1.1

	
	DPV05
	Direct Provisioning of Rights to the SRM
	Required to test whether the DRM Agent can correctly participate in the Direct Provisioning transaction.
	1.1

	
	SRU02
	SRM Rights Upgrade
	Required to test that the DRM Agent can correctly participate in the SRM Rights Upgrade protocol.
	1.1

	
	UTL01
	Handle List transfer from SRM to Device
	Required to test whether DRM Agent properly requests SRM Agent to generate Handle List and transfer it to Device
	1,0

	
	UTL02
	Handle Removal from SRM
	Required to test whether DRM Agent properly requests SRM Agent to remove Handle from SRM
	1,0

	
	UTL03
	Rights Enablement
	Required to test whether DRM Agent properly requests SRM Agent to enable Rights in SRM
	1,0

	
	UTL04
	Rights Removal from SRM
	Required to test whether DRM Agent properly requests SRM Agent to remove Rights from SRM
	1,0

	
	UTL05
	Rights Information Transfer to Device
	Required to test whether DRM Agent properly requests SRM Agent to read Rights Information from SRM
	1,0

	
	RICER01
	RI Certificate Chain processing and validation for Move
	Required to test whether RI Certificate Chain is processed and validated properly during Move transaction
	1,0

	
	LOG01
	Operation Log
	Required to test whether Operation Log is updated properly during Move and Local Rights Consumption transaction
	1,0

	
	CAC01
	Move Cache
	Required to test whether Move Cache is validated properly for all Stateless ROs moved to an SRM
	1,0

	Error Flow
	EXP01
	Exception Recovery for Device to SRM Move
	Required to test whether error is reported and recovered properly if any exception occurs during Device to SRM Move
	1,0

	
	EXP02
	Exception Recovery for SRM to Device Move
	Required to test whether error is reported and recovered properly if any exception occurs during SRM to Device Move
	1,0

	
	EXP03
	Exception Recovery for REK Transfer to Device
	Required to test whether error is reported and recovered properly if any exception occurs during transferring REK to Device
	1,0

	
	EXP04
	Exception Recovery for State Information Update
	Required to test whether error is reported and recovered properly if any exception occurs during updating State Information in SRM
	1,0

	
	EXP05
	Exception Recovery for Provisioning Setup
	Required to test whether error is reported and recovered properly if any exception occurs during Provisioning Setup.
	1.1

	
	EXP06
	Exception Recovery for Rights Provisioning
	Required to test whether error is reported and recovered properly if any exception occurs during Rights Provisioning.
	1.1

	
	EXP07
	Exception Recovery for SRM Rights Upgrade
	Required to test whether error is reported and recovered properly if any exception occurs during SRM Rights Upgrade.
	1.1

	
	EXP08
	Exception Recovery for S2S Move
	Required to test whether error is reported and recovered properly if any exception occurs during S2S Move.
	1.1


Table 1: Applicability Table for Enabler Specific Mandatory Client Test Requirements
5.1.1.2 Mandatory Server Test Requirements for SRM Agents
Table 2 specifies server test requirements that are tested in SRM Agents.
	
	Feature Key
	Feature Description
	Feature Test Requirements
	Remarks

	Normal Flow
	CRT03
	Hash Algorithms: SHA-1
	Required to test whether SHA-1 is utilized properly for Hash Algorithm in SRM
	1,0

	
	CRT04
	MAC Algorithms: HMAC-SHA1
	Required to test whether HMAC-SHA1 is utilized properly for MAC Algorithm in SRM
	1,0

	
	CRT05
	Symmetric Encryption Algorithms: AES-128-CBC
	Required to test whether AES-128-CBC is utilized properly for Symmetric Encryption Algorithm in SRM
	1,0

	
	CRT06
	Asymmetric Encryption Algorithms: RSA-OAEP
	Required to test whether RSA-OAEP is utilized properly for Asymmetric Encryption Algorithm in SRM
	1,0

	
	CRT07
	Signature Algorithms: RSA-PSS
	Required to test whether RSA-PSS and is utilized properly for Signature Algorithm in SRM
	1,0

	
	HEL02
	Device – SRM Hello
	Required to test whether SRM Agent properly responses for messages in Device – SRM Hello processing
	1,0

	
	SAC04
	Mutual Authentication and Key Exchange: MAKE
	Required to test whether SRM Agent properly responses for messages in MAKE processing
	1,0

	
	SAC05
	Key Derivation Function
	Required to test whether Session Key and MAC Key  are generated properly in SRM at the end of MAKE process
	1,0

	
	SAC06
	Replay protection using MAC Key update
	Required to test whether MAC Key is not replayed, i.e. properly updated in SRM while transferring messages within a secure authenticated channel
	1,0

	
	CRL05
	CRL Number Exchange between Device and SRM
	Required to test whether CRL number in Device is transferred to SRM properly, and CRL number in SRM is transferred to Device properly
	1,0

	
	CRL06
	CRL Store
	Required to test whether CRL is properly stored in SRM as requested by DRM Agent, and the CRL is processed and validated by SRM Agent properly
	1,0

	
	CRL07
	CRL Query
	Required to test whether CRL in SRM is properly queried as requested by DRM Agent
	1,0

	
	CRL08
	Certificate revocation status checking using CRL
	Required to test whether SRM Agent checks the revocation status of Device certificates by using cached CRL properly
	1,0

	
	MOV04
	Rights Installation Setup
	Required to test whether SRM Agent properly stores Handle in SRM
	1,0

	
	MOV05
	Rights Installation
	Required to test whether SRM Agent properly stores Rights in SRM
	1,0

	
	MOV06
	Rights Query
	Required to test whether SRM Agent properly reads Rights from SRM
	1,0

	
	MOV07
	S2S Rights Move
	Required to test whether Rights can be Moved from one SRM to another using the S2S Rights Move protocol.
	1.1

	
	LRC03
	REK Query
	Required to test whether REK is transferred from SRM to Device properly
	1,0

	
	LRC04
	State Information Update
	Required to test whether State Information in SRM is updated properly
	1,0

	
	DPV01
	Direct Provisioning of Rights to the SRM
	Required to test whether the SRM can correctly receive an RO using Direct Provisioning.
	1.1

	
	DPV02
	Signature Query
	Required to test whether the SRM Agent correctly processes the Signature Query Response, and that the SRM Agent generates a correct signature.
	1.1

	
	SRU01
	SRM Rights Upgrade
	Required to test that Rights in an SRM can be upgraded using the SRM Rights Upgrade protocol.
	1.1

	
	UTL06
	Handle List Generation
	Required to test whether SRM Agent properly generates Handle List from SRM
	1,0

	
	UTL07
	Rights Information Query
	Required to test whether SRM Agent properly reads Rights Information from SRM
	1,0

	
	UTL08
	Handle Removal
	Required to test whether SRM Agent properly removes Handle from SRM
	1,0

	
	UTL09
	Rights Enablement
	Required to test whether SRM Agent properly enables Rights in SRM
	1,0

	
	UTL10
	Rights Removal
	Required to test whether SRM Agent properly removes Rights from SRM
	1,0

	Error Flow
	
	n/a
	
	


Table 2: Applicability Table for Enabler Specific Mandatory Server Test Requirements for SRM Agents
5.1.1.3 Mandatory Server Test Requirements for RI
Table 3 specifies client test requirements that are tested in RI.

	
	Feature Key
	Feature Description
	Feature Test Requirements
	Remarks

	Normal Flow
	MPRI
	Move permission support
	Required to test whether Rights Object with Move permission is generated properly
	1,0

	
	DPV06
	Direct Provisioning of Rights to the SRM
	Required to test whether the RI can correctly deliver an RO to an SRM (via a DRM Agent) using the Direct Provisioning transaction.
	1.1

	
	DPV07
	Signature Query
	Required to test whether the RI can correctly verify the signature as generated by the SRM Agent during the Direct Provisioning transaction.
	1.1

	
	SRU03
	SRM Rights Upgrade
	Required to test that the RI can correctly participate in the SRM Rights Upgrade protocol.
	1.1

	Error Flow
	
	n/a
	
	


Table 3: Applicability Table for Enabler Specific Mandatory Server Test Requirements for RI
5.1.2 Optional Test Requirements

5.1.2.1 Optional Client Test Requirements

Table 4 specifies client test requirements that are tested in DRM Agents.

	
	Feature Key
	Feature Description
	Feature Test Requirements
	Remarks

	Normal Flow
	SAC07
	Changing Secure Authenticated Channel
	Required to test whether DRM Agent properly changes the Secure Authenticated Channel
	1,0

	
	OCSP01
	OCSP Nonce transfer from SRM to Device
	Required to test whether DRM Agent properly requests SRM Agent to generate Nonce and transfers it to Device
	1,0

	
	OCSP02
	OCSP Response transfer from Device to SRM
	Required to test whether DRM Agent properly requests SRM Agent to generate OCSP Response and transfers it to Device, and whether the response is processed and validated properly
	1,0

	
	OCSP03
	OCSP Request generation
	Required to test whether OCSP Request is generated properly
	1,0

	
	RICER02
	RI Certificate Transfer from Device to SRM
	Required to test whether DRM Agent properly requests SRM Agent to store RI Certificate Chain in SRM
	1,0

	
	RICER03
	RI Certificate Transfer from SRM to Device
	Required to test whether DRM Agent properly requests SRM Agent to read RI Certificate Chain from SRM
	1,0

	
	RICER04
	RI Certificate Removal from SRM
	Required to test whether DRM Agent properly requests SRM Agent to remove RI Certificate Chain from SRM
	1,0

	
	RICER05
	RI Certificate Chain processing and validation for Local Rights Consumption
	Required to test whether RI Certificate Chain is processed and validated properly during Local Rights Consumption transaction
	1,0

	
	IOP01
	OMA DRM version 2.0 Backward Compatibility
	Requires to verify interoperability between DRM 2.0 RIs and SRM 1.1 enabled DRM 2.0 clients for each of the following cases:

- 4-Pass Registration

- 2-Pass RO Acquisition
	1,0

	
	UTL11
	Rights Information List Query Request Generation
	Required to test whether DRM Agent requests SRM Agent to generate Rights Information List and transfer it to Device.
	1,0

	
	BES01
	Movement of Tokens from Device to SRM
	Required to test whether Tokens are moved from Device to SRM properly.
	1.1

	
	BES02
	Movement of Tokens from SRM to Device
	Required to test whether Tokens are moved from SRM to Device properly.
	1.1

	
	BES03
	Local Token Consumption by the Device
	Required to test whether local token consumption is properly requested and completed by the DRM Agent.
	1.1

	
	BES04
	Retrieval of Token Information from the SRM
	Required to test whether the DRM Agent properly requests Token Information from the SRM Agent.
	1.1

	
	BES05
	Token Removal from the SRM
	Required to test whether the DRM Agent properly requests removal of Token from the SRM.
	1.1

	
	BES06
	Token Upgrade
	Required to test whether the SRM Agent properly requests upgrade of Token stored in the SRM.
	1.1

	
	BES07
	Movement of Broadcast Rights from Device to SRM
	Required to test whether Broadcast Rights are moved from Device to SRM properly.
	1.1

	
	BES08
	Movement of Broadcast Rights from SRM to Device
	Required to test whether Broadcast Rights are moved from SRM to Device properly.
	1.1

	
	BES09
	Local BCAST Rights Consumption
	Required to test whether the DRM Agent properly requests local consumption of BCAST Rights, performs SRM pinging and completes consumption transaction.
	1.1

	
	BES10
	BCAST Extensions to Handle List Query
	Required to test whether the DRM Agent properly requests handle list from the SRM Agent.
	1.1

	
	BES11
	Retrieval of BCRO Information from the SRM
	Required to test whether the DRM Agent properly requests BCRO information from the SRM Agent.
	1.1

	
	BES12
	Retrieval of BCRO Information List from the SRM
	Required to test whether the DRM Agent properly requests list of BCRO information from the SRM Agent.
	1.1

	
	BES13
	Operation Log Extensions for BCAST
	Required to test whether the extended Operation Log is maintained properly (including BCRO and Token related entries).
	1.1

	
	CAC02
	Move Cache
	Required to test whether Move Cache is validated properly for all BCRO Assets moved to an SRM
	1,1

	Error Flow
	SRMRMV
	SRM removal detection
	Required to test whether SRM removal event is reported properly if SRM is disconnected from Device
	1,0

	
	BEXP01
	Exception Recovery for Device to SRM Token Move
	Required to test whether error is reported and recovered properly if any exception occurs during Device to SRM Token Move
	1.1

	
	BEXP02
	Exception Recovery for SRM to Device Token Move
	Required to test whether error is reported and recovered properly if any exception occurs during SRM to Device Token Move
	1.1

	
	BEXP03
	Exception Recovery for Local Token Consumption
	Required to test whether error is reported and recovered properly if any exception occurs during Local Token Consumption
	1.1

	
	BEXP04
	Exception Recovery for Token Upgrade
	Required to test whether error is reported and recovered properly if any exception occurs during Token Upgrade
	1.1

	
	BEXP05
	Exception Recovery for Device to SRM Broadcast Rights Move
	Required to test whether error is reported and recovered properly if any exception occurs during Device to SRM Broadcast Rights Move
	1.1

	
	BEXP06
	Exception Recovery for SRM to Device Broadcast Rights Move
	Required to test whether error is reported and recovered properly if any exception occurs during SRM to Device Broadcast Rights Move
	1.1


Table 4: Applicability Table for Enabler Specific Optional Client Test Requirements
5.1.2.2 Optional Server Test Requirements for SRM Agents
Table 5 specifies server test requirements that are tested in SRM Agents.

	
	Feature Key
	Feature Description
	Feature Test Requirements
	Remarks

	Normal Flow
	SAC08
	Changing Secure Authenticated Channel
	Required to test whether SRM Agent properly changes the Secure Authenticated Channel
	1,0

	
	OCSP04
	OCSP Response processing and validation
	Required to test whether OCSP Response is processed and validated properly in SRM
	1,0

	
	OCSP05
	CRL issue data validation using OCSP Response
	Required to test whether CRL issue date is validated properly by using OCSP Response in SRM
	1,0

	
	OCSP06
	Device revocation status checking using OCSP Response
	Required to test whether OCSP Response is utilized properly in SRM
	1,0

	
	RICER05
	RI Certificate Store
	Required to test whether SRM Agent properly stores RI Certificate Chain in SRM
	1,0

	
	RICER06
	RI Certificate Query
	Required to test whether SRM Agent properly reads RI Certificate Chain from SRM
	1,0

	
	RICER07
	RI Certificate Removal
	Required to test whether SRM Agent properly removes RI Certificate Chain from SRM
	1,0

	
	UTL12
	Rights Information List transfer from SRM to Device
	Required to test whether Rights Information List is generated and transferred to Device properly.
	1,0

	
	BES14
	Movement of Tokens from Device to SRM
	Required to test whether Tokens are properly stored on the SRM.
	1.1

	
	BES15
	Movement of Tokens from SRM to Device
	Required to test whether Tokens are read from SRM, disabled on the SRM properly, and whether Tokens are transferred properly to the DRM Agent.
	1.1

	
	BES16
	Local Token Consumption by the Device
	Required to test whether Tokens are read from the SRM, transferred to the DRM Agent, disabled/enabled on the SRM properly, and whether Token information is properly updated when local consumption is completed.
	1.1

	
	BES17
	Retrieval of Token Information from the SRM
	Required to test whether Token related information is read from the SRM, and transferred to the DRM Agent properly.
	1.1

	
	BES18
	Token Removal from the SRM
	Required to test whether the SRM Agent properly removes Token from SRM.
	1.1

	
	BES19
	Token Upgrade
	Required to test whether the SRM Agent properly upgrades Token on SRM.
	1.1

	
	BES20
	Movement of Broadcast Rights from Device to SRM
	Required to test whether the SRM Agent properly stores Broadcast Rights on SRM.
	1.1

	
	BES21
	Movement of Broadcast Rights from SRM to Device
	Required to test whether the SRM Agent reads Broadcast Rights from SRM, transfers Broadcast Rights to the DRM Agent, and removes Broadcast Rights from SRM properly.
	1.1

	
	BES22
	Local BCAST Rights Consumption
	Required to test whether the SRM Agent provides proper response to the SRM pinging by the SRM Agent.
	1.1

	
	BES23
	BCAST Extensions to Handle List Query
	Required to test whether the SRM Agent properly reads handle list from SRM.
	1.1

	
	BES24
	Retrieval of BCRO Information from the SRM
	Required to test whether the SRM Agent properly reads BCRO information from SRM.
	1.1

	
	BES25
	Retrieval of BCRO Information List from the SRM
	Required to test whether the SRM Agent properly reads list of BCRO information from the SRM.
	1.1

	Error Flow
	
	n/a
	
	


Table 5: Applicability Table for Enabler Specific Optional Server Test Requirements for SRM Agents
5.1.2.3 Optional Server Test Requirements for RI
Table 6 specifies client test requirements that are tested in RI.

	
	Feature Key
	Feature Description
	Feature Test Requirements
	Remarks

	Normal Flow
	
	n/a
	
	

	Error Flow
	
	n/a
	
	


Table 6: Applicability Table for Enabler Specific Optional Server Test Requirements for RI
5.2 Enabler Dependencies

OMA SRM version 1.1 enabler is dependent on following enablers.

· OMA DRM version 2.0 [OMADRMv2.0]: The OMA SRM version 1.1 enabler is dependent upon the OMA DRM v2.0 enabler for Rights download from RI to Device.
· OMA DRM version 2.1 [OMADRMv2.1]: This dependency is specified in Rights provisioning mechanism.

· OMA SCE version 1.0 [OMASCEv1.0]: This dependency is specified in SRM Rights Upgrade mechanism.

· OMA BCAST version 1.1 [OMABCASTv1.1]: This dependency is specified in SRM Extensions for BCAST.
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