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1. Scope

The Enabler Test Requirements (ETR) document for the Enabler under consideration is created and maintained by the Technical Working Group (TWG) responsible for the technical specifications for the corresponding Enabler.

The ETR document is intended to cover at least those requirements collected in the Requirements Document (RD) and the Architecture Document (AD) in addition to any other items the TWG has identified as important enough to warrant attention from interoperability perspective and identify any technical functionalities that should be covered by testing.

The scope of OMA “Digital Rights Management” is to enable the controlled consumption of digital media objects by allowing content providers the ability, for example, to manage usage of protected content, to enable legitimate superdistribution of protected content, and to enable a variety of business and deployment models. The OMA DRM specifications provide mechanisms for secure authentication of trusted DRM agents, and for packaging and transfer of usage rights and DRM protected content to trusted DRM agents. 

The scope of the document is to define a test plan for the enabler DRM 2.2. The test plan will provide a high level view of the DRM functionality that must be tested. The test requirements are derived from the ETR for DRM 2.1 (see [DRMETR-v2.1]). In most cases this will reflect the minimum functionality described in the Static Conformance Requirements.  However, this is not always the case as some requirements are not directly observable or do not add value to the overall testing effort.

· Interoperability testing for DRM is limited to the following:

· Client/server protocols

· Peer-to-peer protocols (if any)

· Correct processing of file formats by a client (e.g. format of content and rights objects)

· Correct implementation of detectible device behaviours

IOP will not be responsible for ensuring the robustness of the device implementation.  

2. References

2.1 Normative References

	[DRMCF-v2.2]
	“DRM Content Format V2.2”, Open Mobile Alliance(, OMA-TS-DRM-DCF-V2_2, 
URL:http://www.openmobilealliance.org/

	[DRMREL-v2.2]
	“DRM Rights Expression Language V2.2”, Open Mobile Alliance™, OMA-TS-DRM-REL-V2_2, 
URL:http://www.openmobilealliance.org/

	[DRM-v2.2]
	“Digital Rights Management V2.2”, Open Mobile Alliance™, OMA-TS-DRM-DRM-V2_2, 
URL: http://www.openmobilealliance.org/

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.3, Open Mobile Alliance™, 
OMA-ORG-IOP_Process-V1_4, 
URL:http://www.openmobilealliance.org/URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, 
URL:http://www.ietf.org/rfc/rfc2119.txt


2.2 Informative References

	[DRMARCH-v2.2]
	“OMA DRM Architecture V2.2”, Open Mobile Alliance(, OMA-AD-DRM-V2_2, 
URL:http://www.openmobilealliance.org/

	[DRMERELD-v2.2]
	 “Enabler Release Document for DRM V2.2”, Open Mobile Alliance™,
OMA-ERELD-DRM-V2_2, 
URL: http://www.openmobilealliance.org/

	[DRMETR-v2.1]
	“Enabler Test Requirements for DRM V2.1”, Open Mobile Alliance™, OMA-ETR-DRM-V2_1, 
URL:http://www.openmobilealliance.org/

	[DRMREQ-v2.2]
	“OMA DRM Requirements V2.2”, Open Mobile Alliance(, OMA-RD-DRM-V2_2, 
URL:http://www.openmobilealliance.org/

	[OCSP-MP]
	“OMA Online Certificate Status Protocol Mobile Profile V1.0”, Open Mobile Alliance(, 
URL:http://www.openmobilealliance.org/

	[OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, 
URL: http://www.openmobilealliance.org/

	[UAProf]
	“OMA User Agent Profile version 2.0”, Open Mobile Alliance™. 
URL: http://www.openmobilealliance.org/

	[WBXML]
	“Binary XML Content Format Specification”. WAP Forum(. WAP-192-WBXML. 
URL:http://www.openmobilealliance.org/


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	TestFest
	Multi-lateral interoperability testing event


3.3 Abbreviations

	AD
	Architecture Document

	DRM
	Digital Rights Management

	OMA
	Open Mobile Alliance

	RD
	Requirements Document

	RO
	Rights Object


4. Introduction

The purpose of this Enabler Test Requirements document is to help guide the testing effort for the Enabler DRM 2.2, documenting those areas where testing is most important to ensure interoperability of implementations.

The Enabler under consideration comprises the following specifications:

· OMA-RD-DRM-V2_2: Defines the requirements for the DRM 2.2 specifications (see [DRMREQ-v2.2]).

· OMA-TS-DRM-DRM-V2_2: Defines the DRM security requirements, media types, and delivery options (see [DRM-v2.2]).

· OMA-TS-DRM-REL-V2_2: Defines the rights expression language used to describe the permissions and constraints governing the usage of DRM protected media objects (see [DRMREL-v2.2]).

· OMA-TS-DRM-DCF-V2_2: Defines the content format for DRM protected (encrypted) media objects (see [DRMCF-v2.2]).

Generally, the testing activity should aim at validating the normal working behaviour of the client/server interactions, as well as testing the error conditions whenever it is possible to set up the appropriate scenarios. The following sections provide a more detailed description of the testing requirements for DRM 2.2.

This document also intends to provide some guidance on the prioritization of the specifications and features to be tested within Enabler DRM V2.2.

5. Test Requirements

The DRM architecture allows service and content providers to control the usage of a media object once it is on the device.  This is accomplished via the following mechanisms:

· The ability to associate permissions and constraints with media objects.  A media object may only be used in accordance with said permissions and constraints.  Permissions and constraints are codified in a Rights Object.

· The ability to bind Rights Objects to a user, device or domain.
5.1 Enabler Test Requirements

The test requirements collected in this section are related to the Enabler DRM V2.1. The test requirements build upon the test requirements defined for Enabler DRM V2.1 (see [DRMETR-v2.1]).  It is expected that the implementation of these test requirements will result in simple extension of the DRM V2.1 ETG and ETS documents.

Following are the main features of DRM 2.2 that should be tested. These features are in-general complex and therefore each feature has multiple test requirements.

	Feature Key
	Feature Description

	BACK
	Backwards compatibility with previous DRM versions.

	DCF
	DRM Content (file) Format 

	DLOTA
	OMA Download OTA, use for downloading triggers, rights objects and content.

	DOM
	Domains

	FWD
	Forward Compatibility with future DRM versions.

	KEY
	Key transport algorithms and cryptographic algorithms related to the confidentiality and integrity of keys during transport.

	METR
	Metering. Maintaining accurate content consumption information and reporting.

	OCSP
	Use of OCSP for certificate validation

	PDCF
	Packetized DRM Content Format

	PKI
	Use of Public Key Infrastructure for authentication between devices and servers. Includes the establishment of RI and Device contexts to cache authentication information.

	PUSH
	Use of WAP Push to deliver Triggers, RO and Content. Including WBXML encoding.

	REL
	Rights Expression Language

	RO
	Rights Object installation, processing and handling.

	ROAP
	Rights Object Acquisition Protocol

	SUPD
	Super distribution of content

	TIME
	DRM Time implementation on DRM Agents; and time synchronisation using OCSP

	TRAN
	Transport mapping including capability signalling, user agent profile and the user 

	UNC
	Unconnected Device support for rights issuers, proxy connected devices and the unconnected device itself.

	USRC
	User Consent requires uses to acknowledge DRM transactions


The test requirements are split into three main sections in accordance with the SCR tables of the three DRM V2.2 Technical Specification Documents: DRM-DRM, DRM-REL and DRM-DCF. Within each section the requirements are further sub divided between client and server requirements; and optional/mandatory requirements.

5.1.1 Mandatory Test Requirements

Mandatory test requirements are covering mandatory features/functions of an Enabler which shall always be implemented in the client/server
5.1.1.1 Mandatory client test requirements

These test requirements apply to client implementations only.

	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	ROAP-001
	ROAP Schema parsing and processing support.
	Required to test whether ROAP schema is properly parsed and message is properly processed

	
	ROAP-002
	Nonce values in ROAP messages
	Required to test whether nonce values are utilized properly in ROAP messages

	
	ROAP-003
	Processing and responding to status codes during ROAP protocol runs
	Required to test whether status code during ROAP protocol runs are processed properly and responded properly

	
	ROAP-004
	ROAP Trigger parsing and processing
	Required to test whether ROAP Trigger is parsed and processed properly

	
	ROAP-005
	4-pass ROAP-Registration protocol
	Required to test whether 4-pass ROAP Registration protocol is utilized properly

	
	ROAP-006
	2-pass roap Identification protocol
	Required to test whether 2-pass ROAP identification protocol is utilized properly

	
	ROAP-007
	2-pass Metering protocol
	Required to test  whether 2-pass Metering protocol is utilized properly

	
	ROAP-008
	Hash Algorithms: SHA-1 and associated URI
	Required to test whether SHA-1 and associated URI is utilized properly for Hash Algorithm

	
	ROAP-009
	Signature Algorithms: RSA-PSS-Default and associated URI
	Required to test whether RSA-PSS-Default and associated URI is utilized properly for Signature Algorithm

	
	ROAP-010
	RI Signature Validation
	Required to test whether RI Signature is validated properly

	
	ROAP-011
	3-pass confirmed ROAP RO acquisition protocol
	Required to test whether the client correctly confirms installation of ROs when specified. 

	
	ROAP-012
	4-pass confirmed ROAP RO acquisition protocol
	Required to test whether the client correctly confirms installation of ROs when specified

	
	KEY-001
	MAC Algorithms: HMAC-SHA-1 and associated URI
	Required to test whether HMAC- SHA-1 and associated URI is utilized properly for MAC Algorithm

	
	KEY-002
	Key Transport Algorithms: RSAES-KEM-KDF2-KW-AES128 and associated URI
	Required to test whether RSAES-KEM-KDF2-KW-AES128 and associated URI is utilized properly for Key Transport Algorithm

	
	KEY-003
	Key Wrap Algorithms: AES-WRAP and associated URI
	Required to test whether AES-WRAP and associated URI is utilized properly for Key Wrap Algorithm

	
	OCSP-001
	OCSP Response Validation
	Required to test whether the DRM Agent validates the OCSP Response properly.

	
	PKI-001
	DRM Agent Certificates
	Required to test whether certificates are defined properly

	
	PKI-002
	RI Certificate Processing and Certificate Chain Validation
	Required to test whether RI certificate is processed properly and certificate chain is validated properly

	
	PKI-003
	RI Context
	Required to test whether the DRM Agent establishes an RI Context after registration and uses it appropriately in future ROAP messaging.

	
	PKI-004
	Multiple RI Contexts 
	Required to test whether the DRM Agent can maintain multiple RI Contexts.

	
	PKI-005
	Use of riID as identifiers for RI Contexts stored in the Device
	Required to test whether riID is used properly as identifier for RI Contexts stored in the Device

	
	PKI-006
	RI Context Expiry processing
	Required to test whether RI Context Expiry is processed properly

	
	PKI-007
	RIID derived from subjectPublicKeyInfo
	Required to test that the DRM Agent does not create an RI Context if the RIID is not the spkiHash.

	
	USRC-001
	User Consent 
	Required to test whether DRM Agent implements user consent requirements properly. 

	
	USRC-002
	Domain Name Whitelists
	Required to test whether Domain Name WhiteLists are utilized properly

	
	METR-001
	Collating Metering Information
	Required to test that DRM Agents collect metering information for ROs with <tracked> element

	
	RO-001
	ProtectedRO support
	Required to test whether Protected RO is supported properly

	
	RO-002
	Replay Protection for Stateful Rights Objects
	Required to test whether Replay protection for Stateful Rights Object is utilized properly

	
	R0-003
	Maintaining state information for Stateful Rights Objects
	Required to test whether state information for Stateful Rights Object is utilized properly

	
	RO-004
	Device RO Processing
	Required to test whether RO is processed properly

	
	RO-005
	Parent Rights Object
	Required to test whether Parent Rights Object are utilized properly

	
	TRAN-001
	MIME Types for ROAP PDU, ROAP Trigger, and Protected RO
	Required to test whether MIME Types for ROAP PDU, ROAP Trigger, and Protected RO are utilized properly

	
	TRAN-002
	Capability signalling to Content Issuers and Rights Issuers
	Required to test whether Capability is signalled properly to Content Issuers and Rights Issuer

	
	XML-001
	XML Canonicalization
	Required to test whether XML Canonicalization is utilized properly

	
	PUSH-001
	Processing WBXML ROAP Triggers received via WAP PUSH
	Required to test whether WBXML ROAP Triggers are processed properly when received via WAP PUSH

	
	DCF-001
	DCF Integrity protection after the DCFs are downloaded to the Device
	Required to test whether DCF integrity protection is checked properly after the DCFs are downloaded to the device

	Error Flow
	FWD-001
	Forward Compatibility – Unknown non-critical extensions in ROAP
	Required to test that unknown non-critical extensions are ignored in ROAP

	
	FWD-002
	Forward Compatibility – Unknown critical extensions in ROAP
	Required to that that unknown critical extensions cause the ROAP protocol to fail

	
	FWD-003
	Forward Compatibility – Discard Unknown ROAP Triggers
	Required to test that unknown ROAP Triggers are discarded

	
	FWD-004
	Forward Compatibility – Ignore unknown attributes
	Required to test that unknown attributes in ROAP PDUs are ignored.

	
	FWD-005
	Forward Compatibility – Ignore unknown status codes
	Required to that the DRM Agent treats any unknown status codes as “Abort”.


Table 1: Mandatory Client Test Requirements

5.1.1.2 Mandatory server test requirements

These mandatory test requirements apply to server implementations only.

	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	ROAP-013
	ROAP schema parsing and message processing 
	Required to test whether ROAP schema is properly parsed and message is properly processed

	
	ROAP-014
	Nonce values in ROAP messages
	Required to test whether nonce values are utilized properly in ROAP messages

	
	ROAP-015
	Indicating the status parameter in the runs of the ROAP protocols as defined
	Required to test whether the status parameter in the runs of the ROAP protocols are utilized properly

	
	ROAP-016
	ROAP Trigger support and initiating the ROAP protocol using ROAP Triggers
	Required to test whether ROAP trigger is supported and initiates the ROAP protocol

	
	ROAP-017
	4-pass ROAP-Registration Protocol
	Required to test whether 4-path ROAP Registration protocol is utilized properly

	
	ROAP-018
	2-pass ROAP-ROAcquisition Protocol
	Required to test whether 2-path ROAP ROAcquisition protocol is utilized properly

	
	ROAP-019
	1-pass ROAP-ROResponse Protocol
	Required to test whether 1-path ROAP ROResponse Protocol is utilized properly

	
	ROAP-020
	2-pass ROAP-JoinDomain Protocol
	Required to test whether 2-path ROAP JoinDomain Protocol is utilized properly

	
	ROAP-021
	2-pass ROAP-LeaveDomain Protocol
	Required to test whether 2-path ROAP LeaveDomain Protocol is utilized properly

	
	ROAP-022
	Hash Algorithms: SHA-1 and associated URI
	Required to test whether SHA-1 and associated URI is utilized properly for Hash Algorithm

	
	XML-002
	General XML Schema Requirements
	Required to test whether XML schema is processed as required

	
	XML-003
	XML Canonicalization
	Required to test whether XML Canonicalization is utilized properly

	
	PKI-008
	RI Certificates
	Required to test whether certificates are defined properly

	
	PKI-009
	DRM Agent Certificate processing and Certificate Chain Validation
	Required to test whether DRM Agent certificate is processed properly and certificate chain is validated properly

	
	PKI-010
	Unique riID for rights issuers and used in ROAP Protocols.
	Required to test whether the Rights Issuer ID (riID) is the spkiHash in ROAP protocols. The riID must be unique.

	
	OCSP-002
	Support for OCSP Requests including nonce extensions.
	Required to test whether OCSP requests including nonce extensions are supported

	
	RO-006
	ProtectedRO support
	Required to test whether Protected RO is supported properly

	
	RO-007
	Signature on Domain RO
	Required to test whether signature on Domain RO is utilized properly

	
	RO-008
	Parent Rights Object
	Required to test whether Parent Rights Object are defined properly

	
	DOM-001
	domainRO and riURL attributes in ProtectedRO for Domain ROs
	Required to test whether domainRO and riURL attributes in ProtectedRO for Domain ROs are defined properly

	
	KEY-004
	Use of MAC in leaveDomain ROAP Trigger
	Required to test whether MAC is used in leaveDomain

	
	KEY-005
	MAC Algorithms: HMAC-SHA-1 and associated URI
	Required to test whether HMAC- SHA-1 and associated URI is utilized properly for MAC Algorithm

	
	KEY-006
	Signature Algorithms: RSA-PSS-Default and associated URI
	Required to test whether RSA-PSS-Default and associated URI is utilized properly for Signature Algorithm

	
	KEY-007
	Key Transport Algorithms: RSAES-KEM-KDF2-KW-AES128 and associated URI
	Required to test whether RSAES-KEM-KDF2-KW-AES128 and associated URI is utilized properly for Key Transport Algorithm

	
	KEY-008
	Key Wrap Algorithms: AES-WRAP and associated URI
	Required to test whether AES-WRAP and associated URI is utilized properly for Key Wrap Algorithm

	
	TRAN-003
	Issuer Responsibilities
	Required to test whether the Rights Issuer and Content Issuer issue appropriate content and RO versions depending on the device capabilities.

	
	PUSH-002
	Use of WAP PUSH to deliver Content, ROAP Triggers, and Rights Objects
	Required to test whether WAP PUSH is supported to deliver Content, ROAP Triggers and ROs 

	
	SUPD-001
	Transaction Tracking
	Required to test whether Transaction Tracking is utilized properly

	Error Flow
	FWD-006
	Forward Compatibility – Unknown non-critical extensions in ROAP
	Required to test that unknown non-critical extensions are ignored in ROAP

	
	FWD-007
	Forward Compatibility – Unknown critical extensions in ROAP
	Required to that that unknown critical extensions cause the ROAP protocol to fail

	
	FWD-008
	Forward Compatibility – Ignore unknown attributes
	Required to test that unknown attributes in ROAP PDUs are ignored.


Table 2: Mandatory Server Test Requirements

5.1.2 Optional Test Requirements

Optional test requirements are covering optional features/functions of an Enabler.

If an optional requirement of the Enabler is implemented in the client/server, this requirement SHALL be tested.

5.1.2.1 Optional client test requirements

	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	ROAP-023
	ROAP Extensions
	Required to test whether ROAP Extensions are utilized properly

	
	ROAP-024
	2-pass ROAP-ROAcquisition protocol
	Required to test whether 2-path ROAP ROAcquisition protocol is utilized properly

	
	ROAP-025
	1-pass ROAP- ROResponse protocol
	Required to test whether 1-path ROAP ROResponse Protocol is utilized properly

	
	ROAP-026
	2-pass ROAP-JoinDomain protocol
	Required to test whether 2-path ROAP JoinDomain Protocol is utilized properly

	
	ROAP-027
	2-pass ROAP-LeaveDomain protocol
	Required to test whether 2-path ROAP LeaveDomain Protocol is utilized properly

	
	ROAP-028
	2-pass Rights Object Upload Protocol
	Required to test whether 2-pass Rights Object Upload Protocol is utilized properly

	
	RO-009
	IMSI Binding
	Required to test whether IMSI binding is utilized properly

	
	RO-010
	WIM Binding
	Required to test whether WIN binding is utilized properly including User Certificates

	
	RO-011
	Domain RO Processing
	Required to test whether Domain RO is processed properly

	
	RO-012
	Replay Protection for stateless uploaded rights
	Required to test the replay protection mechanism for stateless uploaded rights.

	
	PKI-011
	RI Certificate Caching
	Required to test whether RI Certificate Caching is utilized properly

	
	PKI-012
	RI Certificate Verification data storage in the RI Context
	Required to test whether RI Certificate Validation data storage in the RI Context is utilized properly

	
	DOM-002
	Domains Functionality 
	Required to test whether Domain functionality is utilized properly

	
	DOM-003
	Domain Key Hash Chains
	Required to test whether the Hash Chains for Domain Key is managed properly

	
	DOM-004
	Multiple Domain Contexts 
	Required to test whether Multiple Domain Contexts are utilized properly

	
	DOM-005
	Domain Context
	Required to test whether Domain Contexts is utilized properly

	
	DOM-006
	Domain Context Expiry processing
	Required to test whether Domain Contexts Expiry is processed properly

	
	DOM-007
	Domain No Consume After
	Required to test that Domain Rights Objects are not consumable after the domain NoConsumeAfter date has expired.

	
	DOM-008
	Installing Domain ROs
	Required to test whether Domain ROs are installed properly

	
	DCF-002
	DCF Hash verification; usage in ROAP
	Required to test whether DCF Hash is verified properly in ROAP

	
	SUPD-003
	Super Distribution of the DCF
	Required to test whether Superdistribution of the DCF is utilized properly

	
	SUPD-004
	Super Distribution of the ContentURL 
	Required to test whether Superdistribution of the ContentURL is utilized properly

	
	SUPD-005
	Transaction Tracking
	Required to test whether Transaction Tracking is utilized properly

	
	TIME-001
	DRM Time
	Required to test whether DRM time is utilized properly

	
	TIME-002
	DRM Time Synchronization
	Required to test whether DRM Time is synchronized properly

	
	TRAN-004
	HTTP Transport Mapping 
	Required to test whether HTTP Transport Mapping is utilized properly

	
	TRAN-005
	Capability Signalling
	Required to test whether the device utilises UAProf, Accept Headers and other means to signal it’s capabilities when communicating with a server.

	
	DLOTA-001
	Download OTA support for delivering Content, ROAP Triggers and Rights Objects
	Required to test whether OTA supported properly for delivering Content, ROAP Triggers & Rights Objects

	
	UNC-001
	Connectivity for Unconnected Devices via ROAP over OBEX
	Required to test whether connectivity for Unconnected Devices via ROAP over OBEX is utilized properly

	
	UNC-002
	Unconnected device connectivity to Rights Issuers over appropriate transport connections
	Required to test whether unconnected devices can contact to Rights Issuers over appropriate transport connections.

	
	UNC-003
	Unconnected Devices: Utilize the connectivity provided by the Connected Device to conduct ROAP protocols
	Required to test whether connectivity provided by the Connected Device to conduct ROAP protocols is utilized properly

	
	UNC-004
	Unconnected Devices: Metering for Unconnected Devices
	Required to test whether an unconnected device can send a metering report via a connected device.

	
	UNC-005
	Connected Devices: Metering for Unconnected Devices
	Required to test whether an unconnected device can send a metering report via a connected device.

	
	UNC-006
	Connected device support for unconnected devices: ROAP-OBEX Server 
	Required to test whether ROAP OBEX Server is utilized properly

	Error Flow
	PKI-013
	Multiple Trust Models & Multiple DRM Times
	Required to test that the DRM Agent supporting multiple trust models supports multiple DRM Times (one for each trust model).

	
	
	
	


Table 3: Optional Client Test Requirements

5.1.2.2 Optional server test requirements
	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	OCSP-003
	Providing the most recent OCSP Response to Devices in ROAP protocol runs
	Required to test whether the most recent OCSP Response is provided to Devices in ROAP protocol runs

	
	DOM-009
	domainID element in ROAP Triggers
	Required to test whether domainID element in ROAP Triggers is defined properly

	
	DOM-010
	Hash Chain support for Domain Key Generation
	Required to test whether the Hash Chain for Domain Key Generation is supported

	
	RO-013
	Signature on Device RO
	Required to test whether Signature on Device RO is utilized properly

	
	ROAP-029
	More than one roID elements in a roAcquisition trigger
	Required to test whether it is possible to have more than one roID elements in a roAcquisition trigger

	
	ROAP-030
	2-pass roap Identification protocol
	Required to test whether 2-pass ROAP identification protocol is utilized properly

	
	ROAP-031
	3-pass confirmed ROAP RO acquisition protocol 
	Required to test whether the server correctly formats a ROAP-ROResponse with the ConfirmROInstallation extension and returns a correct ROAP-ROConfirmResponse to the confirming device.

	
	ROAP-032
	4-pass confirmed ROAP RO acquisition protocol
	Required to test whether the server correctly formats an ROAP-ROResponse with the  ConfirmROInstallation extension and returns a correct ROAP-ROConfirmResponse to the confirming device

	
	ROAP-033
	2-pass Rights Object Upload Protocol
	Required to test whether 2-pass Rights Object Upload Protocol is utilized properly

	
	ROAP-034
	2-pass Metering protocol
	Required to test  whether 2-pass Metering protocol is utilized properly

	
	PUSH-003
	Generating and pushing WBXML ROAP Triggers
	Required to test whether the server can generate valid WBXML ROAP Triggers and send them to a client via WAP PUSH

	
	DLOTA-002
	Download OTA support for delivering Content , ROAP Triggers, and Rights Objects
	Required to test whether Download OTA is supported to deliver Content, ROAP Triggers and ROs

	Error Flow
	
	
	


Table 4: Optional Server Test Requirements

5.1.3 DRM Content Format test requirements
5.1.3.1 Mandatory client test requirements

	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	DCF-001
	DCF support
	Required to test whether DCF is supported

	
	DCF-002
	Silent and Preview header processing in DCFs
	Required to test whether Silent and Preview Header is processed properly in DCFs.

	
	DCF-003
	AES128CBC encryption algorithm
	Required to test whether AES 128 CBC encryption algorithm is utilized properly

	
	DCF-004
	Common headers
	Required to test whether Common headers are utilized properly

	
	DCF-005
	Textual headers
	Required to test whether Textual headers are utilized properly

	
	DCF-006
	GroupID
	Required to test whether GroupID is utilized properly

	
	DCF-007
	Free space box
	Required to test whether the free space box is utilized correctly

	
	DCF-008
	Transaction Tracking box
	Required to test whether Transaction Tracking box is utilized properly

	
	DCF-009
	Rights Object box
	Required to test whether Rights Object box is utilized properly

	
	DCF-010
	ISO format constraints
	Required to test whether ISO format constraints are utilized properly

	
	DCF-011
	FullBox version
	Required to test whether the FullBox version is utilized properly

	
	DCF-012
	DCF header
	Required to test whether DCF header is utilized properly

	
	DCF-013
	OMA DRM container box
	Required to test whether OMA DRM container box is utilized properly

	
	DCF-014
	Discrete headers box
	Required to test whether Discrete headers box is utilized properly

	
	DCF-015
	User-Data box in Discrete Headers Box
	Required to test whether the User data box in the discrete headers is utilized properly. 

	
	DCF-016
	Inclusion of 3GPP User-Data boxes
	Required to test whether the specified 3GPP boxes are utilized properly in the User Data box.

	
	DCF-017
	Content Object box
	Required to test whether Content Object box is utilized properly

	
	DCF-018
	Multipart DCF
	Required to test whether Multipart DCF is utilized properly

	
	DCF-019
	UTF-8 character encoding for 3GPP asset information
	Required to test whether UTF-8 character encoding is utilized properly

	Error Flow
	DCF-020
	Ignore unsupported boxes
	Required to test whether unsupported boxes are ignored properly


Table 5: DCF Mandatory Client Test Requirements

5.1.3.2 Mandatory client test requirements for PDCF Format
	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	PDCF-001
	OMA DRM key management
	Required to test whether OMA DRM key management is utilized properly

	
	PDCF-002
	OMA DRM scheme
	Required to check OMA DRM scheme

	
	PDCF-003
	Common headers
	Required to test whether Common headers are utilized properly

	
	PDCF-004
	AES128CTR mode encryption algorithm
	Required to test whether AES 128 CTR encryption algorithm is utilized properly

	
	PDCF-005
	Textual headers
	Required to test whether Textual headers are utilized properly

	
	PDCF-006
	GroupID
	Required to test whether GroupID is utilized properly

	
	PDCF-007
	Free space box
	Required to test whether the free space box is utilized correctly

	
	PDCF-008
	Transaction Tracking box
	Required to test whether Transaction Tracking box is utilized properly

	
	PDCF-009
	Rights Object box
	Required to test whether Rights Object box is utilized properly 

	
	PDCF-010
	OMA DRM access unit format
	Required to test whether OMA DRM access unit format is utilized properly 

	Error Flow
	
	
	


Table 6: PDCF Mandatory Test Requirements

5.1.3.3 Optional Client Test Requirements for DCF

	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	PDCF-011
	PDCF support
	Required to test whether PDCF is supported

	
	DCF-021
	AES128CTR mode encryption algorithm
	Required to test whether AES 128 CTR encryption algorithm is utilized properly

	
	DCF-022
	Extension boxes
	Required to test whether Extension boxes are utilized properly

	
	DCF-023
	User-Data box in Mutable DRM Information Box
	Required to test whether the User data box in the Mutable DRM Information box is utilized properly. 

	
	DCF-024
	UTF-16 character encoding for 3GPP asset information
	Required to test whether UTF-16 character encoding is utilized properly

	Error Flow
	
	
	


Table 7: Optional Client Test Requirements for DCF

5.1.3.4 Optional Client Test Requirements for PDCF

	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	PDCF-012
	3GPP conformance
	Required to test whether the client is conform to [TS26.244]

	
	PDCF-013
	3GPP2 conformance 
	Required to test whether the client is conform to [C.S0050]

	Error Flow
	
	
	


Table 8: Optional Client Test Requirements for PDCF

5.1.4 DRM Rights Expression Language test requirements

5.1.4.1 Mandatory client test requirements

	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	REL-001
	<rights> element
	Required to test whether the <rights> element is utilized properly

	
	REL-002
	<agreement> element
	Required to test whether the <agreement> element is utilized properly

	
	REL-003
	<asset> element
	Required to test whether the <asset> element is utilized properly

	
	REL-004
	Expression linking
	Required to test whether the expression linking is utilized properly (through <id> & <idref> elements of the asset)

	
	REL-005
	<context> element
	Required to test whether the <context> element is utilized properly

	
	REL-006
	<version> element
	Required to test whether the <version> element is utilized properly

	
	REL-007
	<uid> element
	Required to test whether the <uid> element is utilized properly

	
	REL-008
	<permission> element
	Required to test whether the <permission> element is utilized properly

	
	REL-009
	<play> element
	Required to test whether the <play> element is utilized properly

	
	REL-010
	<display> element
	Required to test whether the <display> element is utilized properly

	
	REL-011
	<execute> element
	Required to test whether the <execute> element is utilized properly

	
	REL-012
	<print> element
	Required to test whether the <print> element is utilized properly

	
	REL-013
	<export> element
	Required to test whether the <export> element is utilized properly

	
	REL-014
	<constraint> element
	Required to test whether the <constraint> element is utilized properly

	
	REL-015
	<count> element
	Required to test whether the <count> element is utilized properly

	
	REL-016
	<system> element
	Required to test whether the <system> element is utilized properly

	
	REL-017
	<tracked> element
	Required to test whether the <tracked> element is utilized properly

	
	REL-018
	Requirements model
	Required to test whether the requirements model is utilized properly

	
	REL-019
	Inheritance model
	Required to test whether the inheritance model is utilized properly

	
	REL-020
	<KeyInfo> element
	Required to test whether the <KeyInfo> element is utilized properly

	
	REL-021
	<EncryptedKey> element
	Required to test whether the <EncryptedKey> element is utilized properly

	
	REL-022
	<EncryptionMethod> element
	Required to test whether the <EncryptionMethod> element is utilized properly

	
	REL-023
	<CipherData> element
	Required to test whether the <CipherData> element is utilized properly

	
	REL-024
	<CipherValue> element
	Required to test whether the <CipherValue> element is utilized properly

	
	REL-025
	<RetrievalMethod> element
	Required to test whether the <RetrievalMethod> element is utilized properly

	
	REL-026
	<digest> element
	Required to test whether the <digest> element is utilized properly

	
	REL-027
	<DigestMethod> element
	Required to test whether the <Digest Method> element is utilized properly

	
	REL-028
	<DigestValue> element
	Required to test whether the <Digest Value> element is utilized properly

	
	REL-029
	ODRL compatibility
	Required to test compatibility with ODRL

	
	REL-030
	Syntax Parsing
	Required to test whether syntax is parsed properly

	
	REL-031
	Rights Object evaluation order
	Required to test whether Rights object are evaluated in the defined order

	
	REL-032
	<rights> element
	Required to test whether the <rights> element is utilized properly

	
	REL-033
	<agreement> element
	Required to test whether the <agreement> element is utilized properly

	
	REL-034
	<asset> element
	Required to test whether the <asset> element is utilized properly

	Error Flow
	REL-035
	REL Forward Compatibility – Unknown Permissions
	Required to test that a DRM Agent ignores unknown permissions.

	
	REL-036
	REL Forward Compatibility – Unknown Constraints
	Required to test that a DRM Agent does not grant a permission containing an unknown constraint.

	
	
	
	


Table 9: REL Mandatory Client Test Requirements

5.1.4.2 Optional client test requirements
	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	REL-037
	<timed-count> element
	Required to test whether the <time-count> element is utilized properly

	
	REL-038
	<datetime> element
	Required to test whether the <datetime> element is utilized properly

	
	REL-039
	<start> element
	Required to test whether the <start> element is utilized properly

	
	REL-040
	<end> element
	Required to test whether the <end> element is utilized properly

	
	REL-041
	<interval> element
	Required to test whether the <interval> element is utilized properly

	
	REL-042
	<accumulated> element
	Required to test whether the <accumulated> element is utilized properly

	
	REL-043
	<individual> element
	Required to test whether the <individual> element is utilized properly

	
	REL-044
	RO Upload <constraint> “id” linking
	Required to test whether the linking between the uploaded “updated” constraints and the constraints in the original RO is utilized properly (through “id” attribute of the constraints element)

	Error Flow
	
	
	


Table 10: REL Optional Client Test Requirements

5.1.4.3 Mandatory server test requirements

	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	REL-045
	Expression linking
	Required to test whether the expression linking is utilized properly (through <id> & <idref> elements of the asset)

	
	REL-046
	<version> element
	Required to test whether the <version> element is defined properly

	
	REL-047
	<uid> element
	Required to test whether the <uid> element is defined properly

	
	REL-048
	<play> element
	Required to test whether the <play> element is defined properly

	
	REL-049
	<export> element
	Required to test whether the <export> element is defined properly

	
	REL-050
	<datetime> element
	Required to test whether the <datetime> element is defined properly

	
	REL-051
	<start> element
	Required to test whether the <start> element is defined properly

	
	REL-052
	<end> element
	Required to test whether the <end> element is defined properly

	
	REL-053
	<interval> element
	Required to test whether the <interval> element is defined properly

	
	REL-054
	<accumulated> element
	Required to test whether the <accumulated> element is defined properly

	
	REL-055
	<system> element
	Required to test whether the <system> element is defined properly

	
	REL-056
	<tracked> element
	Required to test whether the <tracked> element is utilized properly

	
	REL-057
	Inheritance model
	Required to test whether the inheritance model is utilized properly

	
	REL-058
	Requirements model
	Required to test whether the requirements model is utilized properly

	
	REL-059
	Security model
	Required to test whether the security model is utilized properly

	
	REL-060
	<EncryptedKey> element
	Required to test whether the <EncryptedKey> element is defined properly

	
	REL-061
	Encryption algorithm
	Required to test whether the encryption algorithm is correct

	
	REL-062
	REK referencing
	Required to test whether the REK is referenced properly

	
	REL-063
	Hash algorithm
	Required to test whether the hash algorithm is correct

	
	REL-064
	ODRL compatibility
	Required to test compatibility with ODRL

	
	REL-065
	Syntax Generation
	Required to test whether syntax is generated properly

	Error Flow
	
	
	


Table 11: REL Mandatory Server Test Requirements

5.2 Backwards Compatibility

OMA DRM version 2.2 is an evolution of OMA DRM version 2.1, which is in-turn an evolution of OMA DRM version 2.0. The purpose of DRM version 2.2 is to add functionality that was missing from version 2.1. 

· Backwards compatibility with DRM 1.0 can be achieved by adding support for OMA DRM 1.0 into both clients and servers.

· Backwards compatibility with DRM 2.1 is achieved through the ROAP protocol. ROAP enables clients and servers to identify their support DRM version and then negotiate which protocol to communicate with. 

	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	BACK-001
	Backwards Compatibility with DRM 2.1
	Verify interoperability between DRM 2.1 and 2.2 clients and servers for ROAP 4-pass registration.

	
	
	
	Verify interoperability between DRM 2.1 and 2.2 clients and servers for ROAP 2-pass RO Acquisition

	
	
	
	Verify interoperability between DRM 2.1 and 2.2 clients and servers for ROAP 2-Pass Join Domain

	
	
	
	Verify interoperability between DRM 2.1 and 2.2 clients and servers for ROAP 2-pass Leave Domain

	
	
	
	Verify interoperability between DRM 2.1 and 2.2 clients in Domain RO Superdistribution.

	
	BACK-002
	Backwards Compatibility with DRM 1.0
	Required to test whether Backwards Compatibility rules to OMA DRM 1.0 are utilized properly

	Error Flow
	
	
	


Table 12: Backwards Compatibility Requirements

5.3 Enabler Dependencies

The DRM 2.2 enabler is dependent upon:

· User Agent Profile [UAProf] enabler for advertising device capabilities.  The DRM specific UAProf attributes are outlined in [DRM-v2.1].

· OCSP Mobile Profile [OCSP-MP] for checking the status of device and server certificates. The usage of OCSP in DRM V2.2 is defined in [DRM-v2.2].

· Binary XML Content Format Specification [WBXML] for efficient encoding of ROAP Triggers. The usage of WBXML in DRM V2.2 is defined in [DRM-v2.2].
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