Doc# OMA-DRM-2011-0009-CR_DCF_Requesting_RO_in_MPEG2DCF.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-DRM-2011-0009-CR_DCF_Requesting_RO_in_MPEG2DCF.doc
Change Request


   Change Request

	Title:
	Requesting RO in MPEG2DCF
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	DRM Group

	Doc to Change:
	OMA-TS-DRM_DCF-V2_2-20101022-D

	Submission Date:
	20 January 2010

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Sergey Seleznev, Samsung Electronics, s.sergey@samsung.com


	Replaces:
	n/a


1 Reason for Change

	E022
	2010.11.15
	T
	8.2.5
	Source: Samsung Electronics 

Form: doc#0255 
Comment: Unresolved TBD in this paragraph.

Proposed Change: Create a CR to resolve TBD.
	Status: OPEN

AP 1147: Sergey to create a CR for resolving comment E022


2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG is recommended to agree this CR.
6 Detailed Change Proposal

Change 1:  Modify section 8.2.5 as follows
8.2.5 Accessing the MPEG2DCF
To access the MPEG2DCF, the OMA DRM Terminal must perform the following steps:

1. Parse the MPEG-2 transport stream to identify whether it is MPEG2DCF compliant by means of the MPEG2DCF CA descriptor. 

2. If the MPEG-2 transport stream is MPEG2DCF compliant, then parse the MPEG2DCF to retrieve the MPEG2DCF related EMMs and/or ECMs.

3. If the Rights Object for accessing the MPEG2DCF is not available, then request this Rights Objects from the Rights Issuer.

4. Process the Rights Objects and ECMs to descramble the MPEG-2 transport stream. 

The first two steps in this process involve retrieving and processing the PAT, PMT, CAT, MPEG2DCF CA Descriptor and retrieving the MPEG2DCF related ECMs. This process is specified in [ISO/IEC 13818-1] (also see section 8.2.1). The other steps are described in this section. 

8.2.5.1 Requesting the Rights Object

The DRM Agent can use Rights Issuer URL or Silent Rights URL contained in Rights_URL_message() in order to initiate acquisition of the Rights Object.  If both URLs are included in the message, the parameter appearing first MUST be prioritized and used to attempt to acquire the RO.
In order to create a request for RO, it is required to construct Content ID of the content (program or service) first. 
The identifier of a program contained in the MPEG2DCF SHALL be constructed as follows:

CID=”cid:”||socID||”#P”||serviceBaseCID||”@”||hex(program_CID_extension)
The identifier of a service contained in the MPEG2DCF SHALL be constructed as follows:
CID=”cid:”||socID||”#S”||serviceBaseCID||”@”||hex(service_CID_extension)
The socID and serviceBaseCID values are retrieved from the MPEG2DCF CA descriptor or via out-of-band method. The program_CID_extension and service_CID_extension are retrieved from Key Stream Message ECM defined in section 8.2.4.1
.
The Content IDs used for the programs and service contained in the MPEG2DCF MUST be globally unique URIs and MUST comply to the requirements for Contents IDs defined by this specification.
Note that, alternatively, the OMA DRM terminal may use Rights Issuer URL to initiate browsing session with the Rights Issuer to purchase a Rights Object as defined in [DRM-v2.2].
8.2.5.2 Processing the Rights Object and KSM
From the acquired RO, the DRM Agent MUST retrieve CEK and if available the MAC key. If present in the RO, the MAC key MUST be used to authenticate the Key Stream Message ECM via program_MAC or service_MAC fields as defined in [IEC62455]. If MAC validation ends with failure, the DRM Agent SHALL disregard the ECM.
The CEK MUST be used as Program Encryption Key or Service Encryption Key defined in [IEC62455] when KSM ECM is associated to the program or service respectively.
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