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1 Reason for Change

This CR introduces test requirements for the Status Reporting ROAP protocol.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG is recommended to agree this CR.
6 Detailed Change Proposal

Modify section 5.6.10 as follows
5.1.2 Optional Test Requirements

Optional test requirements are covering optional features/functions of an Enabler.

If an optional requirement of the Enabler is implemented in the client/server, this requirement SHALL be tested.

5.1.2.1 Optional client test requirements

	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	ROAP-023
	ROAP Extensions
	Required to test whether ROAP Extensions are utilized properly

	
	ROAP-024
	2-pass ROAP-ROAcquisition protocol
	Required to test whether 2-path ROAP ROAcquisition protocol is utilized properly

	
	ROAP-025
	1-pass ROAP- ROResponse protocol
	Required to test whether 1-path ROAP ROResponse Protocol is utilized properly

	
	ROAP-026
	2-pass ROAP-JoinDomain protocol
	Required to test whether 2-path ROAP JoinDomain Protocol is utilized properly

	
	ROAP-027
	2-pass ROAP-LeaveDomain protocol
	Required to test whether 2-path ROAP LeaveDomain Protocol is utilized properly

	
	ROAP-028
	2-pass Rights Object Upload Protocol
	Required to test whether 2-pass Rights Object Upload Protocol is utilized properly

	
	ROAP-035
	2-pass Status Reporting protocol
	Required to test whether 2-pass Status Reporting protocol is utilized properly.

	
	RO-009
	IMSI Binding
	Required to test whether IMSI binding is utilized properly

	
	RO-010
	WIM Binding
	Required to test whether WIN binding is utilized properly including User Certificates

	
	RO-011
	Domain RO Processing
	Required to test whether Domain RO is processed properly

	
	RO-012
	Replay Protection for stateless uploaded rights
	Required to test the replay protection mechanism for stateless uploaded rights.

	
	PKI-011
	RI Certificate Caching
	Required to test whether RI Certificate Caching is utilized properly

	
	PKI-012
	RI Certificate Verification data storage in the RI Context
	Required to test whether RI Certificate Validation data storage in the RI Context is utilized properly

	
	DOM-002
	Domains Functionality 
	Required to test whether Domain functionality is utilized properly

	
	DOM-003
	Domain Key Hash Chains
	Required to test whether the Hash Chains for Domain Key is managed properly

	
	DOM-004
	Multiple Domain Contexts 
	Required to test whether Multiple Domain Contexts are utilized properly

	
	DOM-005
	Domain Context
	Required to test whether Domain Contexts is utilized properly

	
	DOM-006
	Domain Context Expiry processing
	Required to test whether Domain Contexts Expiry is processed properly

	
	DOM-007
	Domain No Consume After
	Required to test that Domain Rights Objects are not consumable after the domain NoConsumeAfter date has expired.

	
	DOM-008
	Installing Domain ROs
	Required to test whether Domain ROs are installed properly

	
	DCF-002
	DCF Hash verification; usage in ROAP
	Required to test whether DCF Hash is verified properly in ROAP

	
	SUPD-003
	Super Distribution of the DCF
	Required to test whether Superdistribution of the DCF is utilized properly

	
	SUPD-004
	Super Distribution of the ContentURL 
	Required to test whether Superdistribution of the ContentURL is utilized properly

	
	SUPD-005
	Transaction Tracking
	Required to test whether Transaction Tracking is utilized properly

	
	TIME-001
	DRM Time
	Required to test whether DRM time is utilized properly

	
	TIME-002
	DRM Time Synchronization
	Required to test whether DRM Time is synchronized properly

	
	TRAN-004
	HTTP Transport Mapping 
	Required to test whether HTTP Transport Mapping is utilized properly

	
	TRAN-005
	Capability Signalling
	Required to test whether the device utilises UAProf, Accept Headers and other means to signal it’s capabilities when communicating with a server.

	
	DLOTA-001
	Download OTA support for delivering Content, ROAP Triggers and Rights Objects
	Required to test whether OTA supported properly for delivering Content, ROAP Triggers & Rights Objects

	
	UNC-001
	Connectivity for Unconnected Devices via ROAP over OBEX
	Required to test whether connectivity for Unconnected Devices via ROAP over OBEX is utilized properly

	
	UNC-002
	Unconnected device connectivity to Rights Issuers over appropriate transport connections
	Required to test whether unconnected devices can contact to Rights Issuers over appropriate transport connections.

	
	UNC-003
	Unconnected Devices: Utilize the connectivity provided by the Connected Device to conduct ROAP protocols
	Required to test whether connectivity provided by the Connected Device to conduct ROAP protocols is utilized properly

	
	UNC-004
	Unconnected Devices: Metering for Unconnected Devices
	Required to test whether an unconnected device can send a metering report via a connected device.

	
	UNC-005
	Connected Devices: Metering for Unconnected Devices
	Required to test whether an unconnected device can send a metering report via a connected device.

	
	UNC-006
	Connected device support for unconnected devices: ROAP-OBEX Server 
	Required to test whether ROAP OBEX Server is utilized properly

	Error Flow
	PKI-013
	Multiple Trust Models & Multiple DRM Times
	Required to test that the DRM Agent supporting multiple trust models supports multiple DRM Times (one for each trust model).

	
	
	
	


Table 3: Optional Client Test Requirements

5.1.2.2 Optional server test requirements

	
	Feature Key
	Feature Description
	Feature Test Requirements

	Normal Flow
	OCSP-003
	Providing the most recent OCSP Response to Devices in ROAP protocol runs
	Required to test whether the most recent OCSP Response is provided to Devices in ROAP protocol runs

	
	DOM-009
	domainID element in ROAP Triggers
	Required to test whether domainID element in ROAP Triggers is defined properly

	
	DOM-010
	Hash Chain support for Domain Key Generation
	Required to test whether the Hash Chain for Domain Key Generation is supported

	
	RO-013
	Signature on Device RO
	Required to test whether Signature on Device RO is utilized properly

	
	ROAP-029
	More than one roID elements in a roAcquisition trigger
	Required to test whether it is possible to have more than one roID elements in a roAcquisition trigger

	
	ROAP-030
	2-pass roap Identification protocol
	Required to test whether 2-pass ROAP identification protocol is utilized properly

	
	ROAP-031
	3-pass confirmed ROAP RO acquisition protocol 
	Required to test whether the server correctly formats a ROAP-ROResponse with the ConfirmROInstallation extension and returns a correct ROAP-ROConfirmResponse to the confirming device.

	
	ROAP-032
	4-pass confirmed ROAP RO acquisition protocol
	Required to test whether the server correctly formats an ROAP-ROResponse with the  ConfirmROInstallation extension and returns a correct ROAP-ROConfirmResponse to the confirming device

	
	ROAP-033
	2-pass Rights Object Upload Protocol
	Required to test whether 2-pass Rights Object Upload Protocol is utilized properly

	
	ROAP-034
	2-pass Metering protocol
	Required to test  whether 2-pass Metering protocol is utilized properly

	
	ROAP-036
	2-pass Status Reporting protocol
	Required to test whether 2-pass Status Reporting protocol is utilized properly.

	
	PUSH-003
	Generating and pushing WBXML ROAP Triggers
	Required to test whether the server can generate valid WBXML ROAP Triggers and send them to a client via WAP PUSH

	
	DLOTA-002
	Download OTA support for delivering Content , ROAP Triggers, and Rights Objects
	Required to test whether Download OTA is supported to deliver Content, ROAP Triggers and ROs

	Error Flow
	
	
	


Table 4: Optional Server Test Requirements
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