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1 Reason for Change
Improper URI is used to identify KMS extension for multicast streaming protection support. The URI to be used is proposed in OMA-DRM-2011-0054-INP_URI_registration_request_for_KMS_extensions. If that INP is agreed, the following technical change must follow.
2 Impact on Backward Compatibility

None identified
3 Impact on Other Specifications

None identified
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Group is kindly requested to review and agree the proposed change.
6 Detailed Change Proposal

Change 1:  Modify section 5.4.2 as follows
6.1.1 Registration Protocol

5.4.2.1 Device Hello

The ROAP-DeviceHello message is sent from the Device to the Rights Issuer to initiate the 4-pass Registration protocol. This message expresses Device information and preferences.

5.4.2.1.2 Message description

	Parameter
	ROAP-DeviceHello

	Version
	M

	Device ID
	M

	Supported Algorithms
	O

	Extensions
	O


Table 2: Device Hello Message Parameters

Version is a <major.minor> representation of the highest ROAP version number supported by the Device. Devices MUST support all versions prior to the one they suggest. For this version of the protocol, Version SHALL be set to "1.1". Minor version upgrades must always be backwards compatible.

Device ID identifies the Device to the RI. The only identifier currently defined is the hash of the Device's public key info, as it appears in the certificate (i.e. the hash of the complete DER-encoded subjectPublicKeyInfo component in the Device's certificate). The default hash algorithm is SHA-1. The Device MUST send at least one Device ID. In case a Device holds multiple public keys, the Device MAY select one or more of these public keys and send the corresponding Device IDs. Other identifiers are allowed but interoperability when using them is not guaranteed.

Supported Algorithms identifies the cryptographic algorithms (hash algorithms, MAC algorithms, signature algorithms, key transport algorithms and key wrap algorithms) and other key management functionality that are supported by the Device. Algorithms are identified using common URIs. 

The following algorithms and associated URIs MUST be supported by all Devices and RIs:

Hash algorithms:

SHA-1: http://www.w3.org/2000/09/xmldsig#sha1
MAC algorithms:

HMAC-SHA-1: http://www.w3.org/2000/09/xmldsig#hmac-sha1
Signature algorithms:

RSA-PSS-Default: http://www.rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1#rsa-pss-default
Key transport algorithms:

RSAES-KEM-KDF2-KW-AES128:

http://www.rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1#rsaes-kem-kdf2-kw-aes128
Key wrapping algorithms:

AES-WRAP: http://www.w3.org/2001/04/xmlenc#kw-aes128
Canonicalization algorithms:

Exclusive Canonicalization: http://www.w3.org/2001/10/xml-exc-c14n# 
SHA-1 is defined in [SHA-1]. HMAC-SHA-1 is defined in [HMAC]. RSA-PSS-Default is RSASSA-PSS with all parameters having default values (see [PKCS-1] Appendix C). AES-WRAP is defined in [AES-WRAP]. RSA-KEM-KDF2-KW-AES128 is defined in Section 7, Key Management. Exclusive Canonicalization is defined in [XC14N], its use is further explained in Section 5.3.3 of this document.

Use of other algorithm URIs is optional. Since all Devices and all RIs must support the algorithms above, they need not be sent. Only URIs for algorithms not in the above list need to be sent in a ROAP-DeviceHello message.
The following algorithms and associated URIs MAY be supported by Devices and RIs:

KMS extension for multicast streaming protection support: urn:oma:drms:oma-drms:kms-multicast:1.0.
Key Management System (KMS) extension is defined in Section 7.4 of this document.
Extensions: There are no extensions defined for the ROAP-DeviceHello message.
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