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1. Scope

2. References

2.1 Normative References

	[ISO8601]
	“Representations of dates and times”, ISO (International Organization for Standardization), URL:http://www.iso.ch/

	[ODRL]
	“Open Digital Rights Language (ODRL)”, Version 1.1, 8 August 2002, URL:http://odrl.net/1.1/ODRL-11.pdf or URL:http://www.w3.org/TR/odrl/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2396]
	“Uniform Resource Identifiers (URI): Generic Syntax ”, T. Berners-Lee, R. Fielding, L. Masinter, August 1998, URL:ftp://ftp.isi.edu/in-notes/rfc2396.txt

	[XML]
	“Extensible Markup Language (XML) 1.0 (Second Edition)”, W3C Recommendation 6 October 2000, URL:http://www.w3c.org/TR/2000/REC-xml-20001006/

	[XMLENC]
	“XML Encryption Syntax and Processing”, W3C Candidate Recommendation 10 December 2002, URL:http://www.w3.org/TR/2002/REC-xmlenc-core-20021210/

	[XMLSchema]
	“XML Schema Part 2: Datatypes”, W3C Recommendation 2 May 2001, URL:http://www.w3.org/TR/xmlschema-2/

	[XMLSIG]
	“XML Signature Syntax and Processing”, W3C Recommendation 12 February 2002, URL:http://www.w3.org/TR/2002/REC-xmldsig-core-20020212/


2.2 Informative References

	[DRM-v2]
	“Digital Rights Management”, Open Mobile Alliance(, OMA-DRM-DRM-V2_0, URL:http://www.openmobilealliance.org/

	[DRMARCH-v2]
	”OMA DRM Architecture Overview”, Open Mobile Alliance™, OMA-DRM-ARCH-V2-0, URL:http://www.openmobilealliance.org/

	[DRMCF-v2]
	“DRM Content Format”, Open Mobile Alliance(, OMA-DRM-DCF-V2_0, URL:http://www.openmobilealliance.org/


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Constraint
	A restriction on the Permission over DRM Content.

	Composite Object
	A Media Object that contains one ore more Media Objects by means of inclusion e.g. DRM messages, zip files.

	Content
	One or more Media Objects.

	DRM Agent
	The entity in the Device that manages Permissions for Media Objects on the Device.

	DRM Content
	Media Objects that are consumed according to a set of Permissions in a Rights Object.

	DRM Time
	A secure, non-user changeable time source. The DRM Time is measured in the UTC time scale.

	Media Object
	A digital work e.g. a ringing tone, a screen saver, a Java game or a Composite Object.

	Permission
	Actual usage or activities allowed (by the Rights Issuer) over DRM Content.

	Rights Issuer
	An entity that issues Rights Objects to OMA DRM Conformant Devices.

	Rights Object
	A collection of Permissions, Constraints, and other attributes which define under what circumstances access is granted to, and what usages are defined for, DRM Content. All OMA DRM Conformant Devices must adhere to the Rights Object associated with DRM Content.


3.3 Abbreviations

	AES
	Advanced Encryption Standard

	CEK
	Content Encryption Key

	DCF
	DRM Content Format

	DRM
	Digital Rights Management

	DTD
	Document Type Definition

	MIME
	Multipurpose Internet Mail Extensions

	OMA
	Open Mobile Alliance

	OMNA
	Open Mobile Naming Authority

	ODRL
	Open Digital Rights Language

	REL
	Rights Expression Language

	REK
	Rights Encryption Key

	SHA-1
	Secure Hash Algorithm

	SMS
	Short Message Service

	WAP
	Wireless Application Protocol

	XML
	Extensible Markup Language
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Appendix A. Static Conformance Requirements (Normative)

A.1 Client Conformance Requirements

	Item
	Function
	Reference
	Status
	Requirement

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


A.2 Server Conformance Requirements

	Item
	Function
	Reference
	Status
	Requirement

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Appendix B. Change History
(Informative)

B.1 Approved Version History

	Reference
	Date
	Description

	
	
	


Appendix C. Examples
(Informative)

This appendix contains a number of examples to illustrate the use of Rights Objects.
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