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1 Reason for Contribution

<text describing why this contribution is being made>

In OMA-SyncML-DataSyncProtocol-V1_2 precifiction, This protocol requires the support for the basic authentication and the MD5 digest access authentication on the server layer. Whereas, data layer encryption can not be ensured. 
In present synchronization process, 

	syncml:auth-clear
	“id, passward”will be transferred directly
	Not secure factor

	syncml:auth-basic
	“id：password” is encrypted using BAS64
	BASE64 is easy to disenrypted, not secure 

	syncml:auth-md5
	Using MD5, ID, password, challenge and digest will be transferred 
	


We can conclude that syncML doesn’t adopt any encryption action for transferred data, so it’s easy to be interceptted by hiiack. On other hand, syncML does not burden any constriction on three sort of transferred layer protocol: HTTP, OBEX, WSP.

In this input, we suggest in the process of synchronization, in order to provide a fully security, data encryption be supported optionally. For normal level security, customer can adopt syncML layer encryption, for high level security, some important information or data object, the client and server can adopt transfer layer encryption.
2 Summary of Contribution

<text describing the scope and nature of the proposed text or actions to be taken>

This file desripe the general requirement of 

3 Detailed Proposal

<this is where the actual text or description of activity is placed.  Note that the common Word Document Styles are available to be used so that simple cut-n-paste items from a specification or similar document can occur (somewhat unique styles are used for the section heads in this doc).

· To preserve document numbering after doing a cut-n-paste, select the paragraph in question (e.g. Heading 1-5) select Bullets and Numbering under the Word Format menu, Select the Outline Numbering tab and hit the Customize button where you can then set the starting values for the different levels of the outline.

· For changes to existing text, please use change tracking to capture changes being performed.

>

In order to provide high level security, two kind of encryption can be supported.
Encryption technology choose：

if symetrical encryption adopted only, the key will be configured at client and server in advance. It ‘s not feasible to require all manufactures to adopt the same key, at same time, it’s not secure yet.

if unsymmetrical encryption technology adopted, public key is used for encryption, private key is used for disencryption, there are still some problem: 1) unsymmetrical encryption is slowly; 2)in order to solve credit problem between client and server, client(handset) must be configured the key(including the public key). Client(handset) encrypt using public key, and disencryption using private key. Hence, server should keep one huge client certificate library.
So the two technologies will be adopted:

（1）User data will be encrypted using symmetrical technlogy , the session key will be generated in client(handset).
（2）Client will be configured cerfiticate through pre-configuration or download mode. The server does not require any client cerfitication.

The process of cerfiticate configuration as follow: 
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Fig 1  configuration of certificate
Key transferred procedure：
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Fig 2  session key transferred 
User data transfer procedure 
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Fig 3  User data transferred
Arithmetic Chosen: 
In consideration that : 1)、the arithmetic is mature, well acknowledged, and good pricacy.  2) most of the client can support that kind of arithmetic. 3) the memory and cpu has the capability to enable the aithmetic.
Encryption arithmetic choose:

There are some arithmetic, such as AES, RSA RC4, DES, IDEA, skipjack and other symetrical encryption arithemtic can be adopted in syncML.  It’s suggested that AES and 3DES can be adopted in this procedure because its widely acknowledged and used. AES supports standard key text mode, encryption fast, and effective. This arithmetic key is changeable,(generally 128, 196, 256byte) to enhance the security. 
Encryption occasion chosen：
The encrypted data includes authentication information, terminal capability information, transferred data, in all, the fore double sort of information is transferred at the initial stage, the last is transferred at the synchronization stage. Hence, the key acquisition is the first task in the initial stage. 
The present procdure of synchronization at intial stage as following: 
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Fig 4  Present procedure of synchronization 
Note: when no authenction information attached in Msg#1(authenctication is optional operatin in syncML specification),  if server requires authentication, server will request the termianl to send another request which takes the authentication information.  At initial stage, the interaction between terminal and server can be many times.

The procedure as following ofter data encrypted
 
[image: image5.emf]Pkg

＃

1 Client Inilialization package include 

encryption algorithm , sessionKey , user credential 

and client device capability 

Sync Order

Pkg

＃

2 Server Initiliztion package include 

server device capability 

User SyncML Client

SyncML Server

Pkg

＃

3 Sync package include user data  ( encrypted )

Pkg

＃

4 Status and sync package include user data 

( encrypted )

Pkg

＃

5 Data Update Status package 

Pkg

＃

6 Map Acknowledgement to client

User credential is maybe  clear text, 

Base64 encoded, MD5 encrypted,  XXX 

encrypted using sessionKey. 

All device  capability is maybe clear text 

or XXX encrypted using sessionKey.

All user data is maybe clear text, or XXX 

encrypted using sessionKey.

XXX represents the encryption algorithm 

that the client try to negotiate with the 

server.


Fig 5  procedure of synchronization of encryption 
Note: At initial stage, there is no interaction added, the only difference is that in Msg#1, session key is transferred, and it includes authentication and device information which is encrypted. The data succedently transferred also is encrypted.
4 Intellectual Property Rights
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5 Recommendation

<provide a description of the intended actions to be taken by the group>

it’s suggestted that the transfer layer encryption specifincation can be written into next verstion of DS. The involved files include 

OMA-SyncML-DataSyncProtocol-V1_2

OMA-SyncML-DataSyncRep-V1_2

OMA-SyncML-RepPro-V1_2
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Pkg＃1 Client Inilialization package include user credential and client device capability 


User credential is maybe  clear text, Base64 encoded, MD5 encrypted. 

All device  capability is clear text.

All user data is clear text.
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Pkg＃1 Client Inilialization package include encryption algorithm , sessionKey , user credential and client device capability 
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