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1. Scope
(Informative)

The current document applies to the version 1.2 of the OMA Enabler in Data Synchronization area. Certain problems with the protocol usage in particular situations were identified in the OMA Data Synchronization protocol. In an effort to improve the protocol usage a list of those situations was transformed into the list of use cases that are described in the current document. Requirements that result in the list of use cases provide input for the work targeted to improve certain aspects of the protocol and as a result the protocol usage.
The current document does not describe the solution itself, nor does it do any proposals as to what a solution might be.

The area of the OMA DS protocol covered by this document includes 

· synchronization anchors usage improvements

· client and server behaviour clarification in the case of sync failure

· sync effectiveness improvement by minimizing the amount of data transferred

In contravention of document guidelines use cases in this document contain details of message flow and client-server interaction. This is because end-user experience scenarios stay the same on the high level, however the details of data exchange and sync effectiveness is what matters in this document.

2. References

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[SYNCPRO]
	OMA Data Sync Protocol Specification v.1.2, http://www.openmobilealliance.org/ftp/PD/OMA-SyncML-DataSyncProtocol-V1_2-20040601-C.zip

	
	<< Add/Remove reference rows as needed! >>


2.2 Informative References

	
	

	
	<< Add/Remove reference rows as needed! >>


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	
	


3.3 Abbreviations

	OMA
	Open Mobile Alliance

	OMA DS
	OMA Data Synchronization 


4. Introduction
(Informative)

OMA Data Synchronization Protocol makes use of synchronization anchors to make sanity checks between client and server, in other words, to check whether client and server are on the same page in terms of synchronization. However, the usage of anchors is specified ambiguously, leaving many aspects of client and server behaviour open to question.
The following problems with the protocol usage regarding synchronization anchors were identified:

1. Ambiguity with the synchronization anchor update moment. Synchronization anchors are per data store. Synchronization session usually includes sync of more than one data store. Section 6.2.1 of the [SYNCPRO] states: “The stored sync anchors MUST NOT be updated before the synchronization session is finished.” That means that all data stores’ anchors must be updated at once in the end of the sync, however the specification doesn’t state clearly when this must happen.

2. The specification also presumes that if the sync fails and client decides to retry the sync based on last known good anchors, both client and server must be able to ‘roll back’ to the old anchors and synchronize as if the previous (failed) synchronization never happened. In the case when sync fails after some (but not all) data stores has been effectively completed, if the client decides to ‘roll back’ to last anchors, even completed data stores would have to be ‘rolled back’, which is ineffective.
There are also issues with the Suspend/Resume functionality in the 1.2 version. Synchronization usually fails during message transmission, and it is not clear whether the message was delivered to the other side or not. This entails potentially different behaviour expectations from client and server side and according actions that might not be compatible with the other side’s current synchronization state. The protocol specification doesn’t define clearly rules for client and server behaviour in such situations, which entails poor IOP.
Therefore there is a need for improvements in the area of the protocol regulating synchronization anchors, synchronization states and client/server behaviour in case of sync failure and subsequent continuation.
5. Use Cases
(Informative)

5.1 Normal sync with no failures
5.1.1  ASK  \* MERGEFORMAT Short Description

Normal (fast) synchronization initiated by client that covers all possible stages of synchronization and finishes successfully.
5.1.2 Actors

· Client – OMA DS client implementation initiating the sync
· Server – OMA DS server implementation processing the sync request

5.1.2.1 Actor Specific Issues

· Client is a ‘thin client’, i.e. implemented as simply as possible. Client doesn’t do any complex processing or conflict resolution.
· Server is able to do complex processing and conflict resolution.

5.1.2.2 Actor Specific Benefits

· Client is able to get the latest version of the data without performing complex processing.

5.1.3 Pre-conditions

· Previous sync finished successfully
· Client has changes since the last sync

· Server has changes since the last sync

5.1.4 Post-conditions

· Sync is finished successfully
· Client and server are in sync

5.1.5 Normal Flow

1. Client initiates sync.
2. Server accepts the sync request.
3. Sync is started according to client’s request. Client sends its changes.
4. Server performs sync analysis and sends statuses for client’s changes and server’s own changes, all in one message.
5. Client processes server’s statuses and changes, generates LUID mappings and sends them to server
6. Server processes LUID mappings, prepares and sends statuses to client
7. Client processes LUID mappings. Sync is finished.

5.1.6 Alternative Flow

Steps 1 – 2 are identical to Normal Flow.
3. Sync is started according to client’s request. Client sends its changes. All of them don’t fit in one message.

4. Server sends statuses for client’s changes. Server is expecting another message with changes from client.

5. Client processes server’s statuses and sends the rest of the changes.

6. Server processes the rest of client’s changes, performs sync analysis and sends back statuses and its own changes, all in one message.

7. Client processes server’s statuses and changes, generates LUID mappings and sends them to server.

8. Server processes LUID mappings, prepares and sends statuses to client.

9. Client processes LUID mappings. Sync is finished.
5.1.7 Operational and Quality of Experience Requirements

None.
Failure during Initialization
5.1.8  ASK  \* MERGEFORMAT Short Description

Synchronization fails during initialization phase, i.e. before client starts sending any changes to the server.

5.1.9 Actors

· Client – OMA DS client implementation initiating the sync

· Server – OMA DS server implementation processing the sync request

5.1.9.1 Actor Specific Issues

· Client is a ‘thin client’, i.e. implemented as simply as possible. Client doesn’t do any complex processing or conflict resolution.

· Server is able to do complex processing and conflict resolution.

5.1.9.2 Actor Specific Benefits

· Client is able to get the latest data without performing complex processing

· Client and server don’t have to perform a slow sync after sync failure.

5.1.10 Pre-conditions

· Previous sync finished successfully
5.1.11 Post-conditions

· Sync is finished successfully
· No data corruption or loss occurred due to sync failure

· Client and server are in sync

5.1.12 Normal Flow

1. Client initiates a normal sync.

2. During request sending network fails and client times out. Sync failed.

3. When the network is restored client retries the sync. It proceeds with initialization again.

4. Server receives and processes the request and sends a confirmation response.

5. Client receives the response. Sync starts according to client’s request and finished successfully.
5.1.13 Alternative Flow

1. Client initiates a normal sync.

2. Server confirms the sync request.

3. During response sending network fails. Sync failed.

4. When the network is restored client retries the sync. It proceeds with initialization again.

5. Server receives and processes the request and sends a confirmation response.

6. Client receives the response. Sync starts according to client’s request.
5.1.14 Operational and Quality of Experience Requirements

Even if the client or server did some processing but were not able to deliver the message, next sync proceeds as if nothing happened in the previous session.

5.2 Failure during package ## 3-4. Single message per package.
5.2.1  ASK  \* MERGEFORMAT Short Description

Synchronization fails during client sending changes. Case covers single message per package scenario.
5.2.2 Actors

· Client – OMA DS client implementation initiating the sync

· Server – OMA DS server implementation processing the sync request

5.2.2.1 Actor Specific Issues

· Client is a ‘thin client’, i.e. implemented as simply as possible. Client doesn’t do any complex processing or conflict resolution.

· Client must be able to start sync from two positions: as if client’s request has been delivered and as if it hasn’t.

· Server must be able to resend pending statuses for the changes.

5.2.2.2 Actor Specific Benefits

· Client and server don’t have to perform a slow sync after sync failure.

5.2.3 Pre-conditions

· Previous sync finished successfully
· Client has changes since the last sync that will fit into one message.

· Server has no changes since the last sync.

5.2.4 Post-conditions

· Sync is finished successfully
· No data corruption or loss occurred due to sync failure

· Client and server are in sync

5.2.5 Normal Flow

1. Client initiates a normal sync.

2. Server accepts the sync request. Sync starts successfully.
3. Client prepares and sends all changes to the server.

4. During request sending network fails and client times out. Sync failed.

5. When the network is restored client retries the sync presuming that the changes have been delivered to the server.

6. Server rejects the sync alert.

7. Client retries the sync knowing that the changes have not been delivered to server. 

8. Server accepts the sync alert.

9. Client sends all changes made since the previous sync.

10. Sync continues with no failures and finishes successfully.

5.2.6 Alternative Flow

Steps 1 – 3 are identical to Normal Flow.
4. Server performs sync analysis and sends back statuses for client’s changes.

5. During response sending network fails. Sync fails.

6. When the network is restored client retries the sync presuming that the changes have been delivered to the server.

7. Server accepts sync alert.

8. Sync continues from the exact point where it has previously failed and finishes successfully
5.2.7 Operational and Quality of Experience Requirements

5.3 Failure during package ## 3-4. Multiple messages per package.

5.3.1  ASK  \* MERGEFORMAT Short Description

Synchronization fails during client sending changes or server sending data update status. Case covers multiple messages per package scenario.

5.3.2 Actors

· Client – OMA DS client implementation initiating the sync

· Server – OMA DS server implementation processing the sync request

5.3.2.1 Actor Specific Issues

· Client is a ‘thin client’, i.e. implemented as simply as possible. Client doesn’t do any complex processing or conflict resolution.

· Client must be able to start sync from two positions: as if client’s request has been delivered and as if it hasn’t.

· Server must be able to resend pending statuses for the changes.

5.3.2.2 Actor Specific Benefits

· Client and server don’t have to perform a slow sync after sync failure.

5.3.3 Pre-conditions

· Previous sync finished successfully
· Client has changes since the last sync that will not fit into one message.

· Server has changes since the last sync.

5.3.4 Post-conditions

· Sync is finished successfully
· No data loss occurred due to sync failure

· Client and server are in sync

5.3.5 Normal Flow

1. Client initiates a normal sync.

2. Server accepts the sync request. Sync starts successfully.

3. Client prepares and sends as many changes as fits into one message to the server.

4. Server processes the changes and sends back statuses.

5. Client processes the statuses and sends back the rest of the changes.

6. During request sending network fails and client times out. Sync failed.

7. When the network is restored client retries the sync presuming that all the changes have been delivered to the server.

8. Server rejects the sync alert.

9. Client retries the sync knowing that the second set of changes has not been delivered to server. 

10. Server accepts the sync alert.

11. Client sends changes available after the first set of changes was confirmed by server. 

12. Sync continues with no failures and finishes successfully.

5.3.6 Alternative Flow

Steps 1 – 4 are identical to Normal Flow.

5. Server performs sync analysis and sends back the rest of statuses and changes for client.

6. During response sending network fails. Sync fails.

7. When the network is restored client retries the sync presuming that the changes have been delivered to the server.

8. Server accepts sync alert.

9. Sync continues from the exact point where it has previously failed and finishes successfully.
5.3.7 Operational and Quality of Experience Requirements

5.4 Failure during package ## 5-6. Single message per package.

5.4.1  ASK  \* MERGEFORMAT Short Description

Synchronization fails during server sending changes, or client sending data update status, or server sending mapping status. Since packages ## 5-6 can be sent before the previous package has been completed, these scenarios are covered with one common case. Case covers single message per package scenarios.

5.4.2 Actors

· Client – OMA DS client implementation initiating the sync

· Server – OMA DS server implementation processing the sync request

5.4.2.1 Actor Specific Issues

· Client is a ‘thin client’, i.e. implemented as simply as possible. Client doesn’t do any complex processing or conflict resolution.

· Client must be able to start sync from two positions: as if client’s request has been delivered and as if it hasn’t.

· Server MUST be able to perform a new sync analysis taking into consideration new changes from the client in the sync continuation.

· Server MUST be able to cache Map status information until the next ‘planned’ sync.

5.4.2.2 Actor Specific Benefits

· Client and server don’t have to perform a slow sync after sync failure.

5.4.3 Pre-conditions

· Previous sync finished successfully
· Client has changes since the last sync that will fit into one message.

· Server has changes since the last sync.

5.4.4 Post-conditions

· Sync is finished successfully
· No data loss occurred due to sync failure

· Client and server are in sync

5.4.5 Normal Flow

1. Client initiates a normal sync.

2. Server accepts the sync request.

3. Client prepares and sends all changes to the server.

4. Server performs sync analysis and sends back data update status and a set of changes.

5. Client accepts the changes and sends back statuses and Map commands.

6. During request sending network fails and client times out. Sync failed.

7. When the network is restored client retries the sync presuming that the statuses and Maps have been delivered to the server.

8. Server rejects the sync alert and asks a client for statuses to server’s changes.

9. Client sends latest status information and latest client changes. 

10. Sync continues with no failures and finishes successfully.

5.4.6 Alternative Flow 1
Steps 1 – 5 are identical to Normal Flow.

6. Client decides to send Map information in the next ‘planned’ sync. This sync is considered finished.
5.4.7 Alternative Flow 2

Steps 1 – 4 are identical to Normal Flow.

5. Server processes status information and sends back Map command statuses.

6. During response sending network fails. Sync fails.

7. When the network is restored client retries the sync presuming that the status information has been delivered to the server.

8. Server accepts sync alert and sends back Map statuses.

9. Sync finishes successfully.
5.4.8 Alternative Flow 3

Steps 1 – 4 are identical to Normal Flow.

5. Server processes status information and sends back Map command statuses.

6. During response sending network fails. Sync fails.

7. Client decides to ask for Map status information in the beginning of next ‘planned’ sync. This sync is considered finished.
5.4.9 Operational and Quality of Experience Requirements

5.5 Failure during package ## 5-6. Multiple messages per package.

5.5.1  ASK  \* MERGEFORMAT Short Description

Synchronization fails during server sending changes, or client sending data update status, or server sending mapping status. Since packages ## 5-6 can be sent before the previous package has been completed, these scenarios are covered with one common case. Case covers multiple messages per package scenarios.

5.5.2 Actors

· Client – OMA DS client implementation initiating the sync

· Server – OMA DS server implementation processing the sync request

5.5.2.1 Actor Specific Issues

· Client is a ‘thin client’, i.e. implemented as simply as possible. Client doesn’t do any complex processing or conflict resolution.

· Client must be able to start sync from two positions: as if client’s request has been delivered and as if it hasn’t.

· Server MUST be able to perform a new sync analysis taking into consideration new changes from the client in the sync continuation.

· Server MUST be able to cache Map status information until the next ‘planned’ sync

5.5.2.2 Actor Specific Benefits

· Client and server don’t have to perform a slow sync after sync failure.

5.5.3 Pre-conditions

· Previous sync finished successfully
· Client has one synchronization anchor marking the state of successfully finished sync

· Client has changes since the last sync that will fit into one message

· Server has changes since the last sync that will not fit into one message
5.5.4 Post-conditions

· Sync is finished successfully
· No data loss occurred due to sync failure

· Client and server are in sync

· There are no pending changes either from server or client after the sync

5.5.5 Normal Flow

1. Client initiates a normal sync.

2. Server accepts the sync request.

3. Client prepares and sends all changes to the server 

4. Server performs sync analysis and sends back data update status and as many changes as will fit in one message.

5. Client processes statuses and changes and sends back statuses and Map commands.

6. Server processes statuses and Map commands and sends back the rest of the changes and statuses for Map commands.

7. During response sending network fails. Sync failed.

8. When the network is restored client retries the sync presuming that the statuses and Maps sent in step 4 have been delivered to the server.

9. Server accepts the sync alert, providing pending statuses for Map commands.

10. Client sends package #3 with latest changes.

11. Sync continues according to protocol with no failures and finishes successfully.

5.5.6 Alternative Flows
Alternative flows for this case are identical to case 5.5 alternative flows.
5.5.7 Operational and Quality of Experience Requirements

None
6. Requirements
(Normative)

6.1 High-Level Functional Requirements

	Label
	Description

	HLF-1
	In the beginning of every synchronization session client and server MUST be able to determine both their own synchronization state and the state of the other participant.

	HLF-2
	The amount of information that needs to be exchanged to determine the sync state MUST be minimal.

	HLF-3
	If the sync has interrupted, it MUST be able to be continued from the point of interruption.

	HLF-4
	During sync continuation the amount of information that needs to be re-sent MUST be minimal.


Table 2: High-Level Functional Requirements

6.1.1 Usability

	Label
	Description

	USAB-1
	It MUST be possible to stop the sync at any time per client’s request.

	USAB-2
	It MUST be possible to continue interrupted sync per client’s request.

	USAB-3
	When connectivity becomes unavailable sync MUST be able to be stopped in such a way that allows it to continue afterwards.

	USAB-4
	Ability to continue the sync MUST NOT increase the total amount of synchronization time. (See HLF-2, HLF-4).

	USAB-5
	Client-side processing MUST be as minimal as possible.


Table 6: High-Level Functional Requirements – Usability Items

6.1.2 Interoperability

	Label
	Description

	IOP-1
	Improved enabler MUST define unambiguous behaviour for client and server at any point in time during synchronization including moment of sync interruption and continuation.

	IOP-2
	Client and server MUST NOT make any arbitrary presumptions about other participant’s behaviour, but MUST be able to perform a sync following enabler rules only.


Table 7: High-Level Functional Requirements – Interoperability Items

6.2 Overall System Requirements

	Label
	Description
	Enabler Release

	SYSREQ-1
	Improved enabler MUST be robust enough to operate normally and useably when there is a intermittent or unreliable connection between the client and server.
	


Table 9: High-Level Functional Requirements – Overall System Items
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�This statement is only true if sync state is fixed every req-resp pair. Otherwise client sends changes made after the anchor was updated for the last time. 
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