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1 Reason for Change

This CR introduces the always on synchronization use cases in OMA DS2.0.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree to the proposed CR and change RD document accordingly.
6 Detailed Change Proposal

Always On Synchronization 

Always-On is a new feature being proposed for the OMA DS specification. It will allow the data stored on Data Sync Clients and Data Sync Servers to always be synchronized. Whenever changes are detected on one side, without user intervention, the system will initiate a synchronization session. This feature allows the User’s data to always be synchronized, without the User noticing how and when all of the operations happened greatly enhancing the user experience.

1.1.  ASK  \* MERGEFORMAT Short Description

The User does not want to manually and explicitly (via device UI) initiate every synchronization with the Data Sync Server from his device.  He just wants the device to automatically contain up-to-date information  (eg. PIM, Email) whenever he views the data on his device, and he wants any updates that he makes on his device to be automatically propagated to the Data Sync Server.    

1.2. Actors

· The User

· The Device 
· The Data Sync server
5.4.4.1 Actor Specific Issues

5.4.4.2 Actor Specific Benefits

5.4.4.3 The user has his information all the time up-to-date on both client and server.
1.3. Pre-conditions
The device and server are configured to synchronize between each other.
1.4. Post-conditions

1.5. Normal Flow

1.Transport connection established between the client and the server.

2. Sync initialization takes place, the client and the server exchange full device information with each other; both devices indicate the synchronization types for all content to be synchronized. The logical synchronization session is now established between the client and the server, and both the client and the server are responsible of maintaining the session until the session is finalized.

3. In synchronization phase all data from the client is first sent to the server, after which the server compares the items received from the device to the items the server has, and sends the necessary items to the device. Client sends necessary status and map commands to the server.

4. Transport is disconnected.

5. Both the server and the client are in sync, and the logical session is maintained.

1.1. Alternative Flow 1 - End User Turns Always On functionality ON/OFF

The user activates the Always On feature. In this situation, the client should initiate an incremental sync to make sure that the data is correctly synchronized. At the end of the synchronization, the logical session remains open. 
1.2. 
The user deactivates the Always On feature. The only action is for the client to close the logical session. 


1.3. Alternative Flow 3 - End User performs a manual sync while Always On is activated

Although the User is normally satisfied with the automatic updates his device receives and propagates when using his default filters, he is at the airport, about to board a plane and wants to receive all of the text, including attachments, of the emails he has received from a customer in the last 2 weeks so he can review them during the plane ride to visit the customer.  He is able to change his filters (see 8.3 above) but also wants to be able to force a manual sync to retrieve the full set of emails from the customer.

1.4. Operational and Quality of Experience Requirements

Administrator makes changes to the synchronization settings while the Always On function is active

1.5.  ASK  \* MERGEFORMAT Short Description

In this use case, the Administrator has made changes to settings that will affect future User’s synchronization sessions. The system’s response should depend on the settings changes, and could range from nothing, to restarting the logical synchronization setting. In fact, if we don’t want to force synchronization, it might be useful to have a way to simply open a session.   In some cases, synchronization may be forced by these changes, and in others, no sync is required by the changes.   Also, the changed settings may have to be propagated to the Data Sync Client.

1.6. Actors

· The  User

· The Device

· The Server

· The Administrator
5.4.4.4 Actor Specific Issues

5.4.4.5 Actor Specific Benefits

The administrator is able to make configuration changes while Always On function is active.
The user is able to take these changes into use immediately.
1.7. Pre-conditions
The Device and the Server are able to synchronize between each other. The Administrator has required rights to do the needed modifications.
1.8. Post-conditions

New configurations have been taken into use.
1.9. Normal Flow - Connectivity parameters change

In this example, the Administrator has changed the Users connectivity settings. The Data Sync Client will have to reconnect to the Data Sync Server once the new settings take effect.

Steps:

1. The Administrator changes the synchronization settings.

2. The settings changes are propagated to the Data Sync Client. This can happen either automatically (i.e., with OMA DM) or manually. For the purposes of this use case, however, it does not matter how the change occurs.

3. The logical session and transport are broken.

4. The Data Sync Client re-establishes the transport connection between the Data Sync Client and the Data Sync Server.

5. Sync initialization takes place. The Data Sync Client initiates an incremental synchronization session with the Data Sync Server. The logical synchronization session is now established between the Data Sync Client and the Data Sync Server, and both the Data Sync Client and the Data Sync Server are responsible of maintaining the session until the session is finalized.

6. In synchronization phase the Data Sync Client first sends its updates to the Data Sync Server, after which the Data Sync Server sends its updates to the device. Data Sync Client sends necessary status and map commands to the Data Sync Server.

7. Transport is disconnected.

8. Both the Data Sync Server and the Data Sync Client are in sync, and the logical session is maintained.

1.10. Alternative Flow 1 - Settings change that force a synchronization

Steps:

1. The Administrator changes the synchronization settings.

2. The settings changes are propagated to the Data Sync Client. This can happen either automatically (i.e., with OMA DM) or manually. For the purposes of this use case, however, it does not matter how the change occurs.

3. Both the Data Sync Client and Data Sync Server evaluate the state of the data stores. One side or the other detects that a synchronization needs to take place.

4. Sync initialization takes place. The Data Sync Client initiates an incremental synchronization session with the Data Sync Server. The logical synchronization session is now established between the Data Sync Client and the Data Sync Server, and both the Data Sync Client and the Data Sync Server are responsible of maintaining the session until the session is finalized.

5. In synchronization phase the Data Sync Client first sends its updates to the Data Sync Server, after which the Data Sync Server sends its updates to the device. Data Sync Client sends necessary status and map commands to the Data Sync Server.

6. Transport is disconnected.

7. Both the Data Sync Server and the Data Sync Client are in sync, and the logical session is maintained.

1.11. Alternative Flow 2 - Settings change that don’t force a synchronization

Steps:

1. The Administrator changes the synchronization settings.

2. The settings changes are propagated to the Data Sync Client. This can happen either automatically (i.e., with OMA DM) or manually. For the purposes of this use case, however, it does not matter how the change occurs.

3. Both the Data Sync Client and Data Sync Server evaluate the state of the data stores. Neither one requires a synchronization, so nothing extra happens. Both the Data Sync Server and the Data Sync Client are in sync, and the logical session is maintained.

1.12. Operational and Quality of Experience Requirements

Administrator changes the filter settings while Always On Sync is active 

1.13.  ASK  \* MERGEFORMAT Short Description

This use case is similar to the use case where the user changes filter settings, except the changes are most likely to occur on the Data Sync Server. This might cause a synchronization event because the filter change could add or delete items from the filter list.

1.14. Actors

· The Device

· The User
· The Server

· The Administrator
5.4.4.6 Actor Specific Issues

5.4.4.7 Actor Specific Benefits

The Administrator and the user: Filter settings can be changed “on the fly”.
1.15. Pre-conditions
Data Sync Client and Data Sync Server are configured for synchronization with each other and have an active Always-On session.

1.16. Post-conditions

New settings are taken into use.
1.17. Normal Flow

Steps:

1. The User changes the filter settings on the Data Sync Server.

2. The Data Sync Server determines if the new filter settings will generate any updates that need to be sent to the Data Sync Client. If so, then the Data Sync Server initiates an abbreviated synchronization session. It sends the updates to the Data Sync Client, and the Data Sync Client responds with the appropriate return codes.

3. Transport is disconnected.

4. Both the Data Sync Server and the Data Sync Client are in sync, and the logical session is maintained.

Note that if the Data Sync Server does not generate any updates, it will not initiate a synchronization session.

1.18. Alternative Flow   

1.19. Operational and Quality of Experience Requirements


1.20. 
1.21. 
5.4.4.8 
5.4.4.9 
1.22. 
1.23. 
1.24. 

1.25. 

1.26. 

1.27. 
Always On Sync Connectivity Loss

1.28.  ASK  \* MERGEFORMAT Short Description

In this use case, the user has Always On Synchronization activated but experiences a connectivity loss. When the connectivity is restored, the Data Sync Client and Data Sync Server should both determine if they need to do a sync and initiate one if necessary. Note that we might need to start a new logical session as well as a new physical session. We might want to expand this use case to cover all of the possible combinations. 

1.29. Actors´
1.30. The User

1.31. The Device

1.32. The Data Sync Server
5.4.4.10 Actor Specific Issues

5.4.4.11 Actor Specific Benefits

The User: even in case of connectivity loss, the always-on connection and logical session can be re-established and synchronization executed automatically.
1.33. Pre-conditions
Data Sync Client and Data Sync Server are configured for synchronization with each other and have an active Always-On session.

1.34. Post-conditions

1.35. After the re-establishment of the connection, items are synchronized again.
1.36. Normal Flow

Steps:

1. Connectivity is lost between the Data Sync Client and the Data Sync Server.

2. The Data Sync Client attempts to reconnect to the Data Sync Server but eventually fails. The details of this step are mostly implementation defined, but the important part is that the Data Sync Client eventually recognizes that the connection has been permanently lost.

3. The logical session is destroyed.

4. At some point in the future, the Data Sync Client and Data Sync Server re-establish connectivity.

5. Sync initialization takes place. The Data Sync Client initiates an incremental synchronization session with the Data Sync Server. The logical synchronization session is now established between the Data Sync Client and the Data Sync Server, and both the  Data Sync Client and the Data Sync Server are responsible of maintaining the session until the session is finalized.

6. In synchronization phase the Data Sync Client first sends its updates to the Data Sync Server, after which the Data Sync Server sends its updates to the device. Data Sync Client sends necessary status and map commands to the Data Sync Server.

7. Transport is disconnected.

8. Both the Data Sync Server and the Data Sync Client are in sync, and the logical session is maintained.

1.37. Alternative Flow   

1.38. Operational and Quality of Experience Requirements

Always On Authentication issues

1.39.  ASK  \* MERGEFORMAT Short Description

This use case broadly covers different authentication problems that might occur. The current standard covers the case if the user’s credentials are invalid. However, we also want to consider the situation where the user’s password changes during a logical session. 

1.40. Actors

· The Device

· The Server

5.4.4.12 Actor Specific Issues

5.4.4.13 Actor Specific Benefits

The error situations with credentials are reported to the user.
1.41. Pre-conditions
· Data Sync Client and Data Sync Server are configured for synchronization with each other. 

· In the case of the Alternate Flow, the Data Sync Server has some way of knowing when a User’s credentials have aged.

1.42. Post-conditions

1.43. Normal Flow - Invalid credentials

Steps:

1. Transport connection established between the Data Sync Client and the Data Sync Server.

2. Sync initialization takes place. The Data Sync Server fails to authenticate the credentials sent by the Data Sync Client.

3. The Data Sync Server returns the appropriate error code and terminates the logical session. 

4. Transport is disconnected.

1.44. Alternative Flow - Credentials changed

Steps:

1. Transport connection established between the Data Sync Client and the  Data Sync Server.

2. Sync initialization takes place. The Data Sync Server attempts to authenticate the user, but the Authentication Server indicates that the user’s credentials are no longer valid.

3. The Data Sync Server returns the appropriate error code to the Data Sync Client. It does not terminate the logical session.

4. Transport is disconnected.

5. The User can then update his credentials and initiate another session.

1.45. Operational and Quality of Experience Requirements
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