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1. Scope

The scope of this document is to define the structure for the Implementation Conformance Statement (ICS) for OMA DRM 2.0 Enabler Release across all of the technical specifications included.

Details of the Enabler Release package used to generate this document: 

	Enabler Release Definition for DRM
	OMA-ERELD-DRM-V2_0-20050915-C

	DRM Architecture OMA
	OMA-AD-DRM-V2_0-20050908-C

	DRM Requirements Document
	OMA-RD-DRM-V2_0-20040716-C

	DRM Content Format
	OMA-TS-DRM-DCF-V2_0-20050901-C

	DRM Rights Expression Language
	OMA-TS-DRM-REL-V2_0-20050825-C

	DRM Specification
	OMA-TS-DRM-DRM-V2_0-20050915-C


1.1 Product Information

	Company
	

	Product Name
	

	Date of submission
	

	Contact name
	

	Contact phone
	

	Contact mail
	


2. References

2.1 Normative References

	[OMAIOP]
	“OMA Interoperability Policies and Process” Open Mobile Alliance™.
OMA-IOP-Process-V1_0. URL:http://www.openmobilealliance.org/

	[ERELD]
	“Enabler Release Definition for DRM V2.0” Open Mobile Alliance™.

OMA-ERELD-DRM-V2_0. URL:http://www.openmobilealliance.org/

	[DRM]
	“DRM Specification V2.0” Open Mobile Alliance™.

OMA-DRM-DRM-V2_0. URL:http://www.openmobilealliance.org/

	[DCF]
	“DRM Content Format V2.0” Open Mobile Alliance™.

OMA-DRM-DCF-V2_0. URL:http://www.openmobilealliance.org/

	[REL]
	“DRM Rights Expression Language” Open Mobile Alliance™.

OMA-DRM-REL-V2_0. URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”. S. Bradner. March 1997.
URL:http://www.ietf.org/rfc/rfc2119.txt


2.2 Informative References

	
	


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

3.3 Abbreviations

4. Introduction

This document outlines the conformance requirement structure for server devices as defined by Open Mobile Alliance across all specifications included in the OMA DRM 2.0 Release. The structure defines the conformance requirements collected from the technical specifications included in the release into a summary table. In other words, the products can identify implementation of the high level requirements in terms of mandatory features and optional features of the technical specifications.
5. Server Enabler Implementation Statement

The notation in the table below is according to [OMAIOP].

Support column SHALL be marked “YES” for those features that are supported by the device.

Table 1 – Enabler Release Definition for DRM v2.0  [ERELD]

	Item
	Feature / Application
	Status
	Requirement
	Support

	OMA-ERDEF-DRMv2-S-001
	DRM 2.0 Server
	M
	DRM-v2:MSF AND DRMREL-v2:MSF 
	


Table 2 – DRM Rights Expression Language v2.0 [REL]

	Item
	Function
	Reference
	Status
	Requirement
	Support

	DRM-REL-GEN-S-001
	Expression linking
	5.2.2.1, 5.2.2.2
	M
	
	

	DRM-REL-GEN-S-002
	<version> element
	5.3.2
	M
	
	

	DRM-REL-GEN-S-003
	<uid> element
	5.3.3
	M
	
	

	DRM-REL-GEN-S-004
	<play> element
	5.4.2
	M
	
	

	DRM-REL-GEN-S-005
	<export> element
	5.4.6, 5.4.6.1
	M
	
	

	DRM-REL-GEN-S-006
	<datetime> element
	5.5.4
	M
	
	

	DRM-REL-GEN-S-007
	<start> element
	5.5.4.1
	M
	
	

	DRM-REL-GEN-S-008
	<end> element
	5.5.4.2
	M
	
	

	DRM-REL-GEN-S-009
	<interval> element
	5.5.5
	M
	
	

	DRM-REL-GEN-S-010
	<accumulated> element
	5.5.6
	M
	
	

	DRM-REL-GEN-S-011
	<system> element
	5.5.8
	M
	
	

	DRM-REL-GEN-S-012
	Inheritance model
	5.6,5.6.1
	M
	
	

	DRM-REL-GEN-S-013
	Security model
	5.7
	M
	
	

	DRM-REL-GEN-S-014
	<EncryptedKey> element
	5.7.1.2
	M
	
	

	DRM-REL-GEN-S-015
	Encryption algorithm
	5.7.1.3.1
	M
	
	

	DRM-REL-GEN-S-016
	REK referencing
	5.7.1.6, 5.7.1.6.1
	M
	
	

	DRM-REL-GEN-S-017
	Hash algorithm
	5.7.2.2.1
	M
	
	

	DRM-REL-GEN-S-018
	ODRL compatibility
	5.8
	M
	
	

	DRM-REL-GEN-S-019
	Syntax Generation
	6
	M
	
	


Table 3 – DRM Specification v2.0 [DRM]
	Item
	Function
	Reference
	Status
	Requirements
	Support

	DRM-SERVER-001 
	ROAP schema parsing and message processing 
	5.3
	M
	
	

	DRM-SERVER-002 
	General XML Schema Requirements
	5.3.2
	M
	
	

	DRM-SERVER-003 
	Nonce values in ROAP messages
	5.3.10
	M
	
	

	DRM-SERVER-004 
	Indicating the status parameter in the runs of the ROAP protocols as defined
	5.3.6, 5.4.2 
	M
	
	

	DRM-SERVER-005 
	XML Canonicalization
	5.3.9, 5.4
	M
	
	

	DRM-SERVER-006 
	RI Certificates
	D.2
	M
	
	

	DRM-SERVER-007 
	DRM Agent Certificate processing and Certificate Chain Validation
	5.4.2.3.1
	M
	
	

	DRM-SERVER-008 
	Unique riID in ROAP Protocols.
	5.4
	M
	
	

	DRM-SERVER-009 
	Support for OCSP Requests including nonce extensions.
	5.4.2.4.1
	M
	OCSP-C-001,
OCSP-C-002,
OCSP-C-004,
OCSP-C-006,
OCSP-C-007,
OCSP-C-025,
OCSP-C-027,
OCSP-C-031,
OCSP-C-033,
OCSP-C-034,
OCSP-C-035,
OCSP-C-037
	

	DRM-SERVER-0010 
	Providing the most recent OCSP Response to Devices in ROAP protocol runs
	5.4.2.4.1
	O
	
	

	DRM-SERVER-0011 
	ROAP Trigger support and initiating the ROAP protocol using ROAP Triggers
	5.2.1
	M
	
	

	DRM-SERVER-0012 
	domainID element in ROAP Triggers
	5.2.1
	O
	
	

	DRM-SERVER-0013 
	More than one roID elements in a roAcquisition trigger
	5.2.1
	O
	
	

	DRM-SERVER-0014 
	Use of MAC in leaveDomain ROAP Trigger
	5.2.1
	M
	
	

	DRM-SERVER-0015 
	4-pass ROAP-Registration Protocol
	5.4.2
	M
	
	

	DRM-SERVER-0016 
	2-pass ROAP-ROAcquisition Protocol
	5.4.3
	M
	
	

	DRM-SERVER-0017 
	1-pass ROAP-ROResponse Protocol
	5.4.3.2.1
	M
	
	

	DRM-SERVER-0018 
	2-pass ROAP-JoinDomain Protocol
	5.4.4.1
	M
	
	

	DRM-SERVER-0019 
	2-pass ROAP-LeaveDomain Protocol
	5.4.4.3
	M
	
	

	DRM-SERVER-0020 
	Hash Chain support for Domain Key Generation
	8.8.1
	O
	
	

	DRM-SERVER-0021 
	ProtectedRO support
	5.3.8
	M
	
	

	DRM-SERVER-0022 
	Signature on Domain RO
	5.4.3.2.1, 5.3.9
	M
	
	

	DRM-SERVER-0023 
	Signature on Device RO
	5.3.9, 5.4.3.2.1
	O
	
	

	DRM-SERVER-0024 
	domainRO and riURL attributes in ProtectedRO for Domain ROs
	5.3.9
	M
	
	

	DRM-SERVER-0025 
	Hash Algorithms: SHA-1 and associated URI
	5.4.2.1.1
	M
	
	

	DRM-SERVER-0026 
	MAC Algorithms: HMAC-SHA-1 and associated URI
	5.4.2.1.1
	M
	
	

	DRM-SERVER-0027 
	Signature Algorithms: RSA-PSS-Default and associated URI
	5.4.2.1.1
	M
	
	

	DRM-SERVER-0028 
	Key Transport Algorithms: RSAES-KEM-KDF2-KW-AES128 and associated URI
	5.4.2.1.1
	M
	
	

	DRM-SERVER-0029 
	Key Wrap Algorithms: AES-WRAP and associated URI
	5.4.2.1.1
	M
	
	

	DRM-SERVER-0030 
	Unique identifier for Rights Issuers
	5.3.9
	M
	
	

	DRM-SERVER-0031 
	Parent Rights Object
	9.5
	M
	
	

	DRM-SERVER-0032 
	Issuer Responsibilities
	10.4
	M
	
	

	DRM-SERVER-0033 
	Download OTA support for delivering Content , ROAP Triggers, and Rights Objects
	11.3
	O
	
	

	DRM-SERVER-0034 
	Use of WAP PUSH to deliver Content, ROAP Triggers, and Rights Objects
	11.4
	M
	
	

	DRM-SERVER-0035 
	Transaction Tracking
	12.3
	M
	
	


Appendix A. Change History
(Informative)

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	10 Sep 2004
	First version

	n/a
	15 Dec 2005
	Revised in accordance with DRM 2.0 Candidate enabler 6th release
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