OMA-EICS-DRM_Server-V2_1-20070709-D
Page 11  V(12)


	[image: image1.jpg]«“+OMa

Open Mobile Alliance




	

	Enabler Implementation Conformance Statement
Server Implementation of
Digital Rights Management (DRM)

	Draft Version 2.1 – 09 Jul 2007

	Open Mobile Alliance

	OMA-EICS-DRM_Server-V2_1-20070709-D

	
	

	

	
	


Use of this document is subject to all of the terms and conditions of the Use Agreement located at http://www.openmobilealliance.org/UseAgreement.html.

Unless this document is clearly designated as an approved specification, this document is a work in process, is not an approved Open Mobile Alliance™ specification, and is subject to revision or removal without notice.

You may use this document or any part of the document for internal or educational purposes only, provided you do not modify, edit or take out of context the information in this document in any manner.  Information contained in this document may be used, at your sole risk, for any purposes.  You may not use this document in any other manner without the prior written permission of the Open Mobile Alliance.  The Open Mobile Alliance authorizes you to copy this document, provided that you retain all copyright and other proprietary notices contained in the original materials on any copies of the materials and that you comply strictly with these terms.  This copyright permission does not constitute an endorsement of the products or services.  The Open Mobile Alliance assumes no responsibility for errors or omissions in this document.

Each Open Mobile Alliance member has agreed to use reasonable endeavors to inform the Open Mobile Alliance in a timely manner of Essential IPR as it becomes aware that the Essential IPR is related to the prepared or published specification.  However, the members do not have an obligation to conduct IPR searches.  The declared Essential IPR is publicly available to members and non-members of the Open Mobile Alliance and may be found on the “OMA IPR Declarations” list at http://www.openmobilealliance.org/ipr.html.  The Open Mobile Alliance has not conducted an independent IPR review of this document and the information contained herein, and makes no representations or warranties regarding third party IPR, including without limitation patents, copyrights or trade secret rights.  This document may contain inventions for which you must obtain licenses from third parties before making, using or selling the inventions.  Defined terms above are set forth in the schedule to the Open Mobile Alliance Application Form.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

© 2007 Open Mobile Alliance Ltd.  All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms set forth above.

Contents

41.
Scope

2.
References
5
2.1
Normative References
5
2.2
Informative References
5
3.
Terminology and Conventions
6
3.1
Conventions
6
3.2
Definitions
6
3.3
Abbreviations
6
4.
Implementation Information
7
4.1
Device Information
7
5.
Server Enabler Implementation Statement
8
5.1
Support for [DRMERELD-v2.1] Specification
8
5.2
Support for [DRM-v2.1] Specification
8
5.3
Support for [DRMREL-v2.1] Specification
10
Appendix A.
Change History (Informative)
12
A.1
Approved Version History
12
A.2
Draft/Candidate Version <current version> History
12


Tables

7Table 1 – Information on the device involved in the testing


8Table 2 – Support for [DRMERELD-v2.1] Specification Feaures


10Table 3 – Support for [DRM-v2.1] Specification Feaures


11Table 4 – Support for [DRMREL-v2.1] Specification Feaures




1. Scope

This document provides the Enabler Implementation Conformance Statement (EICS) for Server implementations of DRM 2.1 Enabler Release.

2. References

2.1 Normative References

	 [DRM-v2.1]
	“OMA DRM V2.1”. Open Mobile AllianceTM. OMA-DRM-DRM-V2_1. http://www.openmobilealliance.org/

	[DRMCF-v2.1]
	“OMA DRM Content Format V2.1”. Open Mobile AllianceTM. OMA-DRM-DCF-V2_1. http://www.openmobilealliance.org/

	[DRMERELD-v2.1]
	“Enabler Release Definition for DRM V2.1”. Open Mobile AllianceTM. OMA-DRM-ERELD-V2_1. http://www.openmobilealliance.org/ 

	[DRMREL-v2.1]
	“OMA DRM Rights Expression Language V2.1”. Open Mobile AllianceTM. OMA-DRM-REL-V2_1. http://www.openmobilealliance.org/

	[DRMREQ-v2.1]
	“OMA DRM Requirements V2.1”. Open Mobile AllianceTM. OMA-DRM-REQ-V2_1. http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC4234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005, URL:http://www.ietf.org/rfc/rfc4234.txt


2.2 Informative References

	 [IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.4, Open Mobile Alliance™,
OMA-IOP-Process-V1_4, URL:http://www.openmobilealliance.org/

	[DRMARCH-v2.1]
	“OMA DRM Architecture V2.1”. Open Mobile AllianceTM. OMA-DRM-ARCH-V2_1. http://www.openmobilealliance.org/


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	
	

	
	


3.3 Abbreviations

	EICS
	Enabler Implementation Conformance Statement

	OMA
	Open Mobile Alliance

	
	

	
	


4. Implementation Information

This document outlines the conformance requirement structure for Server devices as defined by Open Mobile Alliance across all specifications included in the DRM 2.1 Enabler Release.  The structure defines the conformance requirements collected from the technical specifications included in the release into a summary table.  In other words, the products can identify implementation of the high level requirements in terms of mandatory features and optional features of the technical specifications.
4.1 Device Information

	Manufacturer
	< Manufacturer of the device>

	Device Type
	<Type of device, client, server>

	Device Model
	< Model name of the device>

	Contact 
	< Contact information for the manufacturer>

	Date
	< Date when the proforma has been completed>


Table 1 – Information on the device involved in the testing

5. Server Enabler Implementation Statement

The notation in the table below is according to [OMAIOP].

Support column shall be marked “YES” for those features that are supported by the device.

5.1 Support for [DRMERELD-v2.1] Specification

The following table addresses features of specification [DRMERELD-v2.1].

	Item
	Function
	Reference
	Status
	Requirement
	Support

	OMA-ERDEF-DRMv2.1-S-001
	DRM 2.1 Server
	-
	M
	DRM-v2.1:MSF 
AND DRMREL-v2.1:MSF 
	


Table 2 – Support for [DRMERELD-v2.1] Specification Feaures

5.2 Support for [DRM-v2.1] Specification

The following table addresses features of specification [DRM-v2.1].

	Item
	Function
	Reference
	Status
	Requirement
	Support

	DRM-SERVER-001
	ROAP schema parsing and message processing 
	5.3
	M
	
	

	DRM-SERVER-002
	General XML Schema Requirements
	5.3.2
	M
	
	

	DRM-SERVER-003
	Nonce values in ROAP messages
	5.3.12
	M
	
	

	DRM-SERVER-004
	Indicating the status parameter in the runs of the ROAP protocols as defined
	5.3.6,

5.4.2 
	M
	
	

	DRM-SERVER-005 
	XML Canonicalisation
	5.3.10,

5.4 
	M
	
	

	DRM-SERVER-006
	RI Certificates
	D.2
	M
	
	

	DRM-SERVER-007
	DRM Agent Certificate processing and Certificate Chain Validation
	5.4.2.3.1
	M
	
	

	DRM-SERVER-008
	Unique riID in ROAP Protocols.
	5.4
	M
	
	

	DRM-SERVER-009
	Support for OCSP Requests; including nonce extensions.
	5.4.2.4.1
	M
	OCSP-C-001, OCSP-C-002, OCSP-C-004, OCSP-C-006, OCSP-C-007, OCSP-C-025, OCSP-C-027, OCSP-C-031 OCSP-C-033, OCSP-C-034, OCSP-C-035, OCSP-C-037
	

	DRM-SERVER-010
	Providing the most recent OCSP Response to Devices in ROAP protocol runs
	5.4.2.4.1
	O
	
	

	DRM-SERVER-011
	ROAP Trigger support and initiating the ROAP protocol using ROAP Triggers
	5.2.1
	M
	
	

	DRM-SERVER-012
	Domain ID element in ROAP Triggers
	5.2.1
	O
	
	

	DRM-SERVER-013
	More than one roID elements in a roAcquisition trigger
	5.2.1
	O
	
	

	DRM-SERVER-014
	Use of MAC in leaveDomain ROAP Trigger
	5.2.1
	M
	
	

	DRM-SERVER-015
	4-pass ROAP-Registration Protocol
	5.4.2
	M
	
	

	DRM-SERVER-016
	2-pass ROAP-ROAcquisition Protocol
	5.4.3
	M
	
	

	DRM-SERVER-017
	1-pass ROAP-ROResponse Protocol
	5.4.4.2.1
	M
	
	

	DRM-SERVER-018
	2-pass ROAP-JoinDomain Protocol
	5.4.5.1
	M
	
	

	DRM-SERVER-019
	2-pass ROAP-LeaveDomain Protocol
	5.4.5.3
	M
	
	

	DRM-SERVER-020
	Hash Chain support for Domain Key Generation
	8.8.1
	O
	
	

	DRM-SERVER-021
	ProtectedRO support
	5.3.9
	M
	
	

	DRM-SERVER-022
	Signature on Domain RO
	5.4.4.2.1,5.3.10
	M
	
	

	DRM-SERVER-023
	Signature on Device RO
	5.3.10,

5.4.4.2.1
	O
	
	

	DRM-SERVER-024
	domainRO and riURL attributes in ProtectedRO for Domain ROs
	5.3.10
	M
	
	

	DRM-SERVER-025
	Hash Algorithms: SHA-1 and associated URI
	5.4.2.1.1
	M
	
	

	DRM-SERVER-026
	MAC Algorithms: HMAC-SHA-1 and associated URI
	5.4.2.1.1
	M
	
	

	DRM-SERVER-027
	Signature Algorithms: RSA-PSS-Default and associated URI
	5.4.2.1.1
	M
	
	

	DRM-SERVER-028
	Key Transport Algorithms: RSAES-KEM-KDF2-KW-AES128 and associated URI
	5.4.2.1.1
	M
	
	

	DRM-SERVER-029
	Key Wrap Algorithms: AES-WRAP and associated URI
	5.4.2.1.1
	M
	
	

	DRM-SERVER-030
	Unique identifier for Rights Issuers
	5.3.10
	M
	
	

	DRM-SERVER-031
	Parent Rights Object
	10.5
	M
	
	

	DRM-SERVER-032
	Issuer Responsibilities
	13.4
	M
	
	

	DRM-SERVER-033
	Download OTA support for delivering Content, ROAP Triggers, and Rights Objects
	14.3
	O
	
	

	DRM-SERVER-034
	Use of WAP PUSH to deliver Content, ROAP Triggers, and Rights Objects
	14.4
	M
	
	

	DRM-SERVER-035
	Transaction Tracking
	15.3, 5.4.4.1, 5.4.4.2.1
	M
	
	

	DRM-SERVER-036
	Metering
	5.4.6,

11
	M
	
	

	DRM-SERVER-037
	2-pass ROAP RO Upload protocol
	5.4.7, 

12
	O
	
	

	DRM-SERVER-038
	WBXML ROAP Trigger
	16.2
	O
	
	

	DRM-SERVER-039
	4-pass confirmed ROAP-ROAcquisition Protocol
	5.1.4, 5.4.4.3, 5.4.4.4
	M
	
	

	DRM-SERVER-040
	3-pass confirmed ROAP-ROResponse Protocol
	5.1.6, 5.4.4.3, 5.4.4.4
	M
	
	

	DRM-SERVER-041
	2-pass Identification Protocol
	5.1.2
	O
	
	


Table 3 – Support for [DRM-v2.1] Specification Feaures

5.3 Support for [DRMREL-v2.1] Specification

The following table addresses features of specification [DRMREL-v2.1].

	Item
	Function
	Reference
	Status
	Requirement
	Support

	DRM-REL-GEN-S-001
	Expression linking
	5.2.2.1, 5.2.2.2
	M
	
	

	DRM-REL-GEN-S-002
	<version> element
	5.3.2
	M
	
	

	DRM-REL-GEN-S-003
	<uid> element
	5.3.3
	M
	
	

	DRM-REL-GEN-S-004
	<play> element
	5.4.2
	M
	
	

	DRM-REL-GEN-S-005
	<export> element
	5.4.6, 5.4.6.1
	M
	
	

	DRM-REL-GEN-S-006
	<datetime> element
	5.6.4
	M
	
	

	DRM-REL-GEN-S-007
	<start> element
	5.6.4.1
	M
	
	

	DRM-REL-GEN-S-008
	<end> element
	5.6.4.2
	M
	
	

	DRM-REL-GEN-S-009
	<interval> element
	5.6.5
	M
	
	

	DRM-REL-GEN-S-010
	<accumulated> element
	5.6.7
	M
	
	

	DRM-REL-GEN-S-011
	<system> element
	5.6.8
	M
	
	

	DRM-REL-GEN-S-012
	Inheritance model
	5.7, 5.7.1
	M
	
	

	DRM-REL-GEN-S-013
	Security model
	5.8
	M
	
	

	DRM-REL-GEN-S-014
	<EncryptedKey> element
	5.8.1.2
	M
	
	

	DRM-REL-GEN-S-015
	Encryption algorithm
	5.8.1.3.1
	M
	
	

	DRM-REL-GEN-S-016
	REK referencing
	5.8.1.6, 5.8.1.6.1
	M
	
	

	DRM-REL-GEN-S-017
	Hash algorithm
	5.8.2.2.1
	M
	
	

	DRM-REL-GEN-S-018
	ODRL compatibility
	5.9
	M
	
	

	DRM-REL-GEN-S-019
	Syntax Generation
	6
	M
	
	

	DRM-REL-GEN-S-020
	<tracked> element
	5.5.2, 5.5.2.1, 5.5.2.2
	M
	
	


Table 4 – Support for [DRMREL-v2.1] Specification Feaures

Appendix A. Change History
(Informative)

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	No prior version –or- No previous version within OMA

	
	
	

	
	
	


A.2 Draft/Candidate Version <current version> History

	Document Identifier
	Date
	Sections
	Description

	Draft Versions

OMA-EICS-DRM-Server-V2_1
	09 Jul 2007
	N/a
	Incorporates input to committee:

   OMA-IOP-BRO-2007-0126-INP_DRM_2.1_EICS

	
	
	
	

	Candidate Version
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