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1 Reason for Contribution

This paper is being submitted to make the reader aware of the improper use of the standard User Agent String and to overcome its corruption abuse and carelessness
2 Summary of Contribution

The scope of this document is to allow an informative decision and ultimately a prevention to be put in place to stop this careless practice.
3 Detailed Proposal

The following findings of device testing carried out on various operator networks using a specific Open platform device. This raises the question over careless practice and lack of knowledge over client connectivity... It has been discovered that various applications or widgets widely available from the respective Application Stores. When downloaded to the Device and installed the user has no control over the settings that are used i.e.  Data access profile rights on activation. 
When the widget connects to the network regardless of bearer via the access point as previously defined, the following User Agent Java0 is commonly used. This infers that  a common SDK kit is used to develop the widget that has this defined as a default User Agent String. “ Java0” as shown in the snoop below. The author should therefore change this but  with the authors lack of understanding of its use and purpose this has not be updated: 
Incorrect UserAgent:

=================

Request URI: /weather/local/10036?cc=*&prod=xoap&link=xoap&par=1011769803&key=6c3a80440bd845d1&dayf=5

Host: xoap.weather.com\r\n

Connection: Keep-Alive\r\n
User-Agent: Java0\r\n
Correct UserAgent:

================

Content-Type: application/x-www-form-urlencoded

Host: android.clients.google.com

Connection: Keep-Alive

User-Agent: Android-Market/2 (sapphire CRB43); gzip
This has been found to be the case in over several applications. Therefore, this UserAgent has no reference to the originating application connecting. 
This has the overall effect of causing problems further downstream in the network for adaptation and other network gateway management services i.e. This falsely determines the numbers of concurrent sessions being sourced from anyone client having the same “UserAgent” Moreover a denial of service  can be regulated on a User Agent basis but if a common name is used this is can not be used as a distinguishing factor.
This then further raises the question what quality checks are adhered to when validating a new Widget or applications and to what standard for public use on a live network when it is loaded into the Application store. Therefore showing a lack of mobile technology understanding.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

IOP BRO would lake to share the interoperability issues that this lack of follow up of the standards is bringing to the Browsing ecosystem and would like to request some guidance on the following questions:

1 - Should OMA, through IOP or IOP BRO contact the “misbehaved” companies alerting for the consequences of their “loose” implementations?

2 - Should IOP or IOP BRO request MCE to make it clearer that it is mandatory to have a correct user agent identification? At the moment there is no SCR for that


3 - Does IOP sees any other action that can be taken in order to mitigate the impact of this misbehave?
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