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	Source:
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	n/a


1 Reason for Change
This CR fixes the 2 Test Cases regarding the Firmware Update Object functionalities and adds 11 new Test cases
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

IOP is kindly asked to approve the document. 
6 Detailed Change Proposal

Change 1:  Firmware Update Test Cases

6.1.1.1 Firmware Update Object (ID 5) [750-799]

6.1.1.1.1  LightweightM2M-1.0-int-751 – Querying the readable resources 
	Test Case Id
	LightweightM2M-1.0-int-751

	Test Object
	Client and Server

	Test Case Description
	Querying the readable resources of Firmware Update Object 

	Preconditions
	Device is registered with the Server

	Test Procedure
	A READ operation from server on the resource has been received by the client. This test has to be run on the following resources:
a) State

b) Update supported objects

c) Update result

d) Pkgname

e) Pkgversion

Normal flow:
1. READ (CoAP GET) on the resource, with the CoAP Accept option value “0” to indicate the “text/plain” content format
2. The server receives success message (2.05 Content) and the requested value in the corresponding Plain Text format

	Pass-Criteria
	1. The server receives the status code “2.05” for READ success

2. The value returned by the client is admissible with regards of LWM2M technical specification

3. - The server receives the requested information and displays the resource value to the user


6.1.6.6.2  LightweightM2M-1.0-int-755 – Setting the writable resources 
	Test Case Id
	LightweightM2M-1.0-int-755

	Test Object
	Client and Server

	Test Case Description
	Setting the writable resources of  Firmware Update Object 

	Preconditions
	Device is registered with the Server

	Test Procedure
	A WRITE operation from server on the resource has been received by the client. This test has to be run for the following resources:
a) Package

b) Package URI

c) Update supported objects
Normal flow:
1. WRITE (CoAP PUT/POST) on the resource with a value admissible with regards to LWM2M technical specification
2. Server receives success message (2.04 Changed)

3. - The server READs the result of the WRITE operation by querying the resource.

	Pass-Criteria
	1. The server receives the status code “2.04”
2. The resource value has changed according to WRITE request


6.1.1.1.1 LightweightM2M-1.0-int-760 – Observation and notification of observable resources 

	Test Case Id
	LightweightM2M-1.0-int-760

	Test Object
	Client and Server

	Test Case Description
	Sending the observation policy to the device for resources of Firmware Update Object  

	Preconditions
	- Device is registered at the LWM2M server
- Device is switched on and operational

	Test Procedure
	The Server establishes an Observation relationship with the Client to acquire condition notifications about observable resources. This test has to be run for the following resources:
a) State

b) Update supported objects

c) Update result

d) Pkgname

e) Pkgversion

Normal flow:
1. The server communicates to the device min/max period, threshold value and step with a WRITE ATTRIBUTE (CoAP PUT) operation
2. The server sends OBSERVE (CoAP Observe Option) message to activate reporting
3. The client reports requested information with a NOTIFY message (CoAP response)

	Pass-Criteria
	1. The server has received the requested information and displays the resource value to the user

2. The value returned by the client is admissible with regards of LWM2M technical specification
3. The values returned by the client in each Notify are relevant with regards to the threshold value, the min/max period and the step


6.1.1.1.2 LightweightM2M-1.0-int-770 – Successful Firmware update (via COAP) 
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	Test Case Id
	LightweightM2M-1.0-int-770

	Test Object
	Client and Server

	Test Case Description
	Perform a device firmware update remotely triggered by the LWM2M server in using Package Resource (CoAP mechanisms)

	Preconditions
	- Device is registered at the LWM2M server
- Device is switched on and operational
- Firmware Update is available on the Server

- State is to “0” (Idle) or “1” (Downloaded) 

	Test Procedure
	A WRITE operation from the server on /5/0/0 (Package)  is received by the client

Normal flow:

1. Step 1 – Write
a. The server delivers the firmware to the device through a WRITE (CoAP PUT/POST) operation on  /5/0/0 (Package)
b. Update Result is set to “0” (Initial value)
c. When the download starts, State is set to “1” (Downloading)
d. A READ (CoAP GET) on /5/0/3 (State) provides the status of the firmware download to the server. The server may send repeated READs or OBSERVE the resource to determine when the download is completed.

e. When the download is completed, State is set to “2”  (Downloaded)
2. Step 2 – Execute
a. When the download is completed, the server initiates a firmware update by EXECUTE (CoAP POST) /5/0/2 (Update)
b. State is set to “3”  (Updating)
If   firmware is successfully updated
b.1 Update Result is set to “1” (Firmware updated successfully)
b.2 The device is automatically rebooting. 
c. The server READs Update Result to know the result of the firmware update procedure.

	Pass-Criteria
	1. Step 1 – Write
a. The server receives the status code “2.04” for WRITE success
b. State is set to “1” (Downloading) during the step and is “2” at the end of the step  (Downloaded)
c. Update Result is “0” (Initial Value) during the whole step 

d. New firmware is present on the device
2. Step 2 – Execute
a. State is “3” (Updating) when EXECUTE has been sent
b. The server receives the status code “2.04” for EXECUTE success
c. The device is rebooted
d. New firmware is updated on the device
e. State is “0” (Idle) at the end of the step
f. Update Result is “1” at the end of the step (Firmware updated successfully)


6.1.1.1.3  LightweightM2M-1.0-int-771 – Successful Firmware update (via alternative mechanism) 
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	Test Case Id
	LightweightM2M-1.0-int-771

	Test Object
	Client and Server

	Test Case Description
	Perform a device firmware update remotely triggered by the LWM2M server in using Package  URI Resource 

	Preconditions
	- Device is registered at the LWM2M server
- Device is switched on and operational
- Firmware Update is available on the Server

- State is to “0” (Idle) or “1” (Downloaded) 

	Test Procedure
	A WRITE operation from the server on /5/0/1 (Package URI)  is received by the client

Normal flow:

1.  Step 1 – Write
a. The server delivers the firmware  URI to the device through a WRITE (CoAP PUT/POST) operation on  /5/0/1 (Package URI)

b. Update Result is set to “0” (Initial value)
c. The Device downloads the firmware from the URI via an alternative mechanism (not CoAP) 
d. When the download starts, State is set to “1” (Downloading)
e. A READ (CoAP GET) on /5/0/3 (State) provides the status of the firmware download to the server. The server may send repeated READs or OBSERVE the resource to determine when the download is completed.
f. When the download is completed, State is set to “2”  (Downloaded)

2. Step 2 – Execute
a. When the download is completed, the server initiates a firmware update by EXECUTE (CoAP POST) /5/0/2 (Update)

b. State is set to “3”  (Updating)
c. Firmware is successfully updated
c.1 Update Result is set to “1” (Firmware updated successfully)
c.2The device is automatically rebooting. 
d. The server READs Update Result to know the result of the firmware update procedure.

	Pass-Criteria
	1. Step 1 – Write
a. The server receives the status code “2.04” for WRITE success
b. State is set to “1” (Downloading) during the step and is “2” at the end of the step (Downloaded)
c.  Update Result is “0” (Initial Value) during the whole step
d. New firmware is present on the device
2. Step 2 – Execute
a. State is “3” (Updating) when EXECUTE has been sent
b. The server receives the status code “2.04” for EXECUTE success
c. The device is rebooted
d. New firmware is updated on the device
e. State is “0” (Idle) at the end of the step
f. Update Result is “1” at the end of the step (Firmware updated successfully)



6.1.1.1.4  LightweightM2M-1.0-int-772 – Error Case :  firmware package not downloaded

	Test Case Id
	LightweightM2M-1.0-int-772

	Test Object
	Client and Server  

	Test Case Description
	Try to perform a device firmware installation when there is no downloaded  firmware package

	Preconditions
	- Device is registered at the LWM2M server
- Device is switched on and operational
- Firmware Update is available on the Server

- State (/5/0/3)  is different from “2” (Downloaded)

	Test Procedure
	An EXECUTE operation from the server on /5/0/2 (Update)  is received by the client

Normal flow:

1. The client does nothing

	Pass-Criteria
	1. New firmware is not installed on the device
2. The device is not rebooted
3. State  (/5/0/3) does not change
4. Update Result  (/5/0/5) is not changed 
5. The server receives the status code “4.05” for method not allowed


6.1.1.1.5 LightweightM2M-1.0-int-773 – Error Case : not enough storage 
	Test Case Id
	LightweightM2M-1.0-int-773

	Test Object
	Client and Server

	Test Case Description
	Try to perform a device firmware update remotely triggered by the LWM2M Server with a firmware package exceeding the device  storage memory capacity.

	Preconditions
	- Device is registered at the LWM2M server
- Device is switched on and operational
- Firmware Update is available on the Server

- State   (/5/0/3)  is set to “0” (Idle)

	Test Procedure
	A WRITE operation from the server on /5/0/0 (Package)  with a firmware package exceeding the device storage memory capacity, is received by the client

Normal flow:


1. The server delivers the firmware  package to the device through a WRITE (CoAP PUT/POST) operation on /5/0/0 (Package)
2. Update Result is set to “0” (Initial value)
3. When the download starts, State is set to “1” (Downloading)
4. A READ (CoAP GET) on  /5/0/3  (State) provides the status of the firmware download to the server. The server may send repeated READs or OBSERVE the resource to determine when the download is completed.
5.  Before the end of download, the device runs out of storage and cannot finish the download (State still keeps the value “1” :Downloading) .
6. The client removes what was downloaded
7. /5/0/3 (State)  is set to “0” (Idle)
8. /5/0/5 (Update Result) is set to “2” (Not enough storage for the new firmware package)
9. The server READs Update Result to know the result of the firmware update procedure.

	Pass-Criteria
	1. New software is not installed on the device
2.  New software is not present on the device
3. The device is not rebooted
4. The Server receives the status code "2.04" for WRITE success
5. /5/0/5 (Update Result) is  “0” (Initial) during the step and then “1” during download and is “2” (Not enough storage for the new firmware package)
 at the end of the step
6.  /5/0/3 (State)  is  “1” (Downloading) during the step and is “0” at the end of the step
7.  State never reaches  the Downloaded value (“3”)


6.1.1.1.6 LightweightM2M-1.0-int-774 – Error Case :  out of memory
	Test Case Id
	LightweightM2M-1.0-int-774

	Test Object
	Client and Server

	Test Case Description
	Try to perform a device firmware update remotely triggered by the LWM2M Server while the Device runs out of memory during download

	Preconditions
	- Device is registered at the LWM2M server
- Device is switched on and operational
- Firmware Update is available on the Server

- State is set to “0” (Idle)

	Test Procedure
	A WRITE operation from the server on  /5/0/0 (Package)  is received by the Client

Normal flow:


1. The server delivers the firmware to the device through a WRITE (CoAP PUT/POST) operation on /5/0/0 (Package)
2. Update Result is set to “0” (Initial)
3. When the download starts, State is set to “1” (Downloading)
4.  A READ (CoAP GET) on /5/0/3 (State)  provides the status of the firmware download to the server. The server may send repeated READs or OBSERVE the resource to determine when the download is completed.
5. Before the end of download, the device runs out of memory and cannot finish the download  (State still keeps  the value “1” :Downloading)
6. The client removes what was downloaded
7.  /5/0/3 (State)  is set to “0” (Idle)
8. /5/0/5 (Update Result) is set to “3” (Out of memory during downloading process) 

9. The server READs Update Result to know the result of the firmware update procedure. 

	Pass-Criteria
	1. New firmware is not installed on the device
2. New firmware is not present on the device
3. The device is not rebooted
4. The server receives the status code “2.04” for WRITE success
5. /5/0/5 (Update Result)  is  “0” (Initial) during the step and is “3”  (Out of memory during downloading process) at the end of the step.
6. /5/0/3 (State) is  “1” (Downloading) during the step and is “0”  (Idle) at the end of the step
7. State never reaches  the Downloaded value (“3”)


6.1.1.1.7 LightweightM2M-1.0-int-775 – Error Case : Connection lost during download (package URI) 
	Test Case Id
	LightweightM2M-1.0-int-775

	Test Object
	Client and Server

	Test Case Description
	Try to perform a device firmware update remotely triggered by the LWM2M server while connection is lost during download

	Preconditions
	- Device is registered at the LWM2M server
- Device is switched on and operational
- Firmware Update is available on the Server

- State is set to “0” (Idle)

	Test Procedure
	A WRITE operation from the server on /5/0/0 (Package)  is received by the client

Normal flow:


1. The server delivers the firmware to the device through a WRITE (CoAP PUT/POST) operation on /5/0/0 (Package)
2. Update Result is set to “0” (Initial)
3. When the download starts, State is set to “1”  (Downloading)
4. A READ (CoAP GET) on  /5/0/3 (State)  provides the status of the firmware download to the server. The server may send repeated READs or OBSERVE the resource to determine when the download is completed.
5. Before the end of download, the connection is lost and the client cannot finish the download (State still keeps  the value “1” :Downloading)
6. The client removes what was downloaded
7. /5/0/3 (State)  is set to “0” (Idle)
8. /5/0/5 (Update Result) is set to “4” (Connection lost during downloading process.)
9. The server READs Update Result to know the result of the software installation procedure. 

	Pass-Criteria
	1. New firmware is not installed on the device
2. New firmware is not present on the device
3. The device is not rebooted
4. The server receives the status code “2.04” for WRITE success
5. /5/0/5 (Update Result) is “0” during the step and is “4” (Connection lost during downloading process) at the end of the step.
6. /5/0/3 (State)  is “1” (Downloading) during the step and is “0” (Idle) at the end of the step
7. State never reaches  the Downloaded value  (“3”)


6.1.1.1.8 LightweightM2M-1.0-int-776 – Error Case : CRC check fail  
	Test Case Id
	LightweightM2M-1.0-int-776

	Test Object
	Client and Server

	Test Case Description
	Try to perform a device firmware update remotely triggered by the LWM2M Server while the downloaded package does not pass the integrity check 

	Preconditions
	- Device is registered at the LWM2M server
- Device is switched on and operational
- Firmware Update is available on the Server

- State is set to “0” (Idle)

	Test Procedure
	A WRITE operation from the server on /5/0/0 (Package)  is received by the client

Normal flow:
1. The server delivers the firmware to the device through a WRITE (CoAP PUT/POST) operation on /5/0/0 (Package)
2. Update Result is set to “0” (Initial)
3. When the download starts, State is set to “1” (Downloading)
4. A READ (CoAP GET) on /5/0/3 (State)  provides the status of the firmware download to the server. The server may send repeated READs or OBSERVE the resource to determine when the download is completed.
5. The package integrity check fails
6. The client removes what was downloaded
7. /5/0/3 (State)  is set to “0” (Initial)
8.  /5/0/5 (Update Result) is set to “5” (CRC check failure for new downloaded package)
9. The server READs Update Result to know the result of the firmware update procedure. 

	Pass-Criteria
	1. New firmware is not installed on the device
2.  New firmware is not present on the device
3. The device is not rebooted
4. The server receives the status code “2.04” for WRITE success
5. /5/0/5 (Update Result) is  “0” (Initial)  during the step and is “5” (CRC check failure for new downloaded package) at the end of the step
6. /5/0/3 (State)  is set to “1” (Downloading) during the step and is “0”  (Idle) at the end of the step
7. State never reaches  the Downloaded value  (“3”)


6.1.1.1.9 LightweightM2M-1.0-int-777 – Error Case : unsupported package type 
	Test Case Id
	LightweightM2M-1.0-int-777

	Test Object
	Client and Server

	Test Case Description
	Try to perform a device firmware update remotely triggered by the LWM2M server with an unsupported package type

	Preconditions
	- Device is registered at the LWM2M server
- Device is switched on and operational
- Firmware Update is available on the Server

- State is set to “0” (Idle)

	Test Procedure
	A WRITE operation from the server on  /5/0/0 (Package) with a package with an unsupported type is received by the client

Normal flow:
1. The server delivers the firmware package to the device through a WRITE (CoAP PUT/POST) operation on  /5/0/0 (Package)
2. Update Result is set to “0” (Initial)
3. When the download starts, State is set to “1” (Downloading)
4. A READ (CoAP GET) on /5/0/3 (State)  provides the status of the firmware download to the Server. The Server may send repeated READs or OBSERVE the resource to determine when the download is completed.
5. The package type is not supported
6. The client removes what was downloaded
7. /5/0/3 (State)  is set to “0” (Idle) 
8.  /5/0/5 (Update Result)  is set to “6”  (Unsupported package type)
9. The server READs Update Result to know the result of the firmware update procedure.

	Pass-Criteria
	1. New firmware is not installed on the device
2. New firmware is not present on the device
3. The device is not rebooted
4. The server receives the status code “2.04” for WRITE success
5. Update Result is  “0” during the step and is “6” (Unsupported package type) at the end of the step
6. State is set to “1”  (Downloading) during the step and is “0” (Idle) at the end of the step


6.1.1.1.10 LightweightM2M-1.0-int-778– Error Case : invalid URI  (package URI)

	Test Case Id
	LightweightM2M-1.0-int-778

	Test Object
	Client and Server

	Test Case Description
	Try to perform a device firmware update remotely triggered by the LWM2M server with an invalid URI

	Preconditions
	- Device is registered at the LWM2M server
- Device is switched on and operational
- Firmware Update is available on the Server

- State is set to “0” (Idle)

	Test Procedure
	A WRITE operation from the server on /5/0/1 (Package URI)  with an invalid URI is received by the client

Normal flow:
1. The server delivers the invalid firmware URI to the device through a WRITE (CoAP PUT/POST) operation on  /5/0/1 (Package URI)
2. /5/0/5  (Update Result) is set to “0” (Initial)
3. A READ (CoAP GET) on  /5/0/3 (State)  provides the status of the firmware download to the server. The state should indicate that the download did not start (State = “0”)

4. /5/0/5  (Update Result)  is set to “7” (Invalid URI)
5. The server READs  /5/0/5 (Update Result) to know the result of the firmware update procedure. 

	Pass-Criteria
	1. New firmware is not installed on the device
2. The device is not rebooted
3. The server receives the status code “2.04” for WRITE success
4. /5/0/5  (Update Result) is set to “0” during the step and is “7”  (Invalid URI) at the end of the step
5. /5/0/3 (State) is  “0” (Idle) during the whole step
6. State always keeps the Idle (“0”) value.


6.1.1.1.11 LightweightM2M-1.0-int-779– Error Case : Unsuccessful Firmware Update  

	Test Case Id
	LightweightM2M-1.0-int-779

	Test Object
	Client and Server

	Test Case Description
	Perform a device firmware update remotely triggered by the LWM2M server in using Package Resource (CoAP mechanisms)  but with installation failure

	Preconditions
	- Device is registered at the LWM2M server
- Device is switched on and operational
- Firmware Update is available on the Server

- State is to “0” (Idle) or “1” (Downloaded) 

	Test Procedure
	A WRITE operation from the server on /5/0/0 (Package)  is received by the client

Normal flow:

1. Step 1 – Write
a. The server delivers the firmware to the device through a WRITE (CoAP PUT/POST) operation on  /5/0/0 (Package)
b. Update Result is set to “0” (Initial value)
c. When the download starts, State is set to “1” (Downloading)
d. A READ (CoAP GET) on /5/0/3 (State) provides the status of the firmware download to the server. The server may send repeated READs or OBSERVE the resource to determine when the download is completed.
e. When the download is completed, State is set to “2”  (Downloaded)
2. Step 2 – Execute
a. When the download is completed, the server initiates a firmware update by EXECUTE (CoAP POST) on /5/0/2 (Update) Resource
b. State is set to “3”  (Updating)
c. Firmware updates fails
c.1  Update Result is set to “8” (Firmware update failed )
c.2  The device is not rebooted 
c.3  State is set back to “2”  (Downloaded)
d. The server READs Update Result to know the result of the firmware update procedure. 

	Pass-Criteria
	1. Step 1 – Write
a. The server receives the status code “2.04” for WRITE success
b. /5/0/3 (State)  is  “1” (Downloading) during the step and is “2” (Downloaded) at the end of the step
c.  /5/0/5  (Update Result) is “0” (Initial Value) during the whole step
d. New firmware is present on the device

2. Step 2 – Execute

a. /5/0/3 (State)  is “3” (Updating) and  /5/0/5  (Update Result) is “0” (Initial) when EXECUTE on /5/0/2 (Update) Resource has been sent
b. The server receives the status code “2.04” for EXECUTE success
c. The device is not rebooted
d. New firmware is not updated on the device
e. /5/0/3 (State)  is “2” (Downloaded) at the end of the step
f. /5/0/5  (Update Result) is “8” (Firmware update failed) at the end of the step
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