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Detailed Change Proposal
[bookmark: _Toc491770122][bookmark: _Toc522805890]Add Virtual Observe Notify use cases
5 Virtual Observe Notify Use cases
5.1 [bookmark: _Toc522805891][bookmark: _GoBack]Notifying Resources across Multiple Objects
The Virtual Observe Notify Object provides a function to notify resources across multiple objects to a LwM2M Server in one notification message.
For example, the LwM2M Server wants to monitor the network coverage and battery level of the LwM2M Client, then ask the LwM2M Client to report Radio Signal Strength (/4/0/2) and Batter Level(/3/0/9) when the Radio Signal Strength is less than -120dBm or the Battery Level is less than 50%.
Figure 1 shows an example flow where the Client reports resources across multiple objects in one notification message.


Figure 1: LwM2M Client Reports Resources across Multiple Objects in one Notification Message
Step 1: The LwM2M Server sends the Write request to LwM2M Client to change the value of the Resource /22/0/0 (ObserveLinks). The request payload is a list of application/link-format CoRE Links for targeted Objects, Object Instances, or Resources, along with their Attributes. In this example, the payload is the resources where are Radio Signal Strength (/4/0/2) and Batter Level (/3/0/9) with their “lt” Attributes.
Step 2: The LwM2M Client sends the ACK to the LwM2M Server.
Step 3: The LwM2M Server sends the Write-attribute request to the LwM2M Client to update the Attributes’ values of Resource /22/0/1 (Report).
Step 4: The LwM2M Client sends the ACK to the LwM2M Server.
Step 5: The LwM2M Server initiates an observation request for changes of the Resource /22/0/1 within the LwM2M Client.
Step 6: The LwM2M Client sends the ACK to the LwM2M Server.
Step 7: The LwM2M Client sends the Notify message to the LwM2M Server. The Report Resource is populated by the LwM2M Client each time an observed resource from ObserveLinks Resource meets its observation criteria, thereby resulting in a notification to the LwM2M Server that is observing Report Resource.
5.2 Reporting only Changed Resources across Multiple Objects
The LwM2M Server can monitor the LwM2M Client multiple objects by the Virtual Observe Notify Object. It is not necessary for the LwM2M Client to report all resources contained in these objects every time, because some resources may not change or change very little during the observation period. The Virtual Observe Notify Object provides a function to notify resources which are be changed compared to last notification message.
For example, the LwM2M Server wants to monitor the status of the LwM2M Client, the LwM2M Client needs to report the information of the device and the status of the network connectivity to the LwM2M Server periodically. The LwM2M Server observes the Device Object instance 0 and Connectivity Monitoring Object instance 0 by the Virtual Observe Notify Object. The notification message just includes changed Resources of the observed Object instance.
Figure 2 shows an example flow where the Client reports changed resources across multiple objects in one notification message.


Figure 2: LwM2M Client Reports Changed Resources across Multiple Objects in one Notification Message
Step 1: The LwM2M Server sends the Write request to LwM2M Client to change the value of the Resource /22/0/0 (ObserveLinks). The request payload is a list of application/link-format CoRE Links for targeted Objects, Object Instances, or Resources, along with their Attributes. In this example, the payload is the ID of Device Object Instance 0 and Connectivity Monitoring Object Instance 0 and their values.
Step 2: The LwM2M Client sends the ACK to the LwM2M Server.
Step 3: The LwM2M Server sends the Write request to the LwM2M Client to update the Resource /22/0/2 (ResourceFiltering). This resource is used by the LwM2M Server to indicate the LwM2M Client whether report all resources observed in ObserveLinks Resource or changed resources in ObserveLinks. 0 represents reporting all resources, 1 represents reporting only changed resources compared with last notification.
Note: The LwM2M Server can send Write-Composite request to LwM2M Client to change the values of Resource /22/0/0 and Resource /22/0/2 simultaneously. In other words, step 1 and step 3 can be combined into one request message including Resource /22/0/0 and Resource /22/0/2.
Step 4: The LwM2M Client sends the ACK to the LwM2M Server.
Step 5: The LwM2M Server sends the Write-attribute request to the LwM2M Client to update the Attributes’ values of Resource /22/0/1 (Report).
Step 6: The LwM2M Client sends the ACK to the LwM2M Server.
Step 7: The LwM2M Server initiates an observation request for changes of the Resource /22/0/1 within the LwM2M Client.
Step 8: The LwM2M Client sends the ACK to the LwM2M Server.
Step 9: The LwM2M Client sends the Notify message to the LwM2M Server. The Report Resource is populated by the LwM2M Client each time observed resources from ObserveLinks Resource meet their observation criteria and are changed compared with last notification, thereby resulting in a notification to the LwM2M Server that is observing Report Resource. 
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