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1 Reason for Contribution

Security is a very important part of SUPL. 

2 Summary of Contribution

This contribution starts the discussion around security, based on the submitted stage 1 requirement document. Detailed Proposal

Please refer to the Attachment for detail:

3 Intellectual Property Rights Considerations

The source is not aware of any IPR related to this contribution.

4 Recommendation

The source recommends OMA Location WG accept this contribution as the initial baseline for security part of the SUPL Stage 2.
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1. Security


The following section discusses security in SUPL. The following reference figure will be used in the following discussion.
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Figure 1 Reference architecture for the security in SUPL


Security in SUPL should address the following points:


a. Prevent impersonation of the LCS agent and application


b. Prevent impersonation of the target mobile subscriber


c. Prevent impersonation of the network (i.e. LCS Manager, Positioning Server)


d. No eavesdropping of location sensitive information e.g. (target subscriber identity, location), with the exception of lawful override.


These issues are discussed in the following paragraphs.


1.1 Prevent impersonation of the LCS agent and/or application


The following sub-sections provide some examples of how the LCS agent/application (or application framework) could be prevented to be impersonated. The basic is idea is to provide a challenge/signature procedure for  authentication/authorization. The cases are separated into two different cases, one in which the application is trusted, in this case it is assumed that there is a certificate associated with the application. The second case is for untrusted apps, in this case the key is delivered via SMS in order to ensure that the user has approved the use of his location.


1.1.1 Trusted apps, LCS manager direct access, Certificate Key Authorization


This callflow solves the problem of authorizing applications in a non-trusted environment when the key is the private certificate key from a certificate that is associated with this application. It is assumed that this application has been authorized in the phone by an independent process, like e.g. BREW or JAVA download processes, and that the certificate is readily available in the LCS manager.
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A. DNS Query for the IP address of the serving Positioning Server.


B. The UE initiates a positioning process with the LCS Manager.  The UE creates the sessionid to be used and sends the appid, cellinfo, termcap and posmode to the LCS Manager.  The ad and nmr are optional and are not sent in this call flow.


C. The LCS manager has the appid stored, and thus knows that this application should have a certificate authentication keys (Certkey). The LCS manager returns a challenge string to the UE


D. The UE responds with an PKI encryption of the challenge string , using the private key associated with the applications certificate. The LCS Manager decrypts this by using the public key and verifies the result agains the original challenge


E. If the authentication is successful the LCS manager responds with a redirect to the positioning server, and after this step the callflow is the same as when no key authorization is required


1.1.2 Untrusted apps. LCS manager direct access, New Key Authorization


This callflow solves the problem of authentication applications in a non-trusted environment by sending out a key to the user (via e.g. sms) that is then entered manually by the user to verify that the user has allowed the application to locate him.
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A. DNS Query for the IP address of the serving Positioning Server.


B. The UE initiates a positioning process with the LCS Manager.  The UE creates the sessionid to be used and sends the appid, cellinfo, termcap and posmode to the LCS Manager.  The ad and nmr are optional and are not sent in this call flow.


C. The LCS Manager notices that the appid is not a known authenticated one, and returns the auth_failed error message.


D. The UE acknowledges that authentication is required and starts the authentication process by requesting a key from the LCS manager. The app_name is the friendly name of the application.


E. The LCS Manager sends an SMS to the user of the UE. The SMS contains an SMS with a challenge key, called chkey together with instructions that the user should enter this code in the application popup to allow it to retrieve the users position the app_name can be used to build this SMS.


F. The LCS Manager responds to the request and returns a key called appkey. This key will always be associated with this application going forward.


G. The UE puts the application in the background and displays a message to the user. The user enters the chkey received in the SMS to acknowledge that the application can request his location.


H. The UE makes a new request like in step B.


I. Now the LCS manager has the appid stored, and thus knows that this application should have authentication keys (chkey and appkey). The LCS manager returns a challenge string to the UE


J. The UE responds with an MD5 hash of the concatenation of the challenge string, the chkey and the appkey


K. The LCS manager responds with a redirect to the positioning server, and after this step the callflow is the same as when no key authorization is required


1.1.3 LCS manager direct access, Existing Key Authorization


This callflow solves the problem of authorizing applications in a non-trusted environment when the key already has be distributed to the UE..
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A. DNS Query for the IP address of the serving Positioning Server.


B. The UE initiates a positioning process with the LCS Manager.  The UE creates the sessionid to be used and sends the appid, cellinfo, termcap and posmode to the LCS Manager.  The ad and nmr are optional and are not sent in this call flow.


C. The LCS manager has the appid stored, and thus knows that this application should have authentication keys (chkey and appkey). The LCS manager returns a challenge string to the UE


D. The UE responds with an MD5 hash of the concatenation of the challenge string, the chkey and the appkey


E. The LCS manager responds with a redirect to the positioning server, and after this step the callflow is the same as when no key authorization is required


1.2 Prevent impersonation of the target mobile subscriber


It is important that the target subscriber is authenticated in order to bill the correct subscriber. 


1.2.1 Network inititated


In network initiated call flows the MSISDN provided over Le (or alias that can be translated into MSISDN) will ensure that the subscriber cannot be impersonated. This is primarily achieved by using the same unique session id throughout the call flow.


1.2.2 UE initiated


In UE initiated call-flows the ID is provided over the Lup Interface, however this information need to be verfied since nothing provided over the open Lup interface can be trusted (spoofing etc). The primary way of verifying the subscriber ID is to related the UE IP address with the MSISDN. This should correspond to the IMSI provided in the session ID.


OBS: The UE initiated sessionID is not settled yet, this might change.


1.3 Prevent impersonation of the network (LCS Manager, Positioning Server)


There are two flavours of this issue, one is to provent a valid LCS agent to be fooled to use the wrong LCS Manager / positioning server. The positioning server is no problem as long as the LCS manager is valid. That the LCS manager is valid is mainly a matter of safe provisioning of the LCS manager in the UE, and this is out of the scope of the Location working group. SHOULD we also consider the problem of spoofing the LCS manager here, in that case we need double-sided authentication.


The other flavour of the issue is to avoid a rouge LCS agent to go to a rouge LCS manager somewhere on the internet, thus enabling the location of the user without the subscribers knowledge. Since in some networks there is no control over the handsets it is impossible to fully prevent this case, In fact it is even possible for an organization with appropriate handsets, independent of the operator to implement a SUPL locatin procedure by doing this. The major problem of that organization is to obtain the initial couarse position.


By putting requirements on this behaviour in the SUPL spec, it is at least possible to require SUPL compliant handsets not to allow this behaviour. 


1.4 No eavesdropping of location sensitive information


This issue is normally solved by either having a secure network, or by encryption. In cases where the UE communicates directly with the Home LCS Manager (potentially through the WAP GW) the network can be considered to be relatively secure, however in some roaming cases, there might be no control of the transport security and thus encryption is required.


When going through a WAP-GW the encryption can either be terminated in the WAP-GW or WTLS can be used. When not going through a WAP-GW SSL should be used.
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