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1 Reason for Contribution

The end of last year, there are few input contributions about privacy checking protocol, as follows;

· OMA-LOC-2004-0283-Global-Privacy-Management.doc 

· OMA-LOC-2004-0356-Update-for-Global-Location-Privacy-Management.doc 

· OMA-LOC-2004-0413R03-WPKI_Based_Composite_Codeword_Supports_for_PCP.doc

There are some needs for more study and investigations about 3GPP LCS specifications supporting privacy checking mechanisms.

This contribution provides a status report of the undergone investigation, and proposes future works.

2 Summary of Contribution

This input contribution presents result from investigation and to propose the way to move forward on this topic.

3 Detailed Proposal

Why need PCP extension for Privacy Profile Update?

The following figure shows the logical reference model for LCS, which is introduced in section 5.1 of 3GPP TS 22.071. This model includes two functions related to location privacy. One is Location Request/Response function, which is already included as Location Privacy Assertion Service in PCP. The other is Privacy Control function, which has not been considered yet in 3GPP and PCP.
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3GPP TS 22.071 requires as the following statements in chapter 4.8 Functional Requirements for Privacy.

· “Means shall be provided for the UE subscriber to control privacy for value added services.”
· “The user shall be able to change the setting of the Privacy exception list at any time”
3GPP TS 23.271 doesn’t have detailed descriptions about Privacy Update. (Maybe, 3GPP authors seem to considers that PPR(Privacy Profile Register) would be used as only network-side internal entity, and privacy must be controlled by network-provided methods.)

The PCE(Privacy Checking Entity) could be located in device domain and updated by secured client located other domain such as WWW client suggested by OMA-LOC-2004-0356-Update-for-Global-Location-Privacy-Management. An addition about privacy profile update services should be PCP specification of worth use and solution to privacy synchronization.

Update of Logical Reference Model for PCP

The current PCP reference model contains just LCS Authorization Request/Response services between PCE(Privacy Checking Entity) and NS(Network Server). This contribution suggest to expanding Logical Reference Model of PCP consist of GMLC, Target MS/User, Secure Client, and PCE(Privacy Control Entity) supporting Privacy Control Client and Privacy Update services.
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Synchronization between Network and Handset

Following diagram shows synchronization of privacy profile between different PCE located in handset and network domain.
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4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

- Review above issues and propose or take necessary actions.

- The specification named Privacy Checking Protocol is insufficient to expressing privacy control mechanism containing privacy checking for authorization, privacy profile update, and etc. so the specification name could be changed PCP(Privacy Control Protocol), PMR(Privacy Management Protocol) and so on.
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