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1 Reason for Change

This contribution proposes a security solution for the SUPL AD. The main change in this proposal is the separation of implementation requirements for non-proxy and proxy mode security in SUPL. This contribution also introduces the Authorization mechanisms to be used in SUPL. This version of the document also includes editor’s notes to capture the discussions on the previous version of this document. The most significant editor’s note apply to the SUPL_INIT section which proposes to replace the SUPL_INIT Security model by a more simplified approach of using additional SUPL protocol flows between the SET and the H-SLP to provide authorization for the V-SLP which would assist in the position calculation. One such proposal is to harmonize the SET initiated and Network initiated protocol flows of SUPL. Details of these proposals will be submitted to LOC WG separately for discussion.
2 Impact on Backward Compatibility

N/A 

3 Impact on Other Specifications

N/A

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Authors kindly ask the SEC WG to agree on the proposed solution to be forwarded to the LOC WG.

6 Detailed Change Proposal

************* Start Modified Section ******************************

7.1  SUPL Authentication Model

Mutual authentication SHALL be supported between a SET and a SLPs. When mutual authentication is performed the SET SHALL act on behalf of the SET User via a SUPL Agent contained in the SET using the security credentials associated with the SUPL User, which in turn are provisioned by the SUPL Service Provider. Current SUPL AD allows implementations to support two modes of operation: Proxy Mode and Non-Proxy mode. Implementations may support either one or both of these modes. Depending on the modes supported SUPL implementations MUST use the relevant authentication mechanisms described in this section.

7.1.1 Non-Proxy-Mode Authentication

This mode requires mutual authentication between a SET and a SLP that may reside either in the home (H-SLP) network or in the visited (V-SLP) network. Non-Proxy-Mode requires key management procedures in roaming scenarios between a H-SLP and a V-SLP in order to provision the V-SLPs with the relevant authentication keys to authenticate the roaming SET. This version of SUPL only defines two key management procedures for mutual authentication. 

For 3GPP implementations the SET and the SLP, SHALL perform mutually authentication using GBA [3GPP 33.220] with PSK-TLS option [3GPP 33.222].
For 3GPP2 implementations The SLP and the SET SHALL perform mutual authentication with PSK-TLS using the key management mechanisms defined in Section 7.1.4.2

7.1.2 Proxy-Mode Authentication

This mode requires mutual authentication between SET and a H-SLP only. As the SET only authenticates to the SLP in the Home Network, SET MAY use any existing client authentication methods that is supported by the H-SLP for this mode. However, for improved security and interoperability it is recommended to perform Proxy-Mode authentication with PSK-TLS with the relevant key management mechanisms. For this version of SUPL only two key management procedures are defined for mutual authentication in Proxy-Mode.

For 3GPP2 implementations SETs and SLPs SHALL mutually authenticate using PSK-TLS. MNAAA based key provisioning defined in section 7.1.4.2 MAY be used. 

For 3GPP implementations, SETs and SLPs SHOULD mutually authenticate using GBA [3GPP 33.220] with PSK-TLS option [3GPP 33.222].
For early 3GPP implementations where GBA with PSK-TLS is not supported an MSISDN/IP Address Mapping based client authentication (Please refer to section 7.1.3) MAY be used by the SLPs to authenticate the SET. Both the SLPs and SETs MUST also support TLS 1.0 for SLP authentication.

If a SET implementation supports both PSK-TLS and an alternative client authentication method, it MUST always indicate to the H-SLP regarding its support for PSK-TLS inside a TLS 1.0 session. H-SLP MUST always determine which authentication method is used with a given SET and continue with the client authentication accordingly.

7.1.3 Alternative Client Authentication Mechanisms

If case of Proxy Mode Authentication a SET MAY authenticate to a H-SLP using existing client authentication mechanisms that is supported between the SET and the H-SLP. This version of SUPL only describes a mechanism where the H-SLP can check the binding of an IP address to a MSISDN assigned to the SET. An example implementation of a similar scheme is described in the relevant 3GPP specifications [3GPP 33.987].

If an Client Authentication based on MSISDN to IP Address Mapping is implemented H-SLP MUST be able to map the Source IP address of a SUPL message received from a SET to the MSISDN that is used by the H-SLP to address the SET. In order to use client authentication based on IP address MSISDN mapping the bearer network SHOULD prevent IP Address Spoofing at the bearer level. A successful mapping would be considered that the SET is securely identified, i.e. authenticated.  This solution does not require any specific implementation on the SET side but requires the SLP to support acquiring the correct IP Address for a particular MSISDN from the 3GPP bearer. Section 7.1.3.1 and 7.1.3.2 describe how this mechanism is used for client authentication in SUPL.

Alternatively, client authentication MAY be provided at the application layer by services that use the SUPL protocol.  

If a SET only supports alternative client authentication mechanisms i.e. It does not support Non-Proxy-Mode Authentication defined in section 7.1.1 then the SET MUST NOT establish any sessions with V-SLPs. The SET MUST ignore any SUPL_INIT messages received from the H-SLP instructing it to authenticate with a V-SLP.   
Editor’s Note: Some text is required in this section to describe how a migration could be achieved for Early SUPL terminals that do not support PSK-TLS for mutual authentication. These mechanisms will change depending on the outcome of the SUPL_INIT security section in this document. 
7.1.3.1 Network-Initiated Scenario

H-SLP sends a SUPL_INIT message to the SET storing the MSISDN of the SET internally. The SET MUST establish a TLS 1.0 session with the H-SLP. The SET MUST check that the TLS server certificate presented by the H-SLP is bound to the FQDN of the H-SLP configured in the SET. When H-SLP receives the first SUPL Message (SUPL POS INIT), It must enquire the underlying bearer network to find out the current assigned IP address of the MSISDN belonging to the SET. The H-SLP then MUST check that the source IP address of the SUPL POS INIT message matches the one that it expects based on the MSISDN record it had stored before. If the source IP address of the SUPL POS INIT matches the one acquired from the bearer network then the SET is considered authentic and H-SLP continues with the SUPL session. If a match cannot be found then H-SLP MUST terminate the SUPL session. H-SLP MUST ensure that within a given SUPL Session source IP Address of the SET MUST NOT change. If a change is detected H-SLP MUST terminate the SUPL Session. 

7.1.3.2 SET-Initiated Scenario

In the SET-initiated scenario the SET MUST establish a TLS 1.0 session with the H-SLP. The SET MUST check that the TLS server certificate presented by the H-SLP is bound to the FQDN of the H-SLP configured in the SET. When H-SLP receives the first SUPL Message (SUPL START), It must enquire the underlying bearer network to find out the current MSISDN using the source IP address used by the SET. The H-SLP then MUST record this MSISDN to identify the SET for charging or authentication purposes. If a valid MSISDN is returned from the bearer for the source IP address of the SUPL START message then the SET is considered authentic and H-SLP continues with the SUPL session. If a valid MSISDN cannot be found then H-SLP MUST terminate the SUPL session. H-SLP MUST ensure that within a given SUPL Session source IP Address of the SET MUST NOT change. If a change is detected H-SLP MUST terminate the SUPL Session.

7.1.4 Key Management for SUPL Authentication

7.1.4.1 General Key Provisioning

The SUPL Authentication model assumes a shared key PSK between the H-SLP and the SET, bound to a removable token such as a SIM/USIM/R-UIM where applicable. In addition, the SET MUST be provisioned with a digital certificate enabling it to verify digital signatures on messages from the H-SLP. 

The H-SLP provisions PSK depending on the authentication mechanisms of the relevant bearer. In the case of 3GPP, the provisioning of the PSK, i.e. PSK=Ks_NAF is based on 3GPP GBA [3GPP 33.220]. In the 3GPP2 scenario, key provisioning MAY be based on a derivation of PSK from an MN-AAA key, as described in [3GPP2 WLAN].

Editor’s note 1: Some text is required in this section to describe some guidelines for mapping PSK identifiers in the SET to the key management architecture to be used. In other words, the specification needs to describe how to link the keys that are provisioned in the SET to be used within the PSK-TLS protocol. 
7.1.4.2 Key management in Non-Proxy-Mode SUPL Roaming

In the non-proxy roaming scenarios a key management mechanism is required to deliver keys for the V-SLP to authenticate the roaming SET. This version of SUPL defines the following key management mechanisms.

For 3GPP implementations of SUPL GBA [3GPP 33.220] MUST be used to deliver the PSK to be used for the PSK-TLS session between the SET and the V-SLP. 

For 3GPP2 implementations a new key called PSK2 MUST be used for the PSK-TLS between the SET and the SLP. The H-SLP and the SET SHALL compute the PSK2 as:

PSK2=Hash(PSK,SQN,mode) 
Note: Given that SQN is not required given the removal of reply protection in section 7.1.5 a new PSK2 key definition is required. Alternatives to SQN may include the SUPL session id or the download of the V-SLP certificate if the V-SLP certificate is not already provisioned in the SET. 
PSK2 MUST be included in the RLP(SUPL_START) sent from H-SLP to the V-SLC. SHA1 [SHA1] SHALL be used as this Hash algorithm throughout. The mode is proposed to differentiate between Network and SET-initiated scenarios in order to provide key separation.   

SQN is sent by the H-SLP to the SET either in the SUPL_INIT (for Network Initiated cases) or SUPL_RESPONSE (Set Initiated Case) message depending on In the scenario 
Editor’s Note: This section is likely to change to include some text regarding the requirements for PSK2 generation for 3GPP2 based SUPL implementations. It is expected that the SUPL spec would only describe a mechanism to transport a derived key PSK2 to the V-SLP in case of non-proxy roaming and MAY specify a common derivation mechanism for the SET and the H-SLP. It is for further study to identify what parts of the key management to be specified in OMA SUPL specs and what could be left to be specified by 3GPP2.
Editor’s Note: It is likely that SHA-1 algorithm will still be used for this version of SUPL but it is for further study to decide if future SUPL releases and other OMA enablers in general should upgrade to more secure SHA implementations considering the latest attacks on SHA-1.
7.1.5 Processing of the SUPL_INIT Messages

As network initiated SUPL sessions are triggered by a SUPL_INIT message, it is essential to protect SUPL_INIT messages. 

 
Editor’s Note: It is for further study to identify if any Denial of Service (DoS) protection can be achieved in this version of SUPL without requiring any significant additional security features for SUPL INIT messages. 
7.1.5.1 Authentication of the SUPL_INIT Message

SLPs SHALL digitally sign the SUPL_INIT message with a RSA based digital signature with the server certificate assigned to the SLP for entity authentication. The server certificates MUST be assigned to the FQDN of the SLP.

SETs SHALL verify the digitally signed SUPL_INIT message sent by a SLP. Certificate profiles are defined in confidentiality and integrity protection section of the current SUPL_AD.

 
Editor’s Note: Details of the exact RSA signature method will be provided later.
7.1.5.2 


7.1.5.3 



7.1.6 
 
7.2 Authorization in SUPL

Authorization in SUPL is achieved differently for network initiated and SET initiated mode of operations. A common authorization is provided by provisioning of the Home SLP address in the SET. This address MUST be in the form of a FQDN and SHOULD be securely provisioned by the Home Network of the SET. The exact provisioning mechanism is outside the scope of this version of SUPL. Implementations SHOULD ensure that the address of the Home SLP cannot be changed via applications that are downloaded to the SET after the manufacturer software installation of the SET.

For network initiated Non-Proxy-Mode roaming the H-SLP MUST provide the authorized FQDN address of the V-SLP to the SET using the SUPL_INIT message. Authorization to use a particular V-SLP is provided by the H-SLP to the SET. The SET MUST verify the authenticity of the SUPL_INIT sent by the H-SLP  using the mechanisms defined in the SUPL AD. If authentication checks fail the SET MUST NOT initiate a SUPL session with the V-SLP.

For SET initiated SUPL operations, the SET MUST always contact the H-SLP using the address provisioned in the SET. The SET MUST NOT directly initiate a SUPL session with a SLP that is not either provisioned as the Home SLP in the terminal or sent by the H-SLP via a SUPL_RESPONSE message.

****************** End ******************************
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