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1 Reason for Change

A security solution for SUPL was presented in Doc LOC-2005-0162 and agreed as working assumption ( the content is same as in doc SEC-2005-0042). Based on feedback in LOC & SEC the solution has been improved in doc SEC-2005-0042R03.

The principles of doc 0162 need to be implemented in the message flows of the AD.  This CR proposes how to do this. It also shows that flows in section 7.3.1 and 7.3.2 can be replaced with appropriate text in the flows of section 6.8 and 6.9.

The content of this CR is also submitted to SEC under separate SEC document number for feedback and potential endorsement.

R01 includes some improvements of flows but without any change bars. R02 is same as R01 but with change bars.
The following changes have been made in this version compared to R02:

· The SLP address in the SUPL INIT message for NW initiated proxy mode scenarios is proposed to be optional and for this reason the SLP address has been removed from relevant call flows. 

· The procedures to be performed by a SET when establishing a secure IP connection to the home SLP in NW initiated proxy mode scenarios have been clarified. This includes the handling of the optional SLP address in SUPL INIT.
· A general error introduced by R02 has been corrected. “SUPL POS INIT message” was used in the text instead of the “SUPL INIT message”. 
· The name of the hash-supl-init parameter has been change to ver.
· The CR has been aligned to the latest SULP security updates in section 7.1; see CR SEC-2005-0067-SUPL-Security-Architecture.
· Cached position removed out of NW initiated non-proxy mode scenarios, as cached position does not involve SPC 
2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None 

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

If found acceptable agree to use as working assumption or if CR is endorsed by SEC WG agree to include proposed changes into baseline.

6 Detailed Change Proposal

6.8 SUPL Collaboration Network Initiated

For Network Initiated applications, an SLP and SET SHALL support SUPL INIT, SUPL POS INIT, SUPL POS and SUPL END.

6.8.1 Immediate

6.8.1.1 Non-Roaming Successful Case – Proxy mode
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Figure 1 – NW Initiated Non-Roaming Successful Case – Proxy Mode 


(Note:  See section 8 for timer descriptions.  )

A. SUPL Agent issues an MLP SLIR message to the SLP, with which SUPL Agent is associated. The SLP shall authenticate the SUPL Agent and check if the SUPL Agent is authorized for the service it requests, based on the client-id received. Further, based on the received ms-id the SLP shall apply subscriber privacy against the client-id.

If a previously computed position which meets the requested QoP is available at the SLP and no notification and verification is required, the SLP SHALL directly proceed to step H. If notification and verification or notification only is required, the SLP SHALL proceed to step B. 

B. The SLP verifies that the target terminal is currently not SUPL roaming.

The SLP MAY also verify that the target terminal supports SUPL.

Note: The specifics for determining if the SET is SUPL roaming or not is considered outside the scope of SUPL. However, there are various environment dependent mechanisms.

Note: The specifics for determining if the SET supports SUPL are beyond SUPL 1.0 scope.

C. The SLP initiates the location session with the SET using the SUPL INIT message, which MAY be a WAP PUSH or an SMS Trigger. The SUPL INIT message contains at least session-id, proxy/non-proxy mode indicator and the intended positioning method. The SUPL INIT MAY optionally contain the desired QoP, address of the SLP, a Key Id, and a MAC. If the result of the privacy check in Step A indicates that notification or verification to the target subscriber is needed, the SLP SHALL also include Notification element in the SUPL INIT message. Before the SUPL INIT message is sent the SLP also computes and stores a hash of the message.
If in step A the SLP decided to use a previously computed position, the SUPL INIT message SHALL indicate this in a ‘no position’ posmethod parameter value and the SET SHALL respond with a SUPL END message carrying the results of the verification process (access granted, or access denied). If no explicit verification is required (notification only) the SET SHALL respond with a SUPL END message. The SLP SHALL then directly proceed to step H. Note: before sending the SUPL END message the SET SHALL perform the data connection setup procedure of step D and use the procedures described in step E to establish a secure IP connection to the SLP.
D. When the SUPL INIT is received by the SET it will either attach itself to Packet Data Network if it is not attached at the time being or establish a circuit switched data connection. If a Key Id and a MAC is present in the received SUPL INIT message and the SET supports these parameters, the SET MAY use these parameters to determine if the SUPL INIT message is authentic.
E. The SET will evaluate the Notification rules and follow the appropriate actions. The SET also checks the proxy/non-proxy mode indicator to determine if the SLP uses proxy or non-proxy mode. In this case proxy mode is used and the SET SHALL establish a secure IP connection to the SLP. If an SLP address is provided by the SLP in the SUPL INIT message and the same address is also provisioned in the SET by the Home Network, the SET SHALL use the received address when establishing the secure IP connection. If no SLP address is provided in the SUPL INIT message the SET SHALL use the default SLP address, provisioned by the Home Network, when establishing the secure IP connection. The SET then sends a SUPL POS INIT message to start a positioning session with the SLP. The SUPL POS INIT message contains at least session-id, SET capabilities, a hash of the received SUPL INIT message (ver) and location identifier (lid). The SET capabilities include the supported positioning methods (e.g., SET-Assisted A-GPS, SET-Based A-GPS) and associated positioning protocols (e.g., RRLP, RRC, IS-801). The SET MAY optionally provide NMR specific for the radio technology being used (e.g., for GSM: TA, RXLEV). The SET MAY optionally provide its position or network timing information, if these are available and supported by both SET and H-SLP. The SET MAY optionally set the Requested Assistance Data element in the SUPL POS INIT.
F. The SLP SHALL check that the hash of SUPL INIT matches the one it has computed for this particular session. Based on the SUPL POS INIT message including posmethod(s) supported by the SET the SLP SHALL then determine the posmethod. If required for the posmethod the SLP SHALL use the supported positioning protocol (e.g., RRLP, RRC, TIA-801) from the SUPL POS INIT message. 

The SET and the SLP MAY exchange several successive positioning procedure messages. 

The SLP calculates the position estimate based on the received positioning measurements (SET-Assisted) or the SET calculates the position estimate based on assistance obtained from the SLP (SET-Based).  

G. Once the position calculation is complete the SLP sends the SUPL END message to the SET informing it that no further positioning procedure will be started and that the location session is finished. The SET SHALL release the secure IP connection to the SLP and release all resources related to this session.

H. The SLP sends the position estimate back to the SUPL Agent by means of the MLP SLIA message and the SLP SHALL release all resources related to this session.
6.8.1.2 Non-Roaming Successful Case – Non-Proxy mode
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Figure 2 - NW Initiated Non-Roaming Successful Case – Non-Proxy mode


(Note:  See section 8 for timer descriptions.  ) 

A. SUPL Agent issues an MLP SLIR message to the SLC, with which SUPL Agent is associated. The SLC shall authenticate the SUPL Agent and check if the SUPL Agent is authorized for the service it requests, based on the client-id received. Further, based on the received ms-id the SLC shall apply subscriber privacy against the client-id.

If a previously computed position which meets the requested QoP is available at the SLC and no notification and verification is required, the SLC SHALL directly proceed to step M. If notification and verification or notification only is required, the SLC SHALL proceed to step B. 

B. The SLC verifies that the target terminal is currently not SUPL roaming.

The SLC MAY also verify that the target terminal supports SUPL.

Note: The specifics for determining if the SET is SUPL roaming or not is considered outside scope of SUPL. However, there are various environment dependent mechanisms.


Note: The specifics for determining if the SET supports SUPL are beyond SUPL 1.0 scope.

C. The SLC and SPC may exchange information necessary to setup the SUPL POS session.

Note: The specifics for the interface between the SLC and SPC are beyond the scope for SUPL 1.0 and are thus implementation dependent.

D. The SLC initiates the location session with the SET using the SUPL INIT message, which MAY be a WAP PUSH or an SMS Trigger. The SUPL INIT message contains at least session-id, address of the SPC, proxy/non-proxy mode indicator, Key Id, MAC and the intended positioning method. The SUPL INIT MAY optionally contain the desired QoP. If the result of the privacy check in Step A indicates that notification or verification to the target subscriber is needed, the SLC shall also include Notification element in the SUPL INIT message.


E. When the SUPL INIT is received by the SET it will either attach itself to Packet Data Network if it is not attached at the time being or establish a circuit switched data connection.  The SET SHALL use the Key Id and MAC to determine if the SUPL INIT message is authentic.
F. The SET uses the address provisioned by the Home Network to establish a IP connection to the SLC. The SET then checks the proxy/non-proxy mode indicator to determine if the SLP uses proxy or non-proxy mode. In this case non-proxy mode is used and the SET SHALL send a SUPL AUTH REQ message to the SLC.. The SUPL AUTH REQ message SHALL contain session-id, key-id 2 and SET nonce. 
G. The SLC uses key-id 2 and set nonce to create a key to be used for mutual SPC/SET authentication. The SLC forwards the created key to the SPC through internal communication and returns a SUPL AUTH RESP message to the SET. The SUPL AUTH RESP message SHALL contain the session-id. 
H. The SET will evaluate the Notification rules and follow the appropriate actions. The SET establishes a secure IP connection to the SPC according to the address received in step D. The SET and SLP perform mutual authentication  and the SET sends a SUPL POS INIT message to start a positioning session with the SPC. The SUPL POS INIT message contains at least session-id, SET capabilities and location identifier (lid). The SET capabilities include the supported positioning methods (e.g., SET-Assisted A-GPS, SET-Based A-GPS) and associated positioning protocols (e.g., RRLP, RRC, TIA-801). The SET MAY optionally provide NMR specific for the radio technology being used (e.g., for GSM: TA, RXLEV). The SET MAY optionally provide its position or network timing information, if these are available and supported by both SET and SPC. The SET MAY optionally set the Requested Assistance Data element in the SUPL POS INIT. The SET SHALL also release the IP connection to the SLC and release all resources related to this session.
I. The SLC and SPC may collaborate to determine the initial location or coarse location of the SET to aid in the position determination process. If the initial location meets the requested QoP, the SLP proceeds directly to step K.
J. Based on the SUPL POS INIT message including posmethod(s) supported by the SET the SPC SHALL determine the posmethod. If required for the posmethod the SPC SHALL use the supported positioning protocol (e.g., RRLP, RRC, TIA-801) from the SUPL POS INIT message 

The SET and the SPC MAY exchange several successive positioning procedure messages. 

The SPC calculates the position estimate based on the received positioning measurements (SET-Assisted) or the SET calculates the position estimate based on assistance obtained from the SPC (SET-Based). 

K. Once the position calculation is complete the SPC sends the SUPL END message to the SET informing it that no further positioning procedure will be started and that the SUPL session is finished. The SET SHALL release the secure IP connection to the SPC and release all resources related to this session.

L. The SPC also informs the SLC of the end of the SUPL session. Unless the SLC already knows the position, e.g., from step I, the SPC informs the SLC of the determined position from step J. The SPC SHALL release all resources related to this session.

M. The SLC sends the position estimate back to the SUPL Agent by means of the MLP SLIA message and SLC can release all resources related to this session. The SLC SHALL release all resources related to this session.

6.8.1.3 Roaming Successful Case – Proxy mode with V-SLP

SUPL Roaming where the V-SLP is involved in the positioning calculation.
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Figure 3 - NW Initiated Roaming Successful Case – Proxy mode with V-SLP


(Note:  See section 8 for timer descriptions.  )

A. SUPL Agent issues an MLP SLIR message to the R-SLP, with which SUPL Agent is associated. The R-SLP SHALL authenticate the SUPL Agent and check if the SUPL Agent is authorized for the service it requests, based on the client-id received.

B. The R-SLP determines the H-SLP based on the received msid. If the R-SLP determines that the SUPL Agent is not authorized for this request, Step O will be returned with the applicable MLP return code.

Note: The specifics for determining the H-SLP are considered outside scope of SUPL. However, there are various environment dependent mechanisms.

C. The R-SLP then forwards the location request to the H-SLP of the target subscriber, using RLP protocol. If a previously computed position which meets the requested QoP is available at the H-SLP and no notification and verification is required, the H-SLP SHALL directly proceed to step N. If notification and verification or notification only is required, the H-SLP SHALL proceed to step G after having performed the SET Lookup and Routing Info procedures of step D.

D. Based on the received ms-id the H-SLP SHALL apply subscriber privacy against the client-id. The H-SLP verifies that the target terminal is currently SUPL roaming. In addition the H-SLP MAY also verify that the target terminal supports SUPL.

Note: The specifics for determining if the SET is SUPL roaming or not is considered outside the scope of SUPL. However, there are various environment dependent mechanisms.

Note: The specifics for determining if the SET supports SUPL are beyond SUPL 1.0 scope

E. The H-SLP sends an RLP SSRLIR to the V-SLP to inform the V-SLP that the target SET will initiate a SUPL positioning procedure.

F. The V-SLP acknowledges that it is ready to initiate a SUPL positioning procedure with an RLP SSRLIA back to the H-SLP.

G. The H-SLP initiates the location session with the SET using the SUPL INIT message, which could be a WAP PUSH or an SMS Trigger. The SUPL INIT message contains at least session-id, proxy/non-proxy mode indicator and the intended positioning method. The SUPL INIT MAY optionally contain the desired QoP, address of the H-SLP, a Key Id, and a MAC. If the result of the privacy check in Step D indicates that notification or verification to the target subscriber is needed, the H-SLP SHALL also include Notification element in the SUPL INIT message. This step MAY be performed immediately after step D. Before the SUPL INIT message is sent the SLP also computes and stores a hash of the message.
If in step C the H-SLP decided to use a previously computed position the SUPL INIT message SHALL indicate this in a ‘no position’ posmethod parameter value and the SET SHALL respond with a SUPL END message to the H-SLP carrying the results of the verification process (access granted, or access denied). If no verification is required (notification only) the SET SHALL respond with a SUPL END message to the H-SLP. The H-SLP SHALL then directly proceed to step N. Note: before sending the SUPL END message the SET SHALL perform the data connection setup procedure of step H and use the procedures described in step I to establish a secure IP connection to the H-SLP.
Step G MAY be performed immediately after step D. 

H. When the SUPL INIT is received by the SET it will either attach itself to Packet Data Network if it is not attached at the time being or establish a circuit switched data connection. If a Key Id and a MAC is present in the received SUPL INIT message and the SET supports these parameters, the SET MAY use these parameters to determine if the SUPL INIT message is authentic.
I. The SET will evaluate the Notification rules and follow the appropriate actions. The SET also checks the proxy/non-proxy mode indicator to determine if the SLP uses proxy or non-proxy mode. In this case proxy mode is used and the SET SHALL establish a secure IP connection to the H-SLP. If an H-SLP address is provided by the H-SLP in the SUPL INIT message and the same address is also provisioned in the SET by the Home Network, the SET SHALL use the received address when establishing the secure IP connection. If no H-SLP address is provided in the SUPL INIT message the SET SHALL use the default H-SLP address, provisioned by the Home Network, when establishing the secure IP connection. The SET then sends a SUPL POS INIT message to start a positioning session with the H-SLP. The SET then sends a SUPL POS INIT message to start a positioning session with the H-SLP. The SUPL POS INIT message contains at least session-id, SET capabilities, a hash of the received SUPL INIT message (ver) and location identifier (lid). The SET capabilities include the supported positioning methods (e.g., SET-Assisted A-GPS, SET-Based A-GPS) and associated positioning protocols (e.g., RRLP, RRC, IS-801). The SET MAY optionally provide NMR specific for the radio technology being used (e.g., for GSM: TA, RXLEV). The SET MAY optionally provide its position or network timing information, if these are available and supported by both SET and H-SLP. The SET MAY optionally set the Requested Assistance Data element in the SUPL POS INIT. 
J. The H-SLP SHALL check that the hash of SUPL INIT matches the one it has computed for this particular session. The H-SLP then tunnels the SUPL POS INIT message to the V-SLP. 

K. Based on the SUPL POS INIT message including posmethod(s) supported by the SET, the V-SLP SHALL determine the posmethod.  If required for the posmethod, the V-SLP SHALL use the supported positioning protocol (e.g., RRLP, RRC, TIA-801) from the SUPL POS INIT message. 

If the V-SLP already calculated a position satisfying the requested QoP the V-SLP terminates the positioning session  and informs the H-SLP about the termination and position by sending a SUPL END to the H-SLP tunnelled over RLP. The H-SLP proceeds to step M and returns the positioning result. 

The V-SLP calculates the position estimate based on the received positioning measurements (SET-Assisted) or the SET calculates the position estimate based on assistance obtained from the V-SLP via H-SLP (SET-Based).

L. Once the position calculation is complete the V-SLP sends the SUPL END message towards the SET, which is tunnelled over RLP via the H-SLP. The V-SLP SHALL release all resources related to this session.

M. The H-SLP forwards the SUPL END to the SET informing it that no further positioning procedure will be started and that the location session is finished. The SET SHALL release the secure IP connection to the H-SLP and release all resources related to this session.

N. The H-SLP sends the position estimate back to the R-SLP by means of the RLP SRLIA message. The H-SLP SHALL release all resources related to this session.

O. The R-SLP sends the position estimate back to the SUPL Agent by means of the MLP SLIA message.

6.8.1.4 Roaming Successful Case – Non-Proxy-mode with V-SPC

SET Roaming where the V-SLP is involved in the positioning calculation.
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Figure 4 - NW Initiated Roaming Successful Case – Non-Proxy-mode with V-SPC


(Note:  See section 8 for timer descriptions.)

A. SUPL Agent issues an MLP SLIR message to the R-SLC, with which SUPL Agent is associated. The R-SLP SHALL authenticate the SUPL Agent and check if the SUPL Agent is authorized for the service it requests, based on the client-id received.

B. The R-SLP determines the H-SLP based on the received msid. If the R-SLP determines that the SUPL Agent is not authorized for this request, Step S will be returned with the applicable MLP return code.

Note: The specifics for determining the H-SLP are considered outside scope of SUPL. However, there are various environment dependent mechanisms.

C. The R-SLP then forwards the location request to the H-SLP of the target subscriber, using RLP protocol. 
D. Based on the received ms-id the H-SLP SHALL apply subscriber privacy against the client-id. The H-SLP verifies that the target terminal is currently SUPL roaming. In addition the H-SLP MAY also verify that the target terminal supports SUPL.

Note: The specifics for determining if the SET is SUPL roaming or not is considered outside scope of SUPL. However, there are various environment dependent mechanisms.

Note: The specifics for determining if the SET supports SUPL are beyond SUPL 1.0 scope.

E. The H-SLP allocates a session-id for the SUPL session and decides that the V-SPC will provide assistance data or perform the position calculation. The H-SLP sends an RLP SSRLIR to the V-SLC to inform the V-SLC that the target SET will initiate a SUPL positioning procedure.

F. The V-SLC informs the V-SPC of an incoming SUPL positioning session.

G. The V-SLC acknowledges that V-SPC is ready to initiate a SUPL positioning procedure with an RLP SSRLIA back to the H-SLP. The message includes the address of the V-SPC.
H. 
I. The H-SLP initiates the location session with the SET using the SUPL INIT message, which could be a WAP PUSH or an SMS Trigger. The SUPL INIT message contains at least session-id, address of the V-SPC, proxy/non-proxy mode indicator, , Key Id, MAC and the intended positioning method. The SUPL INIT MAY optionally contain the desired QoP If the result of the privacy check in Step D indicates that notification or verification to the target subscriber is needed, the H-SLP SHALL also include Notification element in the SUPL INIT message. 

J. When the SUPL INIT is received by the SET it will either attach itself to Packet Data Network if it is not attached at the time being or establish a circuit switched data connection.  The SET SHALL use the Key Id and MAC to determine if the SUPL INIT message is authentic. 
K. The SET uses the address provisioned by the Home Network to establish a IP connection to the H-SLP. The SET then checks the proxy/non-proxy mode indicator to determine if the H-SLP uses proxy or non-proxy mode. In this case non-proxy mode is used and the SET SHALL send a SUPL AUTH REQ message to the H-SLP. The SUPL AUTH REQ message SHALL contain session-id, key-id 2, and SET nonce.
L. The H-SLP uses key-id 2 and set nonce to create a key to be used for mutual V-SPC/SET authentication. The H-SLP forwards the created key to the V-SLC through an RLP SSRP message.  
M. The H-SLP returns a SUPL AUTH RESP to the SET. The SUPL AUTH RESP message SHALL contain the session-id.  
N. The SET will evaluate the Notification rules and follow the appropriate actions. The SET establishes a secure IP connection to the V-SPC according to the address received in step H. The SET and V-SPC perform mutual authentication and   the SET sends a SUPL POS INIT message to start a SUPL positioning session with the V-SPC. The SUPL POS INIT message contains at least session-id, SET capabilities and location identifier (lid). The SET capabilities include the supported positioning methods (e.g., SET-Assisted A-GPS, SET-Based A-GPS) and associated positioning protocols (e.g., RRLP, RRC, TIA-801). The SET MAY optionally provide NMR specific for the radio technology being used (e.g., for GSM: TA, RXLEV). The SET MAY optionally provide its position or network timing information, if these are available and supported by both SET and V-SPC. The SET MAY optionally set the Requested Assistance Data element in the SUPL POS INIT. The SET SHALL also release the IP connection to the SLC and release all resources related to this session.
The V-SPC informs the V-SLC that the positioning procedure is started.
O. Based on the SUPL POS INIT message including posmethod(s) supported by the SET, the V-SPC SHALL determine the posmethod.  If required for the posmethod, the V-SPC SHALL use the supported positioning protocol (e.g., RRLP, RRC, TIA-801) from the SUPL POS INIT message. 

The SET and the V-SPC MAY exchange several successive positioning procedure messages. If the V-SPC already calculated a position satisfying the requested QoP the V-SPC terminates the positioning session with a SUPL END and informs the V-SLC about the termination. The V-SLC proceeds to step Q and returns the positioning result.

The V-SPC calculates the position estimate based on the received positioning measurements (SET-Assisted) or the SET calculates the position estimate based on assistance obtained from the V-SPC (SET-Based).

P. Once the position calculation is complete the V-SPC sends a SUPL END message to the SET informing it that no further positioning procedure will be started and that the positioning session is finished. The SET SHALL release all resources related to this session.

Q. The V-SPC informs the V-SLC that the positioning procedure is completed and returns the position result. The V-SPC SHALL release all resources related to this session.

R. The V-SLC sends a RLP SSRP to the H-SLP carrying the position result. The V-SLC SHALL release all resources related to this session.

S. The H-SLC sends the position estimate back to the R-SLP by means of the RLP SRLIA message. The H-SLP SHALL release all resources related to this session.

T. The R-SLP sends the position estimate back to the SUPL Agent by means of the MLP SLIA message

6.8.1.5 Roaming Successful case – Proxy mode with H-SLP

SUPL Roaming where the H-SLP is involved in the positioning calculation.
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Figure 5 - NW Initiated Roaming Successful case – Proxy mode with H-SLP


(Note:  See section 8 for timer descriptions.  )

A. SUPL Agent issues an MLP SLIR message to the R-SLP, with which SUPL Agent is associated. The R-SLP SHALL authenticate the SUPL Agent and check if the SUPL Agent is authorized for the service it requests, based on the client-id received. 

B. The R-SLP determines the H-SLP based on the received msid. If the R-SLP determines that the SUPL Agent is not authorized for this request, Step M will be returned with the applicable MLP return code.

Note: The specifics for determining the H-SLP are considered outside scope of SUPL. However, there are various environment dependent mechanisms.

C. The R-SLP then forwards the location request to the H-SLP of the target subscriber, using RLP protocol. If a previously computed position which meets the requested QoP is available at the H-SLP and no notification and verification is required, the H-SLP SHALL directly proceed to step L. 

D. Based on the received ms-id the H-SLP SHALL apply subscriber privacy against the client-id. The H-SLP verifies that the target terminal is currently SUPL roaming. In addition the H-SLP MAY also verify that the target terminal supports SUPL.

Note: The specifics for determining if the SET is SUPL roaming or not is considered outside scope of SUPL. However, there are various environment dependent mechanisms.

Note: The specifics for determining if the SET supports SUPL are beyond SUPL 1.0 scope.

E. The H-SLP initiates the location session with the SET using the SUPL INIT message, which could be a WAP PUSH or an SMS Trigger. The SUPL INIT message contains at least session-id, proxy/non-proxy mode indicator and the intended positioning method. The SUPL INIT MAY optionally contain the desired QoP, address of the H-SLP, a Key Id, and a MAC. If the result of the privacy check in Step D indicates that notification or verification to the target subscriber is needed, the H-SLP SHALL also include Notification element in the SUPL INIT message. Before the SUPL INIT message is sent the SLP also computes and stores a hash of the message.
If in step C the H-SLP decided to use a previously computed position the SUPL INIT message SHALL indicate this in a ‘no position’ posmethod parameter value and the SET SHALL respond with a SUPL END message to the H-SLP carrying the results of the verification process (access granted, or access denied). If no verification is required (notification only) the SET SHALL respond with a SUPL END message to the H-SLP. The H-SLP SHALL then directly proceed to step L. Note: before sending the SUPL END message the SET shall follow the data connection setup procedure of step F and use the procedures described in step G to establish a secure IP connection to the H-SLP.
F. When the SUPL INIT is received by the SET it will either attach itself to Packet Data Network if it is not attached at the time being or establish a circuit switched data connection. If a Key Id and a MAC is present in the received SUPL INIT message and the SET supports these parameters, the SET MAY use these parameters to determine if the SUPL INIT message is authentic.
G. The SET will evaluate the Notification rules and follow the appropriate actions. The SET also checks the proxy/non-proxy mode indicator to determine if the H-SLP uses proxy or non-proxy mode. In this case proxy mode is used and the SET SHALL establish a secure IP connection to the H- SLP. If an H-SLP address is provided by the H-SLP in the SUPL INIT message and the same address is also provisioned in the SET by the Home Network, the SET SHALL use the received address when establishing the secure IP connection. If no H-SLP address is provided in the SUPL INIT message the SET SHALL use the default H-SLP address, provisioned by the Home Network, when establishing the secure IP connection. The SET then sends a SUPL POS INIT message to start a positioning session with the H-SLP.The SUPL POS INIT message contains at least session-id, SET capabilities , a hash of the received SUPL INIT message (ver) and location identifier (lid). The SET capabilities include the supported positioning methods (e.g., SET-Assisted A-GPS, SET-Based A-GPS) and associated positioning protocols (e.g., RRLP, RRC, TIA-801). The SET MAY optionally provide NMR specific for the radio technology being used (e.g., for GSM: TA, RXLEV). The SET MAY optionally provide its position or network timing information, if these are available and supported by both SET and H-SLP. The SET MAY optionally set the Requested Assistance Data element in the SUPL POS INIT.
H. The H-SLP SHALL check that the hash of SUPL INIT matches the one it has computed for this particular session. The H-SLP then decides that the H-SLP will provide assistance/position calculation and the H-SLP sends a plain RLP SRLIR request to the V-SLP to determine a coarse position for further exchange of SUPL POS messages between SET and H-SLP. The RLP request contains at least the msid and the location identifier (lid). Optionally the H-SLP MAY forward NMR provided by the SET to the V-SLP.
I. The V-SLP returns a RLP SRLIA message. The RLP SRLIA message contains at least the position result (e.g., coarse position for A-GPS positioning). If the computed position meets the requested QoP, the H-SLP proceeds directly to step K.
J. Based on the SUPL POS INIT message including posmethod(s) supported by the SET, the H-SLP SHALL determine the posmethod.  If required for the posmethod, the H-SLP SHALL use the supported positioning protocol (e.g., RRLP, RRC, TIA-801) from the SUPL POS INIT message.

The SET and the H-SLP MAY exchange several successive positioning procedure messages. 

The H-SLP calculates the position estimate based on the received positioning measurements (SET assisted) or the SET calculates the position estimate based on assistance obtained from the H-SLP (SET based).

K. Once the position calculation is complete the H-SLP sends the SUPL END message to the SET informing it that no further positioning procedure will be started and that the location session is finished. The SET SHALL release the secure IP connection to the H-SLP and release all resources related to this session.

L. The H-SLP forwards the location estimate to R-SLP if the position estimate is allowed by the privacy settings of the target subscriber. The H-SLP SHALL release all resources related to this session.

M. The R-SLP sends the position estimate back to the SUPL Agent by means of the MLP SLIA message.

6.8.1.6 Roaming Successful Case – Non-Proxy-mode with H-SPC

SUPL Roaming where the H-SPC is involved in the positioning calculation.
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Figure 6 - NW Initiated Roaming Successful Case – Non-Proxy-mode with H-SPC


(Note:  See section 8 for timer descriptions.  )

A. SUPL Agent issues an MLP SLIR message to the Requesting-SLP, with which SUPL Agent is associated. The Requesting-SLP SHALL authenticate the SUPL Agent and check if the SUPL Agent is authorized for the service it requests, based on the client-id received. 

B. The R-SLP determines the H-SLP based on the received msid. If the R-SLP determines that the SUPL Agent is not authorized for this request, Step S will be returned with the applicable MLP return code.

Note: The specifics for determining the H-SLP are considered outside scope of SUPL. However, there are various environment dependent mechanisms.

C. The R-SLP then forwards the location request to the H-SLC of the target subscriber, using RLP protocol. 
D. Based on the received ms-id the H-SLC SHALL apply subscriber privacy against the client-id. The H-SLC verifies that the target terminal is currently SUPL roaming. In addition the H-SLC MAY also verify that the target terminal supports SUPL.

Note: The specifics for determining if the SET is SUPL roaming or not is considered outside scope of SUPL. However, there are various environment dependent mechanisms.

Note: The specifics for determining if the SET supports SUPL are beyond SUPL 1.0 scope.

E. The H-SLC informs the H-SPC of the pending SUPL positioning session.

F. The H-SLC initiates the location session with the SET using the SUPL INIT message, which could be a WAP PUSH or an SMS Trigger. The SUPL INIT message contains at least session-id, address of the H-SPC, proxy/non-proxy mode indicator, Key Id, MAC and the intended positioning method. The SUPL INIT MAY optionally contain the desired QoP. If the result of the privacy check in Step D indicates that notification or verification to the target subscriber is needed, the H-SLC SHALL also include Notification element in the SUPL INIT message. 

G. When the SUPL INIT is received by the SET it will either attach itself to Packet Data Network if it is not attached at the time being or establish a circuit switched data connection. The SET SHALL use the Key Id and MAC to determine if the SUPL INIT message is authentic.
H. The SET uses the address provisioned by the Home Network to establish a IP connection to the H-SLC. The SET then checks the proxy/non-proxy mode indicator to determine if the H-SLC uses proxy or non-proxy mode. In this case non-proxy mode is used and the SET SHALL send a SUPL AUTH REQ message to the H-SLC. The SUPL AUTH REQ message SHALL contain session-id, key-id 2, and SET nonce.
I.  The H-SLC uses key-id 2 and set nonce to create a key to be used for mutual H-SPC/SET authentication. The H-SLC forwards the key to the H-SPC through internal communication and returns a SUPL AUTH RESP message to the SET. . The SUPL AUTH RESP message SHALL contain the session-id.
J. The SET will evaluate the Notification rules and follow the appropriate actions. The SET establishes a secure IP connection to the H-SPC according to the address received in step F. The SET and H-SPC perform mutual authentication  and the SET then sends a SUPL POS INIT message to start a positioning session with the H-SPC. The SUPL POS INIT message contains at least session-id, SET capabilities and location identifier (lid). The SET capabilities include the supported positioning methods (e.g., SET-Assisted A-GPS, SET-Based A-GPS) and associated positioning protocols (e.g., RRLP, RRC, TIA-801). The SET MAY optionally provide NMR specific data for the radio technology being used (e.g., for GSM: TA, RXLEV). The SET MAY optionally provide its position or network timing information, if these are available and supported by both SET and H-SPC. The SET MAY optionally set the Requested Assistance Data element in the SUPL POS INIT. The SET SHALL also release the IP connection to the H-SLC and release all resources related to this session.
K. The H-SPC informs the H-SLC that the target SET has established the session and informs the H-SLC of the lid and optionally the NMR specific data for the radio technology being used (e.g., for GSM: TA, RXLEV), position or network timing information, if these are available and supported by both SET and H-SPC.

L. The H-SLC sends a plain RLP SRLIR request to the V-SLP to determine a coarse position for further exchange of SUPL POS messages between SET and H-SPC. The RLP request contains at least the msid and the location identifier (lid). Optionally the H-SLC MAY forward NMR provided by the SET to the V-SLP. 

M. The V-SLP returns a RLP SRLIA message. The RLP SRLIA message contains at least the position result (e.g., coarse position for A-GPS positioning).

N. The H-SLC informs the H-SPC of the initial position. However, if the computed position meets the requested QoP, the H-SLC informs the H-SPC that a position was already obtained. The H-SPC proceeds to step P to terminate the SUPL positioning session and the H-SLC proceeds to step R.

O. Based on the SUPL POS INIT message including posmethod(s) supported by the SET the H-SPC SHALL determine the posmethod. If required for the posmethod the H-SPC SHALL use the supported positioning protocol (e.g., RRLP, RRC, TIA-801) from the SUPL POS INIT message. 

The SET and the H-SPC MAY exchange several successive positioning procedure messages. 

If the V-SLP already calculated a position satisfying the requested QoP the H-SPC terminates the positioning session with a SUPL END and informs the H-SLC about the termination. The H-SLC proceeds to step P and returns the positioning result.

The H-SPC calculates the position estimate based on the received positioning measurements (SET-Assisted) or the SET calculates the position estimate based on assistance obtained from the H-SPC (SET-Based).

P. Once the position calculation is complete the H-SPC sends SUPL END message to the SET informing it that no further positioning procedure will be started and that the positioning session is finished. The SET SHALL release all resources related to this session.

Q. The H-SPC informs the H-SLC that the positioning procedure is completed and returns the position result. The H-SPC SHALL release all resources related to this session.

R. The H-SLC sends the position estimate back to the R-SLP by means of the RLP SRLIA message. The H-SLC SHALL release all resources related to this session.

S. The R-SLP sends the position estimate back to the SUPL Agent by means of the MLP SLIA message.

6.8.1.7 Exception Procedures

6.8.1.7.1 SET does not allow Positioning

When the SET receives a SUPL INIT message asking for notification or verification to the target subscriber, the SET starts the related procedure. The subscriber denies the request and the SET shall send the SUPL END message with a cause-id to the SLP indicating the error reason (e.g., positioning denied by subscriber).

Afterwards, the SLP and the SET release the resources related to this session at the Lup interface.

The SLP sends a positioning error back to the SUPL Agent by means of the MLP SLIA message.


[image: image13.wmf]SUPL

Agent

SLP

Target SET

MLP SLIR 

(

ms

-

id

, 

lcs

-

client

-

id

, 

qop

, 

...)

SUPL INIT 

(

session

-

id

, 

posmethod

, 

notification

, 

SLP mode

)

MLP SLIA 

(

ms

-

id

, 

lcs

-

client

, 

error

-

code

)

B

A

C

D

F

E

SUPL END 

(

session

-

id

, 

cause

-

id 

=  

positioning denied by subscriber

  

)

SET Lookup

, 

Routing Info

Data Connection 

Setup

“

“




Figure 7 – NW Initiated SET User denies Positioning

A. SUPL Agent issues an MLP SLIR message to the SLP, with which the SUPL Agent is associated. The SLP shall authenticate the SUPL Agent and check if the SUPL Agent is authorized for the service it requests, based on the client-id received. Further, based on the received ms-id the SLP shall apply subscriber privacy against the client-id.

B.  The SLP verifies that the target terminal is currently not SUPL roaming. The SLP may also verify that the target terminal supports SUPL.

Note: The specifics for determining if the SET is SUPL roaming or not is considered outside scope of SUPL. However, there are various environment dependent mechanisms.

Note: The specifics for determining if the SET supports SUPL are beyond SUPL 1.0 scope.

C. The SLP initiates the location session with the SET using the SUPL INIT message, which MAY be a WAP PUSH or an SMS Trigger. The SUPL INIT message contains at least session-id, proxy/non-proxy mode indicator and the intended positioning method. The SUPL INIT MAY optionally contain the desired QoP, address of the SLP, a Key Id, and a MAC. If the result of the privacy check in Step A indicates that notification or verification to the target subscriber is needed, the SLP SHALL also include Notification element in the SUPL INIT message.

D. When the SUPL INIT is received by the SET it will either attach itself to Packet Data Network if it is not attached at the time being or establish a circuit switched data connection.

E. The SET evaluates the notification rules and alerts the subscriber of the position request. In this case the user rejects the location request, either by explicit action or implicitly by not responding to the notification, and the SET returns to the SLP the SUPL END message containing the session-id and the cause-id indicating the error reason (“positioning denied by subscriber”). 

F.  The SLP sends the position response, containing the ms-id, client-id, and the appropriate error-code back to the SUPL Agent by means of the MLP SLIA message.

6.9 SUPL Collaboration SET Initiated

For SET Initiated applications, an SLP and SET SHALL support SUPL START, SUPL RESPONSE, SUPL POS INIT, SUPL POS and SUPL END. 

6.9.1 Immediate

6.9.1.1 Non-Roaming Successful Case - Proxy mode
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Figure 8 – SET-Initiated Non-Roaming Successful Case - Proxy mode


(Note:  See section 8 for timer descriptions.  )

A. The SUPL Agent on the SET receives a request for position from an application running on the SET. If the SET is not already attached to Packet Data Network services it will attach itself or the SET establishes a circuit switched data connection.

B. The SUPL Agent on the SET uses the default address provisioned by the Home Network to establish a secure IP connection to the SLP and sends a SUPL START message to start a positioning session with the SLP. The SUPL START message contains at least session-id, QoP, SET capabilities and location identifier (lid). The SET capabilities include the supported positioning methods (e.g., SET-Assisted A-GPS, SET-Based A-GPS) and associated positioning protocols (e.g., RRLP, RRC, TIA-801).

Consistent with the SUPL START message including posmethod(s) supported by the SET, the SLP SHALL determine the posmethod.  If required for the posmethod, the SLP SHALL use the supported positioning protocol (e.g., RRLP, RRC, TIA-801) from the SUPL START message. If a previously computed position which meets the requested QoP is available at the SLP the SLP SHALL directly proceed to step G and send the position to the SET in the SUPL END message.    
C. The SLP verifies that the target terminal is currently not SUPL roaming.


Note: The specifics for determining if the SET is SUPL roaming or not is considered outside scope of SUPL. However, there are various environment dependent mechanisms. 

D. The SLP SHALL respond with the SUPL RESPONSE to the SET.  The SUPL RESPONSE contains the session-id but no SLP address, to indicate to the SET that a new connection SHALL NOT be established. The SUPL RESPONSE MAY optionally contain the posmethod.

E. After the SET receives the SUPL RESPONSE from SLP, the SET sends a SUPL POS INIT message. The SUPL POS INIT message contains at least session-id, SET capabilities and location identifier (lid). The SET capabilities include the supported positioning methods (e.g., SET-Assisted A-GPS, SET-Based A-GPS) and associated positioning protocols (e.g., RRLP, RRC, TIA-801). The SET MAY optionally provide NMR specific for the radio technology being used (e.g., for GSM: TA, RXLEV). The SET MAY optionally provide its position or network timing information, if these are available and supported by both SET and SLP. The SET MAY include the first SUPL POS element in the SUPL POS INIT message. The SET MAY optionally set the Requested Assistance Data element in the SUPL POS INIT. 

F. Based on the SUPL POS INIT message including posmethod(s) supported by the SET, the SLP SHALL determine the posmethod.  If required for the posmethod, the SLP SHALL use the supported positioning protocol (e.g., RRLP, RRC, TIA-801) from the SUPL POS INIT message. 

The SET and the SLP MAY exchange several successive positioning procedure messages.

The SLP calculates the position estimate based on the received positioning measurements (SET-Assisted) or the SET calculates the position estimate based on assistance obtained from the SLP (SET-Based). 

G. Once the position calculation is complete the SLP SHALL send the SUPL END message to the SET informing it that no further positioning procedure will be started and that the location session is finished. Depending on positioning method and used positioning protocol the SLP MAY optionally add the determined position to the SUPL END message. The SET SHALL release the secure IP connection and release all resources related to this session. The SLP SHALL release all resources related to this session.

6.9.1.2 Non-Roaming Successful Case – Non-Proxy mode
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Figure 9 – SET-Initiated Non-Roaming Successful Case – Non-Proxy mode


(Note:  See section 8 for timer descriptions.  )

A. The SUPL Agent on the SET receives a request for position from an application running on the SET. If the SET is not already attached to Packet Data Network services it will attach itself or the SET establishes a circuit switched data connection.

B. The SUPL Agent on the SET uses the address provisioned by the Home Network to establish a secure IP connection to the SLC and sends a SUPL START message to start a positioning session with the SLC. The SUPL START message contains at least session-id, QoP, SET capabilities and location identifier (lid). The SET capabilities include the supported positioning methods (e.g., SET-Assisted A-GPS, SET-Based A-GPS) and associated positioning protocols (e.g., RRLP, RRC, TIA-801).

Consistent with the SUPL START message including posmethod(s) supported by the SET, the SLC SHALL determine the posmethod.  If required for the posmethod, the SLC SHALL use the supported positioning protocol (e.g., RRLP, RRC, TIA-801) from the SUPL START message.  

If a previously computed position which meets the requested QoP is available at the SLC the SLC shall respond with a SUPL END message to the SET containing the position and end the SUPL session.

C. The SLP verifies that the target terminal is currently not SUPL roaming.

Note: The specifics for determining if the SET is SUPL roaming or not is considered outside scope of SUPL. However, there are various environment dependent mechanisms. 

D. The SLC will inspect the SUPL START message and determine if the SET is allowed to directly access the SPC. The SLC generates a session id for the SUPL session and informs the SPC of an incoming SUPL POS session from a SET identified by the generated session-id. The SLC also generates a key to be used for mutual SPC/SET authentication.  This key is also forwarded to the SPC. In collaboration the SLC and SPC determines the initial location based on the lid received in the SUPL START message received from the SET.

Note: The specifics for the interface between the SLC and SPC are beyond the scope for SUPL 1.0 and are thus implementation dependent. 

E. The SLP SHALL respond with a SUPL RESPONSE to the SET.  The SUPL RESPONSE contains the session-id, the created key, and key id, to be used by the SET for mutual SPC/SET authentication, and the address of the SPC to indicate to the SET that a new secure IP connection SHALL be established. The SUPL RESPONSE MAY optionally contain the posmethod. If, however, a coarse position computed based on information received in the SUPL START message meets the requested QoP, the SLC shall respond with a SUPL END message (instead of the SUPL RESPONSE) to the SET containing the position and end the SUPL session.   

F. To initiate the actual positioning session the SET opens a new secure IP connection to the SPC using the address indicated in step E. The SET and SPC perform mutual authentication through the keys received in step D and step E, and the SET sends a SUPL POS INIT message. Before the new secure IP connection is established the existing secure IP connection to the SLC is closed. The SUPL POS INIT message contains at least session-id, SET capabilities and location identifier (lid). The SET capabilities include the supported positioning methods (e.g., SET-Assisted A-GPS, SET-Based A-GPS) and associated positioning protocols (e.g., RRLP, RRC, TIA-801). The SET MAY optionally provide NMR specific for the radio technology being used (e.g., for GSM: TA, RXLEV). The SET MAY optionally provide its position or network timing information, if these are available and supported by both SET and SPC. The SET MAY include the first SUPL POS element in the SUPL POS INIT message. The SET MAY optionally set the Requested Assistance Data element in the SUPL POS INIT.
The SPC informs the SLC that the positioning procedure is started.
G. Based on the SUPL POS INIT message including posmethod(s) supported by the SET, the SPC SHALL determine the posmethod.  If required for the posmethod, the SPC SHALL use the supported positioning protocol (e.g., RRLP, RRC, TIA-801) from the SUPL POS INIT message. 
The SET and the SPC MAY exchange several successive positioning procedure messages.

The SPC calculates the position estimate based on the received positioning measurements (SET-Assisted) or the SET calculates the position estimate based on assistance obtained from the SPC (SET-Based). 
H. Once the position calculation is complete the SPC SHALL send the SUPL END message to the SET informing it that no further positioning procedure will be started and that the location session is finished. Depending on positioning method and used positioning protocol the SPC MAY optionally add the determined position to the SUPL END message. When the SUPL END is received the SET SHALL release the secure IP connection to the SPC and release all resources related to this session. The SPC informs the SLC that the positioning procedure is finished. The SLP SHALL release all resources related to this session.

6.9.1.3 Roaming Successful Case – Proxy mode with V-SLP

SET Roaming where the V-SLP is involved in the positioning calculation.
A policy of a single SET to H-SLP SUPL session is maintained by encapsulating the messages between the SET and V-SLP through the use of the RLP protocol.
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Figure 10 – SET-Initiated Roaming Successful Case – Proxy mode with V-SLP


(Note:  See section 8 for timer descriptions.  )

A. The SUPL Agent on the SET receives a request for position from an application running on the SET. If the SET is not already attached to Packet Data Network services it will attach     itself or the SET establishes a circuit switched data connection.

B. The SUPL Agent on the SET uses the default address provisioned by the Home Network to establish a secure IP connection to the H-SLP and sends a SUPL START message to start a positioning session with the H-SLP. The SUPL START message contains at least session-id, QoP, SET capabilities and location identifier (lid). The SET capabilities include the supported positioning methods (e.g., SET-Assisted A-GPS, SET-Based A-GPS) and associated positioning protocols (e.g., RRLP, RRC, TIA-801).

Consistent with the SUPL START message including posmethod(s) supported by the SET, the H-SLP SHALL determine the posmethod.  If required for the posmethod, the H-SLP SHALL use the supported positioning protocol (e.g., RRLP, RRC, TIA-801) from the SUPL START message. If the H-SLP has already computed a position for the SET, using information transported in the SUPL START message, that meets the requested QoP, the position is sent in an SUPL END message in step K, which ends the session.

If a previously computed position which meets the requested QoP is available at the H-SLP the H-SLP SHALL directly proceed to step K and send the position to the SET in the SUPL END message.

C. The H-SLP verifies that the target terminal is currently SUPL roaming.

Note: The specifics for determining if the SET is SUPL roaming or not is considered outside scope of SUPL. However, there are various environment dependent mechanisms.

D. The H-SLP decides that the assistance data/position calculation is done by the V-SLP and sends a RLP SSRLIR tunnelling the SUPL START message to the V-SLP.

E. The V-SLP responds with a SUPL RESPONSE tunnelled over RLP back to the H-SLP that it is capable of supporting this request. The SUPL RESPONSE contains at least the sessionid, and the V-SLP address.

F.  The H-SLP forwards the SUPL RESPONSE to the SET. The SUPL RESPONSE contains the session-id but no H-SLP address, to indicate to the SET that a new connection SHALL NOT be established. The SUPL RESPONSE MAY optionally contain the posmethod.  

G. After the SET receives the SUPL RESPONSE from H-SLP, the SET sends a SUPL POS INIT message. The SUPL POS INIT message contains at least session-id, SET capabilities and location identifier (lid). The SET capabilities include the supported positioning methods (e.g., SET-Assisted A-GPS, SET-Based A-GPS) and associated positioning protocols (e.g., RRLP, RRC, TIA-801). The SET MAY optionally provide NMR specific for the radio technology being used (e.g., for GSM: TA, RXLEV). The SET MAY optionally provide its position or network timing information, if these are available and supported by both SET and H-SLP. The SET MAY include the first SUPL POS element in the SUPL POS INIT message. The SET MAY optionally set the Requested Assistance Data element in the SUPL POS INIT.
H. The H-SLP forwards the SUPL POS INIT to the V-SLP over the RLP tunnel.

I. Based on the SUPL POS INIT message including posmethod(s) supported by the SET, the V-SLP SHALL determine the posmethod.  If required for the posmethod, the V-SLP SHALL use the supported positioning protocol (e.g., RRLP, RRC, TIA-801) from the SUPL POS INIT message. 

The SET or the V-SLP could exchange several successive positioning procedure messages.

The V-SLP calculates the position estimate based on the received positioning measurements (SET-Assisted) or the SET calculates the position estimate based on assistance obtained from the V-SLP via H-SLP (SET-Based). 

J. Once the position calculation is complete the V-SLP sends a SUPL END message to the SET, which is tunnelled over the RLP via the H-SLP, informing it that no further positioning procedure will be started and that the location session is finished. Depending on positioning method and used positioning protocol the V-SLP MAY optionally add the determined position to the SUPL END message. The V-SLP SHALL release all resources related to this session.   

K. The H-SLP forwards the SUPL END to the SET informing it that no further positioning procedure will be started and that the location session is finished. The SET SHALL release the secure IP connection and release all resources related to this session. The H-SLP SHALL release all resources related to this session.

6.9.1.4 Roaming Successful Case – Non-Proxy mode with V-SPC

SET Roaming where the V-SPC is involved in the positioning calculation. 
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Figure 11 – SET-Initiated Roaming Successful Case – Non-Proxy mode with V-SPC


(Note:  See section 8 for timer descriptions.  )

A. The SUPL Agent on the SET receives a request for position from an application running on the SET. If the SET is not already attached to Packet Data Network services it will attach     itself or the SET establishes a circuit switched data connection.

B. The SUPL Agent on the SET uses the address provisioned by the Home Network to establish a secure IP connection to the H-SLP and sends a SUPL START message to start a positioning session with the H-SLP. The SUPL START message contains at least session-id, QoP, SET capabilities and location identifier (lid). The SET capabilities include the supported positioning methods (e.g., SET-Assisted A-GPS, SET-Based A-GPS) and associated positioning protocols (e.g., RRLP, RRC, TIA-801).

Consistent with the SUPL START message including posmethod(s) supported by the SET, the H-SLP SHALL determine the posmethod.  If required for the posmethod, the H-SLP SHALL use the supported positioning protocol (e.g., RRLP, RRC, TIA-801) from the SUPL START message.  

If a previously computed position which meets the requested QoP is available at the H-SLP the H-SLP SHALL send a SUPL END message including the position to the SET and end the session.
C. The H-SLP verifies that the target terminal is currently SUPL roaming.

Note: The specifics for determining if the SET is SUPL roaming or not is considered outside scope of SUPL. However, there are various environment dependent mechanisms.

D. The H-SLP decides that the assistance data/position calculation is done by the V-SPC and allocates a sessionid and sends an RLP SSRLIR tunnelling the SUPL START message to the V-SLC.

E. The V-SLC informs the V-SPC of the incoming session.

F. The V-SLC responds with a SUPL RESPONSE tunnelled over RLP back to the H-SLP that it is capable of supporting this request. The SUPL RESPONSE contains at least the sessionid, and the V-SPC address. The SUPL RESPONSE MAY optionally contain the posmethod.

G. The H-SLP generates a key to be used for mutual V-SPC/SET authentication. The H-SLP forwards the key to the V-SLC through an RLP SSRP message.
H. The H-SLP forwards the SUPL RESPONSE to the SET. The SUPL RESPONSE contains at least session-id, the created key, and key id, to be used by the SET for mutual V-SPC/SET authentication,  and the address of the V-SPC to indicate to the SET that a new secure IP connection SHALL be established. If the coarse position received from the V-SLP meets the requested QoP the H-SLP sends a SUPL END to the SET carrying the sessionid and the position result, which also ends the SUPL session.

I. To initiate the actual positioning session the SET opens a new secure IP connection to the V-SPC using the address indicated in step H. The SET and V-SPC perform mutual authentication  through the keys received in step G and  step H and the SET sends a SUPL POS INIT message.. Before the new secure IP connection is established the existing secure IP connection to the H-SLP is closed. The SUPL POS INIT message contains at least session-id, SET capabilities and location identifier (lid). The SET capabilities include the supported positioning methods (e.g., SET-Assisted A-GPS, SET-Based A-GPS) and associated positioning protocols (e.g., RRLP, RRC, TIA-801). The SET MAY optionally provide NMR specific for the radio technology being used (e.g., for GSM: TA, RXLEV). The SET MAY optionally provide its position or network timing information, if these are available and supported by both SET and V-SPC. The SET MAY include the first SUPL POS element in the SUPL POS INIT message. The SET MAY optionally set the Requested Assistance Data element in the SUPL POS INIT.
The V-SPC informs the V-SLC that the positioning procedure is started.
J. Based on the SUPL POS INIT message including posmethod(s) supported by the SET, the V-SPC SHALL determine the posmethod.  If required for the posmethod, the SPC SHALL use the supported positioning protocol (e.g., RRLP, RRC, TIA-801) from the SUPL POS INIT message. 
The SET and the V-SPC MAY exchange several successive positioning procedure messages.

The V-SPC calculates the position estimate based on the received positioning measurements (SET-Assisted) or the SET calculates the position estimate based on assistance obtained from the V-SPC (SET-Based). 

K. Once the position estimate or calculation is complete, the V-SPC sends a SUPL END to the SET and depending on positioning method and positioning protocol optionally includes the position. The SET SHALL release the secure IP connection and release all resources related to this session. 
L. The V-SPC informs the V-SLC of the end of the SUPL positioning session. The V-SPC and V-SLC SHALL release all resources related to this session.
M. The V-SLC sends a RLP SSRP to the H-SLP to inform about the end of the SUPL session. The H-SLP SHALL release all resources related to this session.
6.9.1.5 Roaming Successful Case – Proxy mode with H-SLP

SET Roaming where the H-SLP is involved in the positioning calculation.
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Figure 12 – SET-Initiated Roaming Successful Case – Proxy mode with H-SLP


(Note:  See section 8 for timer descriptions.  )
A. The SUPL Agent on the SET receives a request for position from an application running on the SET. If the SET is not already attached to Packet Data Network services it will attach itself or the SET establishes a circuit switched data connection.

B. The SUPL Agent on the SET uses the default address provisioned by the Home Network to establish a secure IP connection to the H-SLP and sends a SUPL START message to start a positioning session with the H-SLP. The SUPL START message contains at least session-id, QoP, SET capabilities and location identifier (lid). The SET capabilities include the supported positioning methods (e.g., SET-Assisted A-GPS, SET-Based A-GPS) and associated positioning protocols (e.g., RRLP, RRC, TIA-801). 

Consistent with the SUPL START message including posmethod(s) supported by the SET, the H-SLP SHALL determine the posmethod.  If required for the posmethod, the H-SLP SHALL use the supported positioning protocol (e.g., RRLP, RRC, TIA-801) from the SUPL START message.

If a previously computed position which meets the requested QoP is available at the H-SLP the H-SLP SHALL directly proceed to step I and send a SUPL END message including the position to the SET and end the session.
C. The H-SLP verifies that the target terminal is currently SUPL roaming.

Note: The specifics for determining if the SET is SUPL roaming or not is considered outside scope of SUPL. However, there are various environment dependent mechanisms.

D. The H-SLP decides that the H-SLP will provide assistance/position calculation and the H-SLP sends a plain RLP SRLIR request to the V-SLP to determine a coarse position for further exchange of SUPL POS messages between SET and H-SLP. The RLP request contains at least the msid and the location identifier (lid). 

E. The V-SLP returns a RLP SRLIA message. The RLP SRLIA message contains at least the position result (e.g., coarse position for A-GPS positioning). If the computed position meets the requested QoP, the H-SLP proceeds directly to step I.
F. The H-SLP responds with the SUPL RESPONSE to the SET. The SUPL RESPONSE contains the session-id but no H-SLP address, to indicate to the SET that a new connection SHALL NOT be established. The SUPL RESPONSE MAY optionally contain the posmethod.

G. After the SET receives the SUPL RESPONSE from H-SLP, the SET sends a SUPL POS INIT message. The SUPL POS INIT message contains at least session-id, SET capabilities and location identifier (lid). The SET capabilities include the supported positioning methods (e.g., SET-Assisted A-GPS, SET-Based A-GPS) and associated positioning protocols (e.g., RRLP, RRC, TIA-801). The SET MAY optionally provide NMR specific for the radio technology being used (e.g., for GSM: TA, RXLEV). The SET MAY optionally provide its position or network timing information, if these are available and supported by both SET and H-SLP. The SET MAY include the first SUPL POS element in the SUPL POS INIT message. The SET MAY optionally set the Requested Assistance Data element in the SUPL POS INIT.
H. Based on the SUPL POS INIT message including posmethod(s) supported by the SET, the SPC SHALL determine the posmethod.  If required for the posmethod, the SPC SHALL use the supported positioning protocol (e.g., RRLP, RRC, TIA-801) from the SUPL POS INIT message.

The SET and the H-SLP MAY exchange several successive positioning procedure messages. 

The H-HHSLP calculates the position estimate based on the received positioning measurements (SET-Assisted) or the SET calculates the position estimate based on assistance obtained from the H-SLP (SET-Based). 

I. Once the position calculation is complete the H-SLP sends a SUPL END message to the SET informing it that no further positioning procedure will be started and that the location session is finished. Depending on positioning method and used positioning protocol the SLP MAY optionally add the determined position to the SUPL END message. The SET SHALL release the secure IP connection and release all resources related to this session. The H-SLP SHALL release all resources related to this session.

6.9.1.6 Roaming Successful Case – Non-Proxy mode with H-SPC

SET Roaming where the H-SPC is involved in the positioning calculation. 
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Figure 13 – SET-Initiated Roaming Successful Case – Non-Proxy mode with H-SPC


(Note:  See section 8 for timer descriptions.  )

A. The SUPL Agent on the SET receives a request for position from an application running on the SET. If the SET is not already attached to Packet Data Network services it will attach     itself or the SET establishes a circuit switched data connection.

B. The SUPL Agent on the SET uses the address provisioned by the Home Network to establish a secure IP connection to the H-SLC and sends a SUPL START message to the H-SLC to start a SUPL session with the H-SLC and to request authorization to start a SUPL positioning session with the H-SPC.The SUPL START message contains at least session-id, QoP, SET capabilities and location identifier (lid). The SET capabilities include the supported positioning methods (e.g., SET-Assisted A-GPS, SET-Based A-GPS) and associated positioning protocols (e.g., RRLP, RRC, TIA-801).

If a previously computed position which meets the requested QoP is available at the H-SLC the H-SLC SHALL send a SUPL END message including the position to the SET and end the session.
C. Consistent with the SUPL START message including posmethod(s) supported by the SET, the H-SLP SHALL determine the posmethod.  If required for the posmethod, the H-SLP SHALL use the supported positioning protocol (e.g., RRLP, RRC, TIA-801) from the SUPL START message. 

The H-SLP verifies that the target terminal is currently SUPL roaming. 

Note: The specifics for determining if the SET is SUPL roaming or not is considered outside scope of SUPL. 

D. The H-SLC decides that the H-SPC will provide assistance/position calculation and the H-SLC sends a plain RLP SRLIR request to the V-SLP to determine a coarse position for further exchange of SUPL POS messages between SET and H-SPC. The RLP request contains at least the msid and the location identifier (lid).
E. The V-SLP returns a RLP SRLIA message. The RLP SRLIA message contains at least the position result (e.g., coarse position for A-GPS positioning).

F. The H-SLC allocates a sessionid and informs the H-SPC of the incoming SUPL positioning session from the target SET. The H-SLC also generates a key  to be used for mutual SPC/SET authentication. This key is also forwarded to the H-SPC. The H-SLC also informs the H-SPC of the coarse position obtained from the V-SLP. If the coarse position received from the V-SLP meets the requested QoP the H-SLC sends a SUPL END to the SET carrying the sessionid and the position result, which also ends the SUPL session.

G. The H-SLC responds with the SUPL RESPONSE to the SET. The SUPL RESPONSE contains the session-id, the created key, and key id, to be used by the SET for mutual H-SPC/SET authentication, and the H-SPC address. The SUPL RESPONSE MAY optionally contain the posmethod. 

H. To initiate the actual positioning session the SET opens a new secure IP connection to the H-SPC using the address indicated in step G. The SET and H-SPC perform mutual authentication through the keys received in step F and step G, and the SET sends a SUPL POS INIT message. Before the new secure IP connection is established the existing secure IP connection to the H-SLC is closed. The SUPL POS INIT message contains at least session-id, SET capabilities and location identifier (lid). The SET capabilities include the supported positioning methods (e.g., SET-Assisted A-GPS, SET-Based A-GPS) and associated positioning protocols (e.g., RRLP, RRC, TIA-801). The SET MAY optionally provide NMR specific for the radio technology being used (e.g., for GSM: TA, RXLEV). The SET MAY optionally provide its position or network timing information, if these are available and supported by both SET and H-SPC. The SET MAY include the first SUPL POS element in the SUPL POS INIT message. The SET MAY optionally set the Requested Assistance Data element in the SUPL POS INIT.

The H-SPC informs the H-SLC that the positioning procedure is started.
I. Based on the SUPL POS INIT message including posmethod(s) supported by the SET, the H-SPC SHALL determine the posmethod.  If required for the posmethod, the SPC SHALL use the supported positioning protocol (e.g., RRLP, RRC, TIA-801) from the SUPL POS INIT message. 

The SET and the H-SPC may exchange several successive positioning procedure messages.

The H-SPC calculates the position estimate based on the received positioning measurements (SET-Assisted) or the SET calculates the position estimate based on assistance obtained from the H-SPC (SET-Based). 

J. Once the position calculation is complete the H-SPC sends a SUPL END message to the SET informing it that no further positioning procedure will be started and that the location session is finished. Depending on the positioning protocol used and positioning method the location estimate is optionally included in the SUPL END message. The SET SHALL release the secure IP connection and release all resources related to this session. The H-SPC informs the H-SLC that the positioning procedure is finished. The H-SPC and the H-SLC SHALL release all resources related to this session. 

6.9.1.7 Exception Procedures

6.9.1.1.1 SET Authorization Failure
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Figure 14 – SET-Initiated Error SET Authorization Failure

A. The SUPL Agent on the SET receives a request for position from an application running on the SET.  If the SET is not already attached to Packet Data Network services it will attach itself or the SET establishes a circuit switched data connection.

B. The SUPL Agent on the SET uses the default address provisioned by the Home Network to establish a secure IP connection to the SLP and sends a SUPL START message to start a positioning session with the SLP.
C. Authorization of the SET-initiated positioning request fails at the SLP (for example, the SET User has not subscribed to SET-initiated location services).

D. The SLP returns to the SET a SUPL END message containing the session-id and the cause-id indicating the error reason (“positioning not permitted”).  Afterwards the SET releases the secure IP connection and all resources related to this session at the Lup interface. 

6.9.1.7.1 SUPL Protocol Error

When during a SUPL session either the SLP or the SET receives a message, which cannot be processed by the receiving entity due to SUPL protocol error, the receiving entity shall send a SUPL END message to the sending entity including a cause-id indicating protocol error.

Possible protocol error cases can be

· mandatory and/or conditional parameter is missing

· wrong parameter value

· unexpected message

· invalid session-id

· positioning protocol mismatch

The SUPL END message includes the valid session-id actually being used in the session. When an invalid session-id has been received the invalid session-id shall be returned to the sending entity along with the cause-id. A received session-id shall be treated as invalid if no open session can be assigned to this session-id or in case of the SUPL INIT message, the session-id is not treated as SLP-generated by the SET.
Afterwards, the SLP and the SET release the resources related to this session at the Lup interface.

The described processing for protocol error does only apply to messages on the SUPL level. Exceptions, which occur during application of the specific positioning protocols (e.g., RRLP, RRC, TIA-801) shall be handled by means of the exception procedure specific for this positioning protocol along with the related messages.

The following SUPL protocol error types, attributable to either the SLP or the SET, are addressed by the general exception procedure shown below:

· Missing mandatory parameter(s)

· Wrong parameter value

· Unexpected message
· Positioning protocol mismatch
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Figure 15 – SET-Initiated Error SUPL Protocol Error

A. A SET-initiated location request has occurred, in either roaming or non-roaming SET scenario, in which the call flow has progressed to the SUPL messaging exchange between the SLP and the SET. 

B. A SUPL message sent from either the SLP or the SET contains a protocol error. Such message, if sent by the SLP, may be SUPL RESPONSE; such message, if sent by the SET, may be SUPL START or SUPL POS INIT.

C. The recipient (either the SLP or SET) of the SUPL message containing the protocol error responds with a SUPL END message containing the cause-id for the specific protocol error. Afterwards, both sides release all resources related to this session at the Lup reference point. 

6.9.1.7.2 SUPL timer expiration

When either a SLP or a SET timer expires, the procedure described in section 8 shall be followed.

6.9.2 Deferred

6.9.2.3 Non-Roaming Successful Case

The specification of Deferred Services is not in-scope for SUPL Release 1

6.9.2.4 Roaming Successful Case

The specification of Deferred Services is not in-scope for SUPL Release 1

6.9.2.5 Exception Procedures

The specification of Deferred Services is not in-scope for SUPL Release 1

7. SUPL Security Function (SSF)

SUPL SHALL support Transport Layer Security (TLS) [TLS] to enable a SET to communicate with a SLP in a secure manner. 

7.8 Authentication

TLS [TLS] SHALL be used for the authentication of a SLP and a SET User.  Authentication SHALL be performed between a SET and an SLP as TLS protocol termination end points. 

SLP implementations SHALL support mutual authentication with the SET using TLS. When mutual authentication is performed SET SHALL act on behalf of the SET User via a SUPL Agent contained in the SET using the security credentials associated with the SET User, which is in turn provisioned by the SUPL Service Provider. 

For the realization of non-proxy mode roaming models, V-SLP and the SET SHALL mutually authenticate each other using TLS. An H-SLP MAY choose to authenticate a SET using TLS if SET User Authentication is not provided by other means such as the MLS Applications that reside in the network and the SET. 

When SUPL Service implementation is realized using 3GPP compliant SLPs, SETs or SUPL Agents, then mutual authentication using 3GPP GBA[GBA]/GAA[GAA] with Pre-Shared Key(PSK) TLS  SHOULD be supported in the SLP, SET or the SUPL Agent.

Note: TLS authentication with Server Certificates SHALL also be supported for 3GPP compliant SUPL implementations.  

Editor Note: Due to the internet draft status of the PSK-TLS work in IETF, a formal IETF reference will be inserted later on before the SUPL AD is submitted for consistency review.
7.9 Authorization

Editor Note: The details on the application of Authorization must still be completed.   

7.10 Confidentiality and Data Integrity

TLS [TLS] SHALL be used to provide Confidentiality and Data Integrity between a SET and SLP. The TLS implementation shall conform to RFC 2246 [TLS] with the following clarifications:
SETs SHALL implement:

· TLS_RSA_WITH_AES_128_CBC_SHA [TLS-AES]. 

· TLS_RSA_WITH_NULL_SHA

For SET implementations that prefer additional cipher suites SETs SHOULD implement: TLS_RSA_WITH_3DES_EDE_CBC_SHA.

The following cipher suites SHALL be implemented by SLPs:

· TLS_RSA_WITH_3DES_EDE_CBC_SHA 

· TLS_RSA_WITH_AES_128_CBC_SHA

For SLP implementations that prefer to support NULL encryption SLPs MAY implement TLS_RSA_WITH_NULL_SHA. Please note that the use of TLS_RSA_WITH_NULL_SHA is not recommended, as it does not provide any confidentiality protection. However, it still provides authentication and integrity protection.

The WAP Certificate profile [WAP-219-TLS] of TLS SHALL be supported for SLP and SET.

Informative Note: The support for Pre-Shared-Key TLS also requires additional Cipher Suites to be supported but the specific details of these Cipher Suites are subject to the approval of the relevant CR submitted to the LOC WG.
Examples of the following information flows illustrate how TLS is used to protect SUPL messages: 

1. SUPL Collaboration Network Initiated Flows: 

· Immediate - Non-Roaming Successful Case – Proxy mode

· Immediate - Roaming Successful Case – Non-Proxy-mode with V-SPC

2. SUPL Collaboration SET Initiated Flows: 

· Immediate - Non-Roaming Successful Case – Proxy mode

· Immediate - Roaming Successful Case – Non-Proxy-mode with V-SPC

Editor Note: The option of maintaining the TLS session across multiple SUPL Sessions should be considered to reduce the overhead of TLS processing. 
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8. Timers

This Section defines the SUPL timers. Note that default timer value is informative.

Table 8‑1  SET timer values

	Timer
	Default value (sec.)
	Description
	Actions on expiration

	UT1
	10
	From sending of SUPL START to receipt of SUPL RESPONSE
	· Send SUPL END to SLP

· Clear session resources at SET

	UT2
	10
	From sending of SUPL POS INIT to receipt of first SUPL POS message. 

UT2 is not needed if the SUPL POS INIT message contains the first SUPL POS element (SET initiated TIA-801).

For cell id based scenarios, the UT2 will be reset by the SUPL END message. The SUPL END message is sent from the SLP to the SET after the SET sent a SUPL POS INIT message containing the lid to the SLP.
	·  Send SUPL END to SLP

· Clear session resources at SET

	UT3
	10
	From sending of last SUPL POS message to receipt of SUPL END.  

In cases where there is no SUPL POS message sent from SET, timer shall extend from sending of SUPL POS INIT to receipt of SUPL END.
	· Send SUPL END to SLP

· Clear session resources at SET

	UT4
	10
	Only applicable to non-proxy.

From sending of SUPL AUTH REQ to receipt of SUPL AUTH RESP message.
	· Send SUPL END to SLP

· Clear session resources at SET


Table 8‑2 SLP timer values
	Timer
	Default value (sec.)
	Description
	Actions on expiration

	ST1
	Proxy: 10

Non-proxy: 50+ (optionally) response time in QoP 
	For proxy mode: from sending of SUPL RESPONSE to receipt of SUPL POS INIT.

For non-proxy mode: from sending of SUPL RESPONSE to receipt of the notification (internal communication between SPC and SLC) that SUPL END has been sent to the SET.
	For proxy:

· Send SUPL END to SET

· Clear session resources at SLP 

For non-proxy:

· Internal communication is used to send SUPL END to SET

· Clear session resources at SLC/SLP

	ST2
	Proxy: 10

Non-proxy: 50+ (optionally) response time in QoP 
	For proxy mode: from sending of SUPL INIT to receipt of SUPL POS INIT.

For non-proxy mode: from sending SUPL INIT to receipt of the notification (internal communication between SPC and SLC) that SUPL END has been sent to the SET.
	For non-roaming scenario:

· Send MLP-SLIA to SUPL agent

For roaming scenario:

· Send RLP-SRLIA to SUPL agent

For proxy:

Clear session resources at SLP

For non-proxy:

Clear session resources at SLC

	ST3
	10
	From sending of RLP-SSRLIR(SUPL START) to receipt of RLP-SSRLIA(SUPL RESPONSE)
	For network initiated scenario:

· Send RLP-SRLIA to R-SLP

· Clear session resources at SLP

For SET initiated scenario:

· Send SUPL END to SET

· Clear session resources at SLP

	ST4
	10
	From sending of RLP-SSRLIR(msid, lid) to receipt of RLP-SSRLIA(msid, posresult)
	· Send SUPL END to SET

· For network initiated case, send RLP SRLIA to R-SLP.

· Clear session resources at SLP




Table 8‑3 SPC timer values
	Timer
	Default value (sec.)
	Description
	Actions on expiration

	PT1
	10+ (optionally) response time in QoP
	Only applicable to non-proxy.

From receiving the initial initialization message (internal communication between SLC and SPC) to receipt of the SUPL POS INIT.
	· Send timer expiration notification to the SLC on internal interface.

· Clear session resources at SPC.


Table 8‑4 RLP timer values
	Timer
	Default value (sec.)
	Description
	Actions on expiration

	RT1
	10+ (optionally) response time in QoP
	From sending of RLP SRLIR(msid, client-id, QoP) to receipt of RLP SSRLIA(posresult).
	Send MLP SLIA(posresult) to the SUPL Agent.
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