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1 Introduction 

GBA offers functionality for a UE to initiate the establishment of a security association between the UE and a NAF, i.e. the UE initiates the bootstrapping procedures. However, there are many network services requiring the establishment of secure channels to the UE. Examples of existing  services are e.g. the following enablers developed by OMA 1) devise management 2) provisioning, 3) secure user plane location (SUPL) 4) notifications and push messages. Note that this contribution is neutral to any proposal to change these applications security solutions but points to the need to establish a simple an efficient solution for future applications with the corresponding needs.

In OMA device management the server and the client are using username/password schemes for authentication of the other party. The drawback of this solution compared with a GBA based solution is that the usernames and the passwords have to be provisioned/configured in the UE. OTA provisioning is done by sending a SMS containing the parameters. The security solution relies on using IMSI as a “key” or having predistributed PINS as keys for a message MAC. In SUPL, network initiated positioning relies on a home server (H-SLP) to verify the authenticity of the trigger SMS sent to the client. (A aspect of particular concern is that, for LI purposes, it should be possible to perform network initiated location without notifying the user and this notification bit is carried in the triggering SMS.) Notifications and push messages are secured in the same ways as described for OTA provisioning. If the security solution for these applications could have been based on a GBA based security association, the solution would have been much simpler.

2 Problem statement

A NAF cannot initiate key generation to secure initiation of service delivery. A typical operational procedure is that the service provider sends a Push Message in the form of a SMS to the client, in which it requests the client to set  up a connection to a server. the connection should be secure and mutual authentication should be possible. 

There are many threats related to this model as the SMS might be manipulated, sent by an unauthorized party, be replayed, etc. If a security association existed or one could be initiated by the service, before the Push Message / SMS was sent, security procedures could be based on this and most problems could be mitigated. 

The man requirements for a secure push mechanism are: source origin authentication, integrity and confidentiality protection, and replay protection.

3 Solutions

Below we describe different solutions aiming at fulfilling the secure push requirements. The first two describe two different GBA PUSH mechanisms and the two last ones describe solutions based on current GBA functionality. The basic idea in the GBA PUSH solutions is very simple; Allow a NAF to initiate the generation of a GBA based security association between itself and a UE. The description below is on a relatively high level but should hopefully give the flavour of the basic ideas. 

There are some issues that have to be resolved for the new Push schemes , like UE address resolution, to provide a complete solution are discussed in section 4. 

3.1 Pure PUSH

The Pure PUSH solution takes the approach that the NAF asks the BSF for a NAF key. The NAF includes all information needed by the BSF to identify the UE and to produce the NAF key, i.e. the NAF “name” and any additional information used for key derivation. The BSF returns the NAF key together with the B-TID, the corresponding AUTN and possibly other info like key life time, user security settings etc to the server. Note that the B-TID is formed from the RAND in the authentication vector used to derive the base key (Ks) so RAND doesn’t have to be sent separately.

The NAF can now compose a message containing the B-TID, AUTN, and other data, e.g. the NAF “name”, which the terminal needs to derive the NAF key, and send this message to the terminal. The information needed to derive the NAF key from the base key Ks will in the following be denoted NAF_Key_info. The message could also contain info on key lifetime and other administrative information. This message could be a separate message that only triggers the set-up of a SA or it could be sent together with payload data. In both cases the message should be integrity protected and the payload data could be encrypted. The key to be used for this message protection should be derived from the SA to be established in the UE and which already is available in the NAF

When the terminal receives the message, it retrieves the RAND part of the B-TID and the AUTN and applies them to the USIM/ISIM to derive the base key Ks. Then it uses the “additional” information to derive the NAF key and verifies the MAC of the received message. A replay counter could also be implemented. The replay counter should be tied to the NAF identity initialised to zero when the NAF key is delivered. The NAF just needs to increment the counter each time it sends a push message to the UE. 

A sketch of a signalling diagram is given in figure 1 below.
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Figure 1. Sketch of signaling for Pure PUSH (without replay counter)

3.2 Mixed PUSH

In the Mixed Push solution the NAF also asks the BSF for a NAF key. The BSF returns the NAF key together with the B-TID but not the AUTN. The NAF now composes a message containing the B-TID. There are two alternative ways to proceed. The NAF can either include all necessary data that the UE needs to derive the NAF key as well as the Add-info and send it to the terminal or it could just send the B-TID and let the BSF supply all other data needed by the terminal. In both cases the message could be a separate message that only triggers the set-up of an SA or it could be sent together with payload data. A replay counter could be integrated in the same way as described for pure push. The message should be integrity protected and the payload data could be encrypted. The key(s) to be used for the message protection should be derived from the SA to be established.

When the terminal receives the message it connects to the BSF, authenticates itself and requests the information necessary to derive the key Ks, indicated by the B-TID. After having received this information it derives the NAF key and verifies the integrity of the message. In the HTTP digest AKA the terminal forwards the B-TID as part of its identity. The BSF only needs to include the AUTN in the challenge, as the UE already possesses the RAND (the B-TID). Figure 2 illustrates the case when the BSF provides all info the UE needs to derive the NAF key. 

If the USIM/ISIM would allow that the MAC could be checked without access to the AUTN, some DoS attacks aimed at blocking the BSF would be mitigated
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Figure 2. Sketch of signaling for Mixed Push 

A minor variant of this solution is to make B-TID into a reference to the Authentication Vector used in deriving the base key Ks. This means that the RAND part of the B-TID would not be the real RAND used in the derivation, but a reference to it. The effective RAND (RANDe) would then have to be signalled together with the AUTN from the UE.
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Figure 3. Minor variant of Mixed PUSH

3.3 Using the NAF as authenticator

This security solution is essentially the same as that one used in OMA SUPL. The network sends a request to the UE to establish a secure channel with the NAF. This request is not protected. The request may contain a token to be presented by the UE to the NAF to let the NAF authorize and relate the connection with the sent initiation request. The UE sets up a TLS connection to the NAF and authenticates the NAF (server authentication). No client authentication takes place. The UE may also present a hash of the triggering message to let the server verify the integrity of the received triggering message.

The UE and the NAF then need to agree whether to use the GBA related parameters as shared keys. When a UE wants to interact with a NAF, but it does not know if the NAF requires the use of shared keys obtained by means of the GBA, the UE shall contact the NAF for further instructions (as described in TS 33.220, chapter 4.5.1). If the NAF requires the use of shared keys obtained by means of the GBA, but the request from UE does not include GBA-related parameters, the NAF replies with a bootstrapping initiation message. From here the existing GBA solution can be reused.

The main advantage of this solution is that the existing GBA solution is reused without any changes, The only new requirements are on the content of the triggering message and some additional functionality in the NAF. The cons are in the fact that there is no protection of the triggering message, which opens up for different DoS attacks by replay of old messages or generation of new false triggering messages.

3.4 Subscribed services

A secure push services might be implemented following the model of MBMS. The assumption then is that a GBA key always exists. (Note that in this solution the NAF cannot trigger initial bootstrapping but it can trigger subsequent bootstrappings, so this is not exactly PUSH triggered GBA, but it tries to show how push services could be used). It is assumed that using any kind of push based services would include user registers to the service and the push application in the UE runs bootstrapping during the registration and triggers the generation of the first GBA key. The NAF could then request a NAF key and the BSF would derive it from the GBA key it has stored. 

As in MBMS, the UE would store the last NAF key that was successfully used by the NAF. This feature is used in case if UE and the NAF for some reason have gone out of sync in NAF keys. To resynch he UE sends the current B-TID in a response message and the NAF can fetch the current Ks-NAF from the BSF, and then re-send the push message with a valid key.

The main problem here is that this solution requires registration to set up the first GBA key. For provisioning registration is often not required.

4 Issues to be resolved in GBA Push

· Address resolution

One issue that has to be resolved is how the NAF can provide a usable identity of the UE to the BSF. The application initiating GBA Push may know the UE by MSISDN, IMSI, IMPI or IMPU, etc. It is also an issue how the NAF can determine which BSF to contact, as there may be several. Furthermore, there might be several USIM & ISIM applications in the terminal and one has to be selected. The BSF should include an identifier/label in Add-Info, indicating which *SIM application the terminal should use to derive the key, if needed. Note that this *SIM application label needs to be part of the signaling from the NAF to the UE to set up the SA.

· Replay protection 

In the Mixed PUSH solution, replay protection is an issue as AUTN is not available in the UE before the UE has connected to the BSF.

5 Discussion

The Pure Push allows push of a message together with all other necessary information for verifying the message and decrypt it, if it is confidentiality protected. Thus the UE does not have to set up a connection with the BSF to perform these tasks. This would lead to a time-wise very efficient solution.

On the other hand, the NAF has to forward all key related information (NAF_key_info and key lifetime etc in Add-info, etc) in a protected form. This information should preferably be protected e2e from the BSF to UE. The B-TID and the other information might then comprise quit a large data structure. This might lead to that all this info cannot be handled in one SMS so that linked SMS’s have to be used or some compression function has to be introduced.

The most obvious advantage of the Mixed PUSH solution is that the BSF will have control of the key generation in the UE. The UE needs the AUTN to derive the key. On the other hand this means that the UE will have to connect to the BSF and authenticate itself towards the BSF. A new variant of the protocol over the Ub interface will thus be needed. 

As the UE has to connect to the BSF, it can at the same time get all the information related to the key, i.e. Add-Info, key life time etc, thus reducing the amount of “administrative information that has to be transmitted from the NAF to UE.

The NAF as Authentication solution doesn’t require any changes to the current GBA functionality but lacks DoS protection. 

The subscribed services solution would also allow reuse of current GBA solution but exclude some applications.
6 Conclusion

Two new push solutions and two solutions based on reuse of current functionality have been presented and the need for a GBA PUSH solution has been discussed. The new push solutions show the feasibility of introducing a full-fledged push functionality. The two solutions have different pros and cons and their details have to be sorted out. 

We propose that GBA PUSH should become on part of GBA enhancement work.
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