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1. Overall Description:

3GPP SA3 has discussed security of push based services in their contribution “GBA Push” (S3-050757) as a possible means to secure network-initiated (push) services. It should be pointed out that neither of the solutions in S3-050757 were endorsed by SA3. 

The current GBA provides a security association set up for services initiated by the terminal. Based on example services, SA3 is trying to understand the requirements in order to assess if there is a need to develop new GBA functionality that would allow to secure a trigger message to initiate GBA from the network. Please note that unsecured trigger messages to initiate GBA are already possible today and that GBA according to TS 33.220 is a UE initiated bootstrapping. This new functionality could be useful for network initiated services where no GBA keys are already available.  

The following push based services developed by OMA were mentioned as examples of services that could have benefited from new network initiated GBA functionality: 

1) 
device management, 

2) 
provisioning, 

3) 
secure user plane location (SUPL) and 

4) 
notifications and push messages. 

It should be noted that it was not proposed to change the security solutions of these existing OMA specifications but determine the need to establish a network initiated GBA-based solution for future applications with the corresponding needs.

Another potential application within OMA for this new GBA functionality could be the GBA based BCAST service protection profile that is being developed by OMA BAC-BCAST. 

SA3 therefore kindly asks OMA SEC to give feedback if they see current or future use cases or services where network initiated GBA could be useful.
2. Actions:

To OMA SEC group.

ACTION: 
SA3 kindly asks OMA SEC to give feedback if they see current or future use cases, requirements or services where new network initiated GBA functionality could be useful.
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