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1 Reason for Change
There are several ways a SET can determine the FQDN of its home SLP. It can be :

· provisioned in the SET

· automatically configured, based on the IMSI

Some operators may have more than one MNC (or even more than one MCC), so a single SLP may be connected to by a variety of FQDNs.

If the SLP operator also has SETs that have a statically provisioned FQDN, then there would be 3 distinct FQDNs,  as shown in this example:

h-slp.mnc015.mcc234.pub.3gppnetwork.org.
h-slp.mnc016.mcc234.pub.3gppnetwork.org.
slp.operator.com.

For certificate based authentication, when the SLP receives a connection request from the SET, it must send a certificate to the SET that matches the FQDN the SET used. The host name of the SLP is contained within the certificate. The SET must then verify that the host name provided in the certificate matches the FQDN it used to connect to the SLP.
The difficulty is that the SLP doesn’t know which FQDN the SET used to connect, so it cannot know which certificate it must present to the SET.
The following are possible solutions:

1. Mandate that only one FQDN can be used per SLP. This is obviously very restrictive.
2. Require distinct IP addresses per FQDN. This allows the SLP to know which FQDN was used, so that it may return the appropriate certificate to the SET. This poses implementation difficulties if there is Network Address Translation (NAT) between the SET and SLP, as the destination IP address is lost.
3. X.509 v3 certificates have a facility to list multiple host names, by using the subjAltName field. 
For example: 
subjectAltName=DNS:h-slp.mnc015.mcc234.pub.3gppnetwork.org,DNS: h-slp.mnc016.mcc234.pub.3gppnetwork.org

In the case of multiple host names, the subjectName field will be empty.
SETs must be prepared to validate that the FQDN used is contained within the list provided in the subjectAltName.
Option 3 is supported by the existing SUPL AD:

"The WAP Certificate profile [WAP Cert] of TLS SHALL be supported by SLPs and SETs."

The WAP Certificate profile states "Clients MUST recognize the following standard extensions, which may appear in server certificates: keyUsage, extKeyUsage, authorityKeyIdentifier, and subjectAltName".

While option 3 is supported by the current specification, usage of this option is likely to lead to interoperability problems unless it is widely understood.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation
Option 3 is the recommended solution as it utilizes the existing X.509 v3 certificate standard.

It is proposed to clarify within the SUPL AD that SETs and SLPs use this mechanism to resolve the multiple FQDN issue. The clarification is design to minimize chances of interoperability issues.
The requisite changes are shown below. 
7.2.1.1 Network-Initiated Scenario

H-SLP sends a SUPL INIT message to the SET storing the MSISDN of the SET internally. SUPL INIT message contains a parameter called SLP Mode, which specifies the mode of SUPL operation to the SET. SLP Mode can be set to indicate Proxy or Non-Proxy mode SUPL operation. 

SETs MUST always read the SLP Mode parameter first when they are processing the SUPL INIT messages. SETs that support only Alternative Authentication Methods MUST only accept SUPL INIT messages where the SLP mode is set to Proxy mode. 

The SET MUST establish a TLS 1.0 session with the H-SLP. The SET MUST check that the TLS server certificate presented by the H-SLP is bound to the FQDN (Fully Qualified Domain Name) of the H-SLP configured in the SET. The SLP certificate may be populated with either the subject name field, or in the case of multiple SLP FQDNs, the subjectAltName field. When H-SLP receives the first SUPL Message (SUPL POS INIT), it must enquire the underlying bearer network to find out the current assigned IP address of the MSISDN belonging to the SET. The H-SLP then MUST check that the source IP address of the SUPL POS INIT message matches the one that it expects based on the MSISDN record it had stored before. If the source IP address of the SUPL POS INIT matches the one acquired from the bearer network then the SET is considered authentic and H-SLP continues with the SUPL session. If a match cannot be found then H-SLP MUST terminate the SUPL session with the relevant SUPL error messages. H-SLP MUST ensure that within a given SUPL Session source IP address of the SET MUST NOT change. If a change is detected the H-SLP MUST terminate the SUPL Session with the relevant SUPL error messages. 

7.2.1.2 SET-Initiated Scenario

In the SET initiated SUPL scenarios the SET MUST establish a TLS 1.0 session with the H-SLP. The SET MUST check that the TLS server certificate presented by the H-SLP is bound to the FQDN of the H-SLP configured in the SET. . The SLP certificate may be populated with either the subject name field, or in the case of multiple SLP FQDNs, the subjectAltName field. When the H-SLP receives the first SUPL Message (SUPL START), it MUST enquire the underlying bearer network to find out the current MSISDN using the source IP address used by the SET. The H-SLP then MUST record this MSISDN to identify the SET for authentication purposes. If a valid MSISDN is returned from the bearer for the source IP address of the SUPL START message then the SET is considered authentic and the H-SLP continues with the SUPL session. If a valid MSISDN cannot be found then H-SLP MUST terminate the SUPL session with the relevant SUPL error messages. The H-SLP MUST ensure that within a given SUPL Session the source IP address of the SET MUST NOT change. If a change is detected the H-SLP MUST terminate the SUPL Session with the relevant SUPL error message.
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