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1 Reason for Contribution

Using IMS emergency call SIP signalling path to deliver SUPL INIT message is discussed in OMA-LOC-2007-0047-INP_SUPL_2_0_Support_Emergency_VoIP_Calls. This contribution furthers the discussion to allow the SET and the E-SLP to perform the entire SUPL positioning procedure using the existing emergency call SIP session, i.e. all SUPL messages are exchanged between the E-SLP and the UE in SIP INFO messages as mid-call signalling information through the existing emergency call SIP signalling path and over the tunnel interfaces between the E-CSCF, LRF, PSAP and the E-SLP.

2 Summary of Contribution

This contribution proposes a solution to allow SET and the E-SLP in proxy mode to perform the entire SUPL positioning procedure using the existing IMS emergency service SIP session.
3 Detailed Proposal

1. Issues of SUPL Mutual Authentication Model in Emergency Location Service

There are two methods specified in SUPL 2.0 for establishing mutual-authentication between the SET and the SLP.

· PSK-TLS with GBA

· Alternative client authentication

PSK-TLS with GBA is preferred authentication method in SUPL 2.0; however, GBA is not widely deployed at this time, which leaves alternative client authentication the only option for per-GBA systems. 

With alternative client authentication, the SET shall support TLS 1.0 for certificate based server (SLP) authentication. In addition, the SET must be provisioned with a root certificate of the SLP enabling it to verify SLP server certificates. For commercial location service, this approach works well as the SET always performs mutual authentication with its H-SLP. Nonetheless, it becomes problematic in emergency location services, where the SET performs SUPL position procedure with E-SLP which may or may not be its H-SLP.
When the E-SLP is not the home SLP, TLS 1.0 certificate based server authentication will not work unless the SET is provisioned with root certificate of the E-SLP. With all E-SLPs in different carriers’ network from which the SET might receive services, managing and provisioning the root certificates for all E-SLPs are daunting tasks.

 As of now, this security issue has not been well addressed in SUPL 2.0.
1.1 Support Emergency Calls in absence of UICC

According to 3GPP TS 23.167, in the case that UICC is not present and thus the SET does not have sufficient credentials to authenticate with the IMS core, emergency calls shall also be supported where regulations allow. 
When the UICC is not present, neither authentication nor ciphering functionality can be performed and non-IMS emergency call IP traffic will likely be blocked by the IP-CAN (e.g. GGSN in GPRS network may choose to block all traffic except emergency call to/from a UICC-less SET). Therefore, SUPL positioning procedure using direct IP connection between the SET and the E-SLP may not be possible in UICC-less case. 
2. SUPL Positioning Procedure Over IMS Emergency Call SIP Signalling Path
During an IMS emergency call (refer to 3GPP 23.271 for details), the E-CSCF may need to go to the LRF and subsequently go to the E-SLP to get the SET initial position to route the call to the right PSAP. At that point, a SIP signalling path is already in place between the E-CSCF and the SET; also, when the PSAP requests for an updated SET position from the LRF and subsequently from the E-SLP, the SIP signalling path between the E-CSCF and the SET is still in place.

Therefore, SUPL can take advantage of the existing SIP signalling path and use it as transport to carry SUPL messages between the SET and the E-SLP, which has the following advantages:

1) When SUPL messages are transferred along the signalling path of the associated emergency call as mid-call signalling information, existing security mechanisms provided by IMS core for emergency call SIP signalling is utilized by SUPL and no additional security needs to be added by SUPL.
2) Reuse the existing signalling path saves the connection setup time which would otherwise be needed for the SET to establish a direct connection to the E-SLP as defined in current SUPL 2.0.

3) SUPL messages are embedded in emergency call signalling messages as mid-call signalling information. They will be treated as emergency call signalling and will not be blocked by the IP-CAN in UICC-less case.

A potential disadvantage is that SUPL positioning procedure will fail if the associated emergency call drops. 
Since obtaining  the SET position after IMS emergency call drops is not an IMS emergency location service requirement, the advantages of using SUPL over emergency call signalling path outweigh the disadvantages and it is considered a preferable solution for SUPL 2.0 in support of IMS emergency location services.
3. IMS Emergency Location Procedure Using SUPL 
Based on 3GPP 23.271, Figure 1 illustrates the IMS emergency call flow based on positioning using SUPL over emergency call signalling path. In this call flow, SUPL is used to obtain the initial location of the emergency caller which is used to determine the PSAP where the call should be routed, also to obtain the updated location of the emergency caller when the PSAP initiates a rebid (location update request). 
For clarity, in Figure 1 and its description, the updated steps of 3GPP 23.271 IMS Emergency Location Procedure are shown in blue.

Following assumptions are made in Figure 1:

· It shall be noted that in 3GPP 23.271, the LRF may have the SLP functionality or it may be connected to the SLP. In Figure 1, it is assumed that a separate SLP is used. 

· If the SET initiates an emergency services call outside the coverage area of the E-SLP, the E-SLP employs the V-SLP to perform SUPL positioning with the SET. It is assumed in Figure 1 that the emergency call is placed within the coverage area of the E-SLP and thus the E-SLP performs SUPL positioning procedure with the SET.

· The E-SLP is in proxy mode.
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Figure 1: Emergency VoIP Location Service using SUPL over SIP

1)
The UE detects the request for the establishment of an emergency session, attaches to the access network, obtains IP connectivity, registers with the home S‑CSCF if possible and if not already registered and sends a SIP INVITE for the emergency session to the E‑CSCF via a P‑CSCF. The SIP INVITE includes an emergency services SIP URI or Tel URI, optionally the type of emergency service needed, the identity information for the UE (e.g. public user SIP URI) and for a (U)SIM-less or non-registered (U)SIM emergency call includes the IMEI. The SIP INVITE also includes the access type, available location information (e.g. serving cell ID, WLAN identity, location coordinates) and the UE's location capabilities (e.g. 3GPP position methods supported).

2)
The E-CSCF uses the received location information (e.g. serving cell ID, location coordinates) or other information (e.g. UE IP address) to determine a LRF and sends an Emergency Location Request to the LRF which includes the emergency services SIP URI or TEL URI, the type of emergency service if available, the UE IP address, available UE identity information (e.g. emergency public SIP URI, TEL URL, IMSI, IMEI), the access type, any location information received in step 1 (e.g. serving cell ID, location coordinates). The request also indicates whether a location estimate is needed or the address of a PSAP/emergency centre: either or both of these can be requested. The request may include QoS information indicating the required accuracy and response time for any requested location estimate. The request may also include a session reference id. 
3)
If the received location information conveys sufficient accuracy, this step may be skipped. Otherwise, the LRF selects a location method and possibly a particular positioning method based on the access type, UE location capabilities and any QoS information received in step 2. The LRF may include other factors into this selection: e.g. UE serving cell ID for PS mode access. The LRF then invokes the selected location method and obtains an initial location estimate for the UE. For some location methods, this could mean waiting to receive information from another entity: e.g. information from an SGSN in the case that a PS‑NI‑LR is used for PS mode access and the LRF is able to receive this information from the GMLC (e.g. if the LRF contains the GMLC). 
          For User Plane based location method, the following SUPL based location procedure will be initiated.
The SUPL procedures defined in OMA AD SUPL: "Secure User Plane Location Architecture" [15], OMA TS ULP: "User Plane Location Protocol" [16], may be used if supported by the UE, and in which case, the following sub-steps will be invoked:
3.1)  The LRF requests the location of the UE from the E-SLP in the same network by sending an MLP ELIR with an IMS emergency service indication and UE id..
3.2)   The E-SLP responds with the MLP ELIA. The MLP ELIA only contains the req_id which is used as the session id between the E-SLP and the LRF.

3.3)    On receipt of the MLP ELIR including the IMS emergency service indication, the E-SLP sends the SUPL location request, i.e. SUPL INIT, in a tunnel message to the LRF. 
3.4)     The LRF in turn sends the SUPL location request in a tunnel message to the E-CSCF. The tunnel message contains the session reference ID the LRF received in step 2 from the E-CSCF.
3.5)    Based on the session reference id received in the tunnel message from the LRF, the E-CSCF correlates the SUPL location request with the existing emergency call SIP session and sends the SUPL location request in an in-session SIP INFO message to the UE.

3.6 -3.12)
On receipt of the SUPL location request in the SIP INFO message, the UE performs SUPL positioning procedure with the E-SLP as defined in OMA AD SUPL: "Secure User Plane Location Architecture" [15], OMA TS ULP: "User Plane Location Protocol" [16] over the existing IMS emergency call SIP signalling path. SUPL messages are transferred between the UE and the E-CSCF in SIP INFO messages as mid-call signalling information for the associated emergency call, between the E-CSCF and the LRF in TBD tunnel messages, and between the LRF and the E-SLP in TBD MLP tunnel messages.
4)
If the E‑CSCF requested the address of a PSAP/emergency centre, the LRF shall translate the emergency services SIP URI or TEL URI received in step 2 together with any emergency services type into a PSAP/emergency centre identity, using the location information received in step 2 and/or the location information obtained in step 3. For a PSTN/ISDN compatible PSAP/emergency centre, the LRF may also assign correlation information indicating the LRF, PSAP/emergency centre and, temporarily, the UE. The LRF shall then return the PSAP/emergency centre identity and, if also obtained, the correlation information, which identifies the target UE and the LRF. If the E‑CSCF requested a location estimate, the LRF shall return, or shall also return, the location estimate. The LRF stores a record for the emergency services session.

5)
If not performed by the LRF in step 4, the E‑CSCF may translate the emergency services SIP URI or TEL URI together with any emergency services type into a PSAP/emergency centre identity, using the location information received in step 1 and/or step 4. For a PSTN/ISDN compatible PSAP/emergency centre, the E‑CSCF may then also assign correlation information as in step 4. The E‑CSCF forwards the SIP INVITE to the PSAP/emergency centre if SIP compatible (e.g. if the PSAP/emergency centre address is a SIP URI or IP address). If the address indicates that the PSAP/emergency centre is PSTN/ISDN compatible, the E‑CSCF continues the call establishment using an MGCF. The E‑CFCF may include any location estimate (e.g. received from the UE or from the LRF) in the forwarded SIP INVITE. Call establishment then continues until complete.

6)
The LRF may send the location information obtained in step 2 or step 3 to the PSAP/emergency centre after some short time period to enable call information to arrive first.

7)
At any time after step 5, the PSAP/emergency centre may request location information.

8)
If the LRF already has location information whose accuracy and age conform to the requirements in step 7, the LRF may proceed directly to step 9. Otherwise, the LRF obtains updated location information by instigating a location procedure as in step 3.
9)
The LRF returns the updated location information to the PSAP/emergency centre.

10)
At some later time, the emergency services session is released.

11)
The E‑CSCF sends an Emergency Location Request to the LRF indicating the UE identity and with an indication that the emergency services session is released. No request for location information or a PSAP/Emergency Centre is included.

12)
The LRF acknowledges the Emergency Location Request and may then delete all information previously stored for the emergency session according to national regulations.
4. Impacts on SUPL 2.0

The impacts on SUPL to support the call flow defined in figure 1 can be summarized as follows:

(1) The E-SLP shall support an enhanced version of MLP to receive IMS Emergency Indication from the LRF.

(2)  The E-SLP shall support an enhanced version of MLP to send and receive SUPL messages using MLP tunnel, so that the SUPL messages can be transferred between the E-SLP and the SET over the existing IMS emergency call SIP signalling path as defined in Figure 1.
(3) The SET shall support receiving and sending SUPL messages in SIP INFO messages as mid-call signalling information over the existing IMS emergency call SIP signalling path as defined in Figure 1.

5. Impacts on MLP
The interface between the LRF and the E-SLP, if the two are separate, might make use of an enhanced version of MLP. The impacts on MLP to support the call flow defined in figure 1 can be summarized as follows:
(1) The MLP shall support an IMS emergency service indication in the MLP ELIR message. 

(2) The MLP shall support a tunnel message which can be used to pass location protocol payload, i.e. SUPL messages, between the LRF and the E-SLP.

6. Impacts on 3GPP

3GPP IMS architecture, Location Services architecture and related protocols need to be enhanced to support the SUPL based emergency location services.
7. Conclusion
The solution described in section 3 shall be adopted by SUPL 2.0 to support IMS emergency location services. The solution shall be adopted with the following caveats:

a. In non-roaming case, the proposed solution is only applicable when the E-SLP is deployed in proxy mode

b. In roaming case, the proposed solution is only applicable when the V-SLP is in proxy mode. 

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended to support the mechanism proposed in this contribution for the IMS emergency location services and agree to the accompanying CRs which implement the proposed solution in SUPL 2.0.
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