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1 Reason for Change

See document OMA-LOC-2007-0066R01-INP_SUPL_2_0_CR_Summary_Security_changes.
R01: Included call flow diagram for SSK Handshake.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree to the proposed CR and forward to OMA-LOC along with indication of OMA-SEC’s approval.
6 Detailed Change Proposal
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6.1.2
The SSK-based Method (Normative)

6.1.2.1

SSK-based Method Specific Notation and Abbreviations
H-SLC-SSK-FQDN:
A FQDN to which the SET sends and receives messages during the SSK Handshake.

SSK:
SUPL-Specific Key: unique to each UIM/UICC and shared with the H-SLC.

SSK_AV:
An Authentication Vector (SSK_AV= RAND||AUTN||XRES||CK||IK) derived as specified in [3GPP 33.102] using the SSK as the underlying key.
SSK_ID:
A 128-bit identifier for the SSK (and equally an identifier of the UIM/UICC/SIM/USIM or user).
SSK_PSK-TID:
A temporary identifier for the PSK_H-SLC_SET_Key derived using the SSK Handshake.
SSK Handshake:
The procedure specified in section 6.1.2.3 by which the SET and H-SLC negotiate a fresh PSK_H-SLC_SET_Key and associated SSK_PSK-TID. 

6.1.2.2

SET Handset detection of UIM/UICC/SIM/USIM support for SSK
If a SET has the UIM incorporated into the SET handset, then the UIM support for the SSK-based method MAY be pre-provisioned on the SET handset.

Otherwise, a SET handset detects if a UIM/UICC/SIM/USIM supports the SSK-based method by sending an SSK PRESENT REQUEST to the UICC. If SSK-based method is supported in the UIM/UICC/SIM/USIM, then the UIM/UICC/SIM/USIM MUST respond with the 128-bit SSK_ID and the H-SLC-SSK-FQDN. If the UIM/UICC/SIM/USIM responds in any other way, then the SSK-based method is not supported in the UIM/UICC/SIM/USIM. Note that the interface between the SET handset and UIM/UICC/SIM/USIM is out-of-scope for this document.

6.1.2.3
SSK Handshake Callflow
Note that this exchange is almost identical to the AKA-based bootstrapping methods in [3GPP33.220, 3GPP2 S.S0109].

Note that in detecting that the UICC/UIM supports the SSK-based method, the SET handset obtains the SSK_ID and H-SLC-SSK-FQDN. 

This procedure SHALL only be performed by the SET handset using a UIM/UICC supporting the SSK-based method
. The call flow is shown in Figure 6.XXX, with details shown in the text following.
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Figure 6.x. The SSK Handshake call flow.
1. The SET sends an HTTP request towards the H-SLC-SSK-FQDN with username =SSK_ID in the Authorization Header.

2. The H-SLC forms an SSK Authentication Vector (SSK_AV, SSK_AV= RAND||AUTN||XRES||CK||IK) as specified in [3GPP 33.102]. 
3. The H-SLC forwards the RAND and AUTN to the SET in the 401 message (without the CK, IK and XRES). This is to demand the SET to authenticate itself. The field “qop-options” is set to “auth-int” to ensure integrity protection of the HTTP Digest message. 
4. The SET handset passes the RAND and AUTN to the SET UIM/UICC/SIM/USIM.

5. The SET UIM/UICC/SIM/USIM checks AUTN to verify that the challenge is from the H-SLC SSK Server, as specified in as specified in [3GPP 33.102]. The SET UIM/UICC/SIM/USIM also calculates CK, IK and RES. 
6. The SET handset setnds RES, CK and IK to the SET handset. This will result in pre-shared keys CK and IK in both H-SLC and SET handset. 
7. The SET handset computes Digest AKA response using RES.
8. The SET handset sends another HTTP request towards the H-SLC-SSK-FQDN, containing the Digest AKA response (calculated using RES), to the H-SLC. The field “qop-options” is set to “auth-int” to ensure integrity protection of the HTTP Digest message. 
9. The H-SLC authenticates the SET by verifying the Digest AKA response (calculated using XRES). 
The H-SLC generates PSK _H-SLP_SET_Key = CK||IK, and generates the SSK_PSK-TID in the format of NAI by taking the base64 encoded [RFC 3548] RAND value from step 3, and H-SLC-SSK-FQDN, i.e. base64encode(RAND)@ H-SLC-SSK-FQDN. 
The H-SLC shall send a 200 OK message, including the SSK_PSK -TID, to the SET to indicate the success of the authentication. In addition, in the 200 OK message, the H-SLC shall supply the lifetime of the key PSK _H-SLP_SET_Key. The server digest response, “rspauth”, is calculated according to [RFC 2617] using RES as the password, and is carried in the Authentication-Info header. 
The SET handset verifies rspauth according to [RFC 2617] using RES as the password. If successful, the H-SLC is authenticated, and the SSK Handshake is complete.
The SET handset and the H-SLC SSK Server shall store the key PSK _H-SLP_SET_Key with the associated SSK_PSK-TID or further use in TLS-PSK, until the lifetime of PSK _H-SLP_SET_Key has expired, or until the key PSK _H-SLP_SET_Key is updated. 












�Can we include the call flows for the Frankfurt meeting?
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