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1 Reason for Contribution

This document proposes security for Triggered Sessions. 
2 Summary of Contribution

To limit the risk in the case of triggered sessions that may be long lived, it is proposed that keys used in triggered sessions (in particular, non-proxy triggered sessions) have a limited lifetime of at most a day. In the case of a proxy triggered session, the SET can re-authenticated easily. In the case of a non-proxy triggered session, the SET contacts the H-SLC to establish a new PSK for the SPC.

It is proposed that <SUPL AUTH REQ> and <SUPL AUTH RESPONSE> be simplified, with the SLC simply providing SPC_SET_Key in the <SUPL AUTH RESPONSE> (along with SPC-TID which shall become the psk_identity for the SPC-SET TLS session).

A CR will be coming shortly.
3 Detailed Proposal

Immediate Sessions are secured as follows.

· Immediate Proxy sessions: messages are sent over mutual-authenticated TLS session between SLC and SET.

· Immediate Non-Proxy sessions: 

1. SET and SLC establish mutual-authenticated TLS session for 

· Exchange of <SUPL START> and <SUPL RESPONSE> (if SET-initiated or emergency session) or 

· Exchange of <SUPL AUTH REQ> and <SUPL AUTH RESPONSE> (if network-initiated by H-SLC).

2. SLC sends fresh SPC_SET_Key and SPC-TID to SPC.

3. SLC sends SPC_SET_Key and SPC-TID in <SUPL RESPONSE> or <SUPL AUTH RESPONSE> to SET. Note this introduces changes to <SUPL AUTH REQ> and <SUPL AUTH RESPONSE> messages
4. SET and SPC establish TLS-PSK session using psk = SPC_SET_Key and psk_identity = SPC-TID.

It is proposed that Triggered Sessions are secured as follows. Note that these changes will be all new since nothing is yet defined for Triggered sessions.
· Triggered Proxy sessions: messages are sent over mutual-authenticated TLS session between H-SLC and SET. A new TLS master_secret must be established at least once a day, e.g. using GBA bootstrapping, the SSK handshake or a fresh TLS 1.0 handshake using server certificates. Otherwise, the H-SLC and SET can keep resuming previous TLS sessions if this is mutually acceptable.
· Triggered Non-Proxy sessions: 

1. SET and H-SLC establish mutual-authenticated TLS session for exchange of <SUPL TRIGGERED START> and <SUPL TRIGGERED RESPONSE>.

2. H-SLC sends fresh SPC_SET_Key, SPC-TID and lifetime to SPC.

3. SLC sends SPC_SET_Key, SPC-TID and lifetime in <SUPL TRIGGERED RESPONSE> to SET.

4. SET and SPC establish TLS-PSK session using psk = SPC_SET_Key and psk_identity = SPC-TID.

5. Before lifetime expires, the SET contacts the H-SLC and requests fresh keys:
· H-SLC sends fresh SPC_SET_Key, SPC-TID and lifetime to SPC.

· H-SLC sends fresh SPC_SET_Key, SPC-TID and lifetime to SET..

· SET and SPC establish TLS-PSK session using fresh SPC_SET_Key and SPC-TID.

· Step 5 is repeated until the Triggered session expires.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Discuss and agree to these principles.
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