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1 Reason for Contribution

A CR on LOCSIP TS section 6 Security has been submitted to SEC for discussion and endorsement after needed revisions. This input describes content of the CR.

2 Summary of Contribution

Proposed content of LOCSIP section  6 being discussed in SEC.

3 Detailed Proposal

6. Security

The security mechanism is divided into SIP signaling security and User Plane security.  SIP signaling security relies on mechanisms provided by the underlying SIP/IP Core. User Plane security that is provided by an additional mechanisms to ensure confidentiality. Integrity and message authentication are not needed since they are assumed to be provided by the underlying SIP/IP Core. The mechanism used for User Plane security in LOCSIP is  XML symmetric encryption [XMLENC] in combination with two types of key management schemes: symmetric-based and public key-based.
6.1 SIP Signaling Security

The LS, Requesting LS or L-RLS or SHALL authenticate all incoming SIP requests. The LS, Requesting LS or L-RLS SHOULD rely on the authentication mechanisms provided by the underlying SIP/IP Core to accomplish user identity verification. 
When the SIP/IP Core corresponds with 3GPP IMS or 3GPP2 MMD networks the authentication mechanism SHALL be as specified in [3GPP-TS_33.203] / [3GPP2-S.R0086], and:
· the LS, Requesting LS or L-RLS SHALL authenticate the SIP request originator as specified in [3GPP-TS_24.229] / [3GPP2-X.S0013-004] section 5.7.1.4; and
· the Requesting LS or L-RLS SHALL, when acting on behalf of the Location Client, populate security related SIP header fields according to the procedures given in [3GPP-TS_24.229] / [3GPP2-X.S0013-004] section 5.7.3.

An AS acting as originating UA SHALL follow the authentication procedures given in [3GPP-TS_24.229] / [3GPP2-X.S0013-004] section 5.7.3.

The access level security mechanism SHALL be provided by the SIP/IP Core to support integrity and confidentiality protection of SIP signaling. 

When the SIP/IP Core corresponds with 3GPP IMS or 3GPP2 MMD networks, the integrity and confidentiality protection mechanism is specified in [3GPP-TS_33.203] / [3GPP2-S.R0086].  

6.2 User Plane Security

User Plane security is in LOCSIP applied to the Location Information document as defined in section 9 that is carried in the body of SIP NOTIFY messages.  

Confidentiality is achieved by use of XML encryption [XMLENC]. The keys for the XML encryption are managed by two key management schemes, public key-based and GBA-based. The public key–based scheme is used for conveyance of location info from the LS (or Requesting LS) to an AS acting as LC.  The GBA-based scheme is used for conveyance of location info from the LS (or Requesting LS) to a terminal acting as LC.  The L-RLS is not active in the User Plane security function but the Location Information documents are passed transparently through the L-RLS. 

A Requesting LS will establish separate security relation to the LC it acts on behalf of and to any LS it retrieves Location Information from.
An LC SHALL be mutually authenticated with any LS, or Requesting LS sending Location Information to the LC.  
A Requesting LS SHALL be mutually authenticated with any LS sending Location Information to the Requesting LS.   

The Location documents included in SIP NOTIFY SHALL be encrypted using XML encryption as specified in [XMLENC]. The encryption shall be performed using keys as specified in section 6.2.1 to 6.2.8. 
6.2.1 Terminal acting as Location Client 

The SEC-CF [OMA SEC CF] describes how 3GPP GBA/GAA can be used to establish a security association between a client and a server over HTTP. As LOCSIP relies purely on SIP, a SIP-binding for the same procedures is needed. A new GBA Ua Security Protocol Identifier is needed.
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Figure 1 (R-)LS initiation with authentication and detached GBA-based key establishment

Figure 1describes the security procedures for GBA-based key establishment over SIP. This procedure assumes that both Terminal LC and BSF have previously established a valid Ks and B-TID using GBA/GAA according to SEC_CF.  The LC SUBSCRIBE contains the corresponding B-TID. The (R-)LS
 authorizes the LC by acquiring the corresponding KS_NAF from the BSF. The KS_NAF is used to protect the Location Encryption Key (LEK) that is distributed to the LC in the SIP 200 OK reply. The LEK is used later to protect the location information including its updates. How exactly the LEK is carried within 200 OK is TBD.

The Schema Definition is T.B.D. 

The scheme above showed how to wrap the LEK detached from the location information. Figure 2 below shows an alternative protection scheme where the LEK is sent in-bound with the protected location information sent from the (R-)LS to the LC. 
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Figure 2 (R)-LS initiation with authentication and in-bound GBA-based key establishment
The Schema Definition is T.B.D. <….>

6.2.2 AS acting as Location Client 

In this case, we assume that both LC-AS has been provisioned with a public/private key pair and the public key is known to the (R)LS. The LC public key LC_PK is used by the (R)LS to encrypt the LEK and securely transport it to the LC.

Figure 3 shows how the LEK is transported from (R-)LS to LC detached from the encrypted location.

Figure 4 shows how the LEK is transported in-bound with the encrypted location.

The Schema Definition is T.B.D.

How exactly the LEK is carried within 200 OK is TBD.
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Figure 3 LS initiation with detached public key-based key establishment
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Figure 4. LS initiation with in-bound public key-based key establishment
6.2.3 Requesting LS acting as UA 

This case covers the scenario that the Requesting LS R-LS makes a back end subscription of behalf of the LC. In this case, we assume that both the R-LS has been provisioned with a public/private key pair and the public key is made known to the LS. The LC public key R-LS_PK is used by the LS to encrypt the LEK and securely transport it to the LC.

Figure 5 shows how the LEK is transported from LS to Requesting LS detached from the encrypted location.

Figure 6 shows how the LEK is transported in-bound together with the encrypted location.

The Schema Definition is T.B.D.
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Figure 5 LS initiation with detached public key-based key establishment
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Figure 6. LS initiation with public key in-bound public key-based key establishment
6.2.4 Location List (Group) Subscription

When an LC needs to perform a Location List (group) subscription, the Resource List Server (RLS) will act on behalf of the LC, sending multiple subscription requests to the corresponding (Requesting) LS routing back the responses, including location encryption keys. 
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Figure 7. (R)LS initiation with authentication and detached GBA-based key establishment for Location List Subscription

Figure 7 illustrates the subscription to agroup – identified by G_ID consisting of two targets ID1 and ID2- when the LC is a terminal. We assume that the LC has performed a GBA bootstrap. The very first SUBSCRIBE arriving to the (R-)LS from a given LC will trigger a contact to the BSF to fetch the corresponding KS_NAF based on the B-TID. Further SUBSCRIBE requests to the same (R-)LS with the same B-TID would be responded directly with the corresponding LEK encrypted under KS_NAF. Note that the RLS is mainly transparent to the security procedures.

The procedures for in-bound key establishment are straightforward. Rather than sending the encrypted LEKs in the 200 OK, they are bundled in the NOTIFY messages encrypted under KS_NAF together with the corresponding encrypted location.
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Figure 8 (R)LS initiation with public key detached public key-based key establishment
Figure 8 illustrates the subscription to a group – identified by G_ID consisting of two targets ID1 and ID2- when the LC is an AS. We assume that the LC has made its public key available to the (R-)LS. Each SUBSCRIBE requests to the same (R-)LS would be responded with the corresponding LEK encrypted under the LC_PK. Note that the RLS is mainly transparent to the security procedures.

The procedures for in-bound key establishment are straightforward. Rather than sending the encrypted LEKs in the 200 OK, they are bundled in the NOTIFY messages encrypted under the public key LC_PK  together with the corresponding encrypted location.

6.2.5 Multiple LC: Terminal-based and AS-based

When the LS needs to send location to both types of LC, terminal- and AS-based, for efficiency, the same encrypted location, e.g. ELEK (location) can be sent to all authorized LCs, regardless of their type. The LEK itself is distributed using symmetric key wrapping with KS_NAF or key transport using public key LC_PK depending on their type, terminal-based or AS-based respectively.

6.2.6 Key Management Considerations

5.2.1.1 Using XML encryption:

· The LEK is protected using the XML EncryptedKey element together with an identifier Id and KeyName in order for the LC to be able to later locate the key corresponding to a received encrypted Location Information.
· Location Information is protected using the XML EncryptedData element.

5.2.1.2 Detached vs. In-Bound Key Agreement

The detached approach is suitable for persistent subscriptions, whereas the in-bound approach is suitable for one-time request.

5.2.1.3 Key Lifetimes
According to GBA, the KS_NAF lifetime shall be decided by the (R)LS, but it can’t be longer than the Ks obtained at BSF bootstrapping. Similarly, the LEK lifetime is decided by the (R)LS. It is FFS how the (R)LS informs the LC that the key lifetime is expired and how a key refreshment is performed. 

6.2.7 L-RLS 

T.B.D.

6.2.8 Requesting LS

To enable service to AS acting as LC the LS shall t.b.d.    

To enable service to terminals acting as LC the LS shall t.b.d.    
6.2.9 LS

To enable service to AS acting as LC the LS shall t.b.d.    

To enable service to terminals acting as LC the LS shall t.b.d.    

To enable service to a Requesting LS the LS shall t.b.d.    

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and give feedback.










� (R-)LS refers to (Requesting) Location Server, not to be confused with RLS – Resource List Server.
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