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1 Reason for Change

This contribution adds the section for Exception Procedures for immediate services (section 5.1.4) and deferred services (section 5.3.6).
2 Impact on Backward Compatibility

NA
3 Impact on Other Specifications

SUPL 3.0 TS ILP
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree to the proposed changes and updated SUPL 3.0 TS ULP accordingly
6 Detailed Change Proposal

5.1.4
Exception Procedures

5.1.4.1
SET does not allow Positioning
After receiving a SUPL INIT message the SET executes the notification/verification procedure. In this scenario, the subscriber rejects the location request. The call flow shown in Figure 9 applies to both roaming and non-roaming scenarios.
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Figure 9: Network Initiated SET User denies Positioning for non roaming

NOTE:
See Appendix C for timer descriptions.
A. SUPL Agent sends an MLP SLIR message to the H-SLP, with which the SUPL Agent is associated. The H-SLP SHALL authenticate the SUPL Agent and check if the SUPL Agent is authorized for the service it requested, based on the client-id received. Further, based on the received ms-id the H-SLP SHALL apply subscriber privacy against the client-id.

B. The H-SLP initiates the location session with the SET using the SUPL INIT message. The SUPL INIT message contains the intended positioning method (posMethod). In this case the result of the privacy check in Step A indicated that notification or verification to the target subscriber is needed, and the H-SLP therefore includes the Notification element in the SUPL INIT message.

C. The SET analyses the received SUPL INIT. If found to be non authentic, the SET takes not further action. Otherwise the SET takes needed action for establishing or resuming a secure TLS connection.

D. The SET SHALL establish a secure connection to the H-SLP. The SET evaluates the notification rules and alerts the subscriber of the position request. In this case the user rejects the location request, either by explicit action or implicitly by not responding to the notification, and the SET returns to the H-SLP a SUPL END message containing the hash of the received SUPL INIT message (ver)  and the status code consentDeniedByUser. 

E. The H-SLP sends the position response, containing the ms-id, client-id, and the appropriate error-code back to the SUPL Agent in an MLP SLIA message.

5.1.4.2
SUPL Protocol Error
When during a SUPL session the H-SLP or the SET receive a message which cannot be processed by the receiving entity due to SUPL protocol error, the receiving entity shall send a SUPL END message to the sending entity including a status code indicating the protocol error (Figure xyz).
Possible protocol error cases are
· mandatory and/or conditional parameter is missing

· wrong parameter value

· unexpected message

· invalid session-id

· positioning protocol mismatch
The SUPL END message includes the valid session-id used by the SUPL session. When an invalid session-id has been received, the invalid session-id shall be returned to the sending entity along with the appropriate status code. 

A received session-id is invalid if:

· It does not correspond to an open session 

· In case of the SUPL INIT message: the session-id is missing SLP Session ID or contains SET Session ID.

· In case of the SUPL START message: the session-id is missing SET Session ID or contains SLP Session ID.

After the SUPL END message has been sent, H-SLP and SET release the resources related to the aborted session.
A SUPL INIT message that is found to be non-authentic (see xyz) does not constitute a protocol error and no SUPL END message shall be sent.
For network initiated scenarios, the H-SLP notifies the SUPL Agent of the error if no position estimate could be calculated based on available information (e.g. previously computed position which meets the QoP, etc.). If a position estimate is available and the privacy check (notification and/or verification) has been passed successfully, the H-SLP sends the position estimate to the SUPL Agent.

The described procedure only applies to protocol errors on the SUPL ULP layer. If protocol errors are encountered on the positioning protocol layer (LPP and/or TIA-801), the protocol errors are handled by the positioning protocols. 
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Figure xyz: SUPL Protocol Error
A. A SUPL session is in progress. 

B. A SUPL message (sent from either the SLP or the SET) contains a protocol error (i.e., missing mandatory parameters, wrong parameter value, or unexpected message).
C. The recipient (either the SLP or SET) of the SUPL message containing the protocol error responds with a SUPL END message including the status code for the specific protocol error. Both sides release all resources related to this session. 

D. For network initiated applications: the SLP notifies the SUPL Agent using an appropriate error code.
5.1.4.3
SUPL timer expiration
When either a SLP or a SET timer expires, the procedure described in Appendix C shall be followed.
5.3.6
Exception Procedures
5.3.6.1
Network cancels a Triggered SUPL Session
If the H-SLP has an active TLS connection to the SET, it can stop an ongoing triggered session by sending a SUPL TRIGGERED STOP message to the SET. This is shown in Figure xyz.
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Figure xyz: Network cancels the Triggered SUPL session
 NOTE:
See Appendix C for timer descriptions.

A. A triggered location session is in progress.
B. The SUPL Agent requests cancellation of the triggered location session by sending an MLP TLRSR message to the H-SLP.
NOTE:
The cancellation of the triggered location session could have been initiated by the H-SLP itself i.e. without the SUPL Agent. In this case the MLP messages shown in steps B and E are superfluous.
C. The H-SLP sends a SUPL TRIGGERED STOP message to the target SET to request cancellation of the triggered session.  If the H-SLP deems the sending of the SUPL TRIGGERED STOP message unsuccessful (i.e. timer ST6 expired after no SUPL END message was received as acknowledgement that the SET has received and accepted the triggered session cancellation request), the H-SLP considers the triggered session as cancelled and proceeds directly to step E.
D. The target SET acknowledges the cancellation of the triggered session by sending a SUPL END message to the H-SLP.
E. The H-SLP sends an MLP TLRSA message to the SUPL Agent confirming cancellation of the triggered session. 
In scenarios where the H-SLP does not have an active TLS connection established with the SET, the H-SLP follows the procedure defined in section 5.1.3 Session Info Query 
5.3.6.2
SET cancels the Triggered SUPL Session
When the SET wishes to cancel a triggered SUPL session, it follows the call flow described in Figure xyz.
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Figure xyz:  Network cancels the Triggered SUPL session
NOTE:
See Appendix C for timer descriptions.
A. A triggered location session is in progress (applies to both Network and SET Initiated).
B. The SET sends a SUPL TRIGGERED STOP message to the H-SLP to request cancellation of the triggered session. 
C. The H-SLP sends a SUPL END message to the SET to confirm cancellation of the triggered session. The SET SHALL release the secure IP connection and release all resources related to this session.
D. For Network Initiated scenarios: the H-SLP MAY notify the SUPL Agent that the triggered session has been cancelled by sending a MLP TLRSA message. The H-SLP SHALL release all resources related to this session.
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