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1 Reason for Change

This CR propose a description of Security Architecture in the DynNav enabler
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To discuss and agree with the proposed changes.
6 Detailed Change Proposal

Change 1:  Architectural Model: security features
5. Architectural Model

This section defines the functional components and the interfaces of the DynNav enabler, thus providing its architecture, in alignment with the requirements that have been captured in the Requirements Section of this document. The architecture is described in the following sections.

5.1 Dependencies

5.2 Architectural Diagram

 The following figure represents the DynNav architecture, showing the DynNav interface and the DynNav components. 
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Figure 1 – DynNav Enabler Architectural Diagram



5.3 Functional Components and Interfaces points definition

5.3.1 DynNav Server Component Description
The role of this component is to answer to navigation client requests to access route information and traffic information. Traffic information includes traffic events and network performances parameters, according to the format defined in [ISO TTI]. The user can access both real time and forecast information. In addition, this component allows a user to be notified about updated traffic information and, in case the performances of proposed routes become degraded, to be notified about alternative route (if available).
The DynNav Server component performs the following functions:

1. analysis of journey parameters defined by the navigation client and proposal of a set of routes, based on real time and forecast traffic data;
2. provision of real-time and forecast traffic information related to a set of routes proposed by the DynNav server components or by the navigation client;
3. provision of real time and forecast traffic information related to one or more areas defined by the navigation client;

4. alternative route proposal, when performances of one or more previously suggested routes become degraded, if available;
5. provisioning of complementary information (i.e. POIs) related to a route or an area;
6. notification service of traffic information updates related to the set of routes  defined in function #2;
7. notification service of traffic information updates, for areas defined in function #3; 
8. notification service of alternative routes proposal estimated in function #4;
9. an identifier or a location URI, provided by the navigation client, to access to navigation client position information, 
Note that user’s location procedure is implemented through an enabler external to DynNav server component.

Note that the user may access DynNav application data through 3rd parties Web server client, for instance for planning a  journey. In this scenario the user just requests routing information based on forecast traffic information (procedures 1, 2, 3): it is not interested in real-time notification services.
5.3.2 DyN-1 Interface
This interface is the entry point to DynNav enabler for traffic information and route information. 

It operates in a request/response model, notification procedures for real time information updates are also available

This interface supports the following type of procedures:
· Proposal of a set of routes based on journey parameters defined by the user.

· Delivery of traffic information related to a set of routes defined by the DynNav server components and/or the navigation client

· Delivery of traffic information related to an area defined by the navigation client

· Delivery of complementary information (i.e. POI) related to defined routes and/or areas

· Notification service for the following kind of events:

· updates on traffic information related to an area

· updates on traffic information related to a route
· alternative routes proposal for the defined journey

Note that definition of the data will be specified at the TS stage.
5.4 Security Considerations

DyN-1 interface is expected to be provided over secure connections, e.g. as secured by TLS (e.g. HTTPS), to ensure that the interface operations are only visible to the appropriate Navigation Client.

DynNav SHOULD allow Service Provider’s deployment to perform the specific security features below:

· mutual authentication of the Navigation Client and DynNav Server Component
· confidentiality and integrity protection in communication between Navigation Client and DynNav Server Component
Note that how to achieve access control is implementation specific.
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