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1 Reason for Change

The D-SLP concept currently defined in SUPL 2.1 provides only limited security since it uses SUPL 2.0 security mechanisms which require use of ACA and/or GBA for mutual authentication. GBA is for all practical purposes not applicable since there are few to no commercial deployments. Use of ACA requires IP address spoofing free D-SLP access and IP Address/SET Id verification which local access networks used for D-SLP access (e.g. WLAN) often would not provide.
To overcome these security shortcomings, this CR proposes to introduce a new parameter called SET Token, which the H-SLP sends to the SET as part of the D-SLP authorization (SET Token is defined for each authorized D-SLP). The SET includes SET Token in any initial SUPL message sent to the D-SLP during session establishment. SET Token contains SET and H-SLP related information digitally signed by the H-SLP. 
Authentication of the SET Token by the D-SLP is enabled by providing the D-SLP with the public key certificate of the H-SLP. To this end the H-SLP sends its public key certificate to the SET (SLP Certificate parameter) during D-SLP authorization which the SET then also sends to the D-SLP during session establishment. 

This allows the D-SLP to authenticate the SET and authorize (or reject) access. SET Token may also include non security related information such as for example a billing code. By way of SET Token, H-SLP and D-SLP can securely exchange information required for authentication, authorization, billing and other purposes.
This process is shown in Figure 1 and Figure 2 below:
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Figure 1: During D-SLP Authorization the H-SLP sends the SET Token which contains SET and H-SLP related information digitally signed by the H-SLP. The SET Token may also contain non security related information such as for example a billing code. The SET Token is part of the slpAuthorization parameter (each D-SLP has its own SET Token). The H-SLP also sends its public key certificate (SLP Certificate) to enable the D-SLP to verify the authenticity of the SET Token. The SLP Certificate sent by the H-SLP is not D-SLP specific i.e., is not sent for each D-SLP separately (as is the case with SET Token) but is applicable to all D-SLPs being authorized for this particular SET thereby reducing signaling.
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Figure 2: The SET uses the SET Token when accessing an authorized D-SLP. The SET Token serves to enable the D-SLP to authenticate the SET and can also be used to provide additional information such as for example a billing code. The SET also sends the public key certificate of the H-SLP to the D-SLP (SLP Certificate). The SLP Certificate parameter may be sent only once during the first D-SLP access by the SET after D-SLP authorization i.e., the D-SLP needs to store the SLP Certificate parameter for use for any subsequent access by the SET. 
It is proposed that SET Token contain the following information:

1. SET Identity (e.g., IMSI or MSISDN)

2. H-SLP Id 
3. D-SLP Id
4. SET position (if available)

5. Time and duration of authorization

6. Digital signature of the H-SLP to validate (1) - (5).
The SLP Certificate is defined in [X.509] – i.e. is based on an existing standard. The SET Token is defined as part of ULP and is based on, though not identical to, the X.509 definition. Inclusion of the authorization time and duration ensures that each certificate sent to a SET will be unique and can only be used during the allowed authorization period.
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree to the proposed changes and updated SUPL 2.1 TS ULP accordingly.
6 Detailed Change Proposal

As per attachment OMA-TS-ULP-V2_1-20120209-D-cb.
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