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1. Scope
(Informative)

This document describes the requirements for the Privacy Checking Protocol (PCP).

2. References

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”. S. Bradner. March 1997.
URL:http://www.ietf.org/rfc/rfc2119.txt

	[1]
	3GPP TS 23.271 Release 6

 http://www.3gpp.org/ftp/Specs/latest/Rel-6/23_series/

	[2]
	3GPP TS 22.071 Release 6

 http://www.3gpp.org/ftp/Specs/latest/Rel-6/22_series/

	[3]
	Privacy Requirements for Mobile Services (OMA-Privacy-V1_0_0-20031001-D) http://www.openmobilealliance.org/ftp/PD/OMA-Privacy-V1_0_0-20031001-D.zip


2.2 Informative References

	None.
	


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.




3.2 Definitions

	Pseudonym
	A fictitious identity, which may be used to conceal the true identity (i.e. MSISDN and IMSI) of a target UE from the requestor and the LCS client, or to conceal the true identity of the requestor.

	Target
	The entity being located. Can be a child, an employee, a friend, a machine, a car etc.

	Verinym
	True identity, i.e. MSISDN or IMSI, of the target.


3.3 Abbreviations

	PCE
	Privacy Checking Entity, equivalent to 3GPP PPR (Privacy Profile Register), responsible for checking the privacy settings of a target [1]. 

	PCP
	Privacy Checking Protocol, the protocol for the 3GPP Lpp and Lid interfaces [1]

	PMD
	Pseudonym Mediation Device, an entity responsible for turning pseudonyms into verinyms and verinyms into pseudonyms [1].


4. Introduction
(Informative)

The OMA Location WG is specifying the Privacy Checking Protocol on behalf of 3GPP [1]. At the same time the OMA Location WG sees this work useful for OMA in a wider scope. Therefore this document contains requirements from 3GPP and guidelines to benefit the OMA work as a whole.
The 3GPP requirements for Privacy Checking Protocol can be found in [2] (service requirements) and [1] (architecture requirements). 
In order to maintain alignment with other OMA goals and initiatives, OMA-specific guidelines have been identified in this document that supplement the 3GPP requirements. It is recommended that these guidelines be followed for the development of the Privacy Checking Protocol.
5. Use Cases
(Informative)

The following use cases are described to simplify the understading of the scope of the Privacy Checking Protocol.

Two use cases are presented:

1) Privacy Checking Control

2) Pseudonym/Verinym Aquisition
5.1 Use Case Privacy Checking Control
5.1.1  ASK  \* MERGEFORMAT Short Description

This use case describes the Privacy Checking Control procedure.
5.1.2 Actors

· Positioning target (target to be positioned)

· Application (End-user application for location services)

· Location Server (Providing location data)

· PCE (Privacy Checking Entity)

5.1.2.1 Actor Specific Issues

· Positioning target (target to be positioned)

The target is associated with a set of rules regarding privacy.

· Application (End-user application for location services)

Application asks for target’s location.

· Location Server (Providing location data)

Location Server provides location data according to a set of privacy rules.

· PCE (Privacy Checking Entity)

PCE contains privacy rules for positioning targets.

5.1.2.2 Actor Specific Benefits

· Positioning target (target to be positioned)

Target is willing to provide its location data under predefined conditions stated in the privacy rules.

· Application (End-user application for location services)

Application benefits from location data with the target’s consent.

· Location Server (Providing location data)

Location Server needs to check privacy rules before providing location data.

· PCE (Privacy Checking Entity)

PCE has the responsibility to provide Location Server with privacy checking control.

5.1.3 Pre-conditions

An application asks the location server for the position of a target. The target is associated with a set of privacy rules in the PCE.

5.1.4 Post-conditions

The application can perform its task and the target’s privacy is ensured.
5.1.5 Normal Flow


1. An application sends a location request to a location server.

2. The location server sends a privacy checking request to the PCE.

3. The PCE performs a privacy control.

4. PCE sends a privacy response to the location server.

5. The location server sends a location response to the application.

5.2 Use Case Pseudonym/Verinym Aquisition
5.2.1  ASK  \* MERGEFORMAT Short Description

The Privacy Checking Protocol allows for verinyms to be translated in to pseudonyms and pseudonyms to be translated in to verinyms.  This use case describes the Pseudonym procedure.
5.2.2 Actors

· Positioning target (target to be positioned)

· Application (End-user application for location services)

· Location Server (Providing location data)

· PMD (Pseudonym Mediation Device)

5.2.2.1 Actor Specific Issues

· Positioning target (target to be positioned)

The target is represented by a pseudonym to preserve his/her privacy.

· Application (End-user application for location services)

The application makes location requests on targets represented by pseudonyms.

· Location Server (Providing location data)

Location Server needs to resolve pseudonyms in to verinyms in order to perform a location procedure.

· PMD (Pseudonym Mediation Device)

PMD contains relation mapping between pseudonyms and verinyms.

5.2.2.2 Actor Specific Benefits

· Positioning target (target to be positioned)

Target is willing to provide its location data if he/she can be anonymous (i.e. using a pseudonym).

· Application (End-user application for location services)

Application benefits from location data.

· Location Server (Providing location data)

Location Server needs to access the verinym in order to perform the location procedure.

· PMD (Pseudonym Mediation Device)

PMD has the responsibility to map pseudonyms in to verinyms and verinyms into pseudonyms.

5.2.3 Pre-conditions

An application asks the location server for the position of a target using a pseudonym for the target. The target is associated with a verinym/pseudonym in the PMD.

5.2.4 Post-conditions

The application can perform its task and the target’s privacy is ensured.

5.2.5 Normal Flow


1. An application sends a location request to a location server using a pseudonym for the target to be located.

2. The location server sends a verinym request containing the pseudonym to the PMD.

3. The PMD resolves the pseudonym in to a verinym.

4. PMD sends a verinym response to the location server containing the verinym of the target.

5. The location server performs the location procedure and afterwards transforms the verinym in to the corresponding pseudonym.  The transformation can be done by either making a new request to the PMD or be done internally in the location server.
6. The location server sends a location response to the application with the pseudonym of the target.
6. Requirements
(Normative)

The requirements for the Privacy Checking Protocol are described in [1] and [2] and comply with [3]. 

Further more the Privacy Checking Protocol SHALL follow the guidelines below:

· comply with the OMA Mobile Web Services Framework, which is the common technology framework being developed for OMA service enablers.

· be considered as part of the generic privacy requirements  to support other OMA service enablers as necessary. 
· be written in a manner so that it is applicable in environments other than 3GPP.

Appendix A. Change History
(Informative)

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	No prior version –or- No previous version within OMA


A.2 Draft/Candidate Version 1.0 History


	Document Identifier
	Date
	Sections
	Description

	V1.0- 20031101
	2003-11-01
	
	Rewriting document in new template. Rewriting content after verbal comments from Loc WG. Renumbering after comments from Req WG.

	V1.0.2
	2003-09-09
	
	Renaming of document according to PDN

	V1.0.1
	2003-08-30
	
	Clerical corrections, numbering changed from OMA-LOC-2003-0102-PCPREQ-v1_0_1-20030830-D

	V1.0
	2003-06-09
	
	First Draft
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