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1. Scope

The OMA (Location) Privacy Checking Protocol (PCP) is an application-level protocol for asserting the privacy settings of a mobile subscriber for mobile network provided services. Such services may include e.g. Location and Presence. PCP may be used as the protocol between a network server providing the network service and an external privacy policy resource.

2. References
2.1 Normative References
	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997, URL:http://www.ietf.org/rfc/rfc2234.txt

	[RFC 2616]
	"Hypertext Transfer Protocol –HTTP/1.1"

 June 1999. URL http://www.ietf.org

	[RFC 2246]
	"The TLS Protocol Version 1.0"

January 1999. URL:  http://www.ietf.org

	[XML-1.0]
	"Extensible Markup Language (XML) 1.0" W3C Recommendation: REC-xml-20001006

URL:  http://www.w3c.org

	[IANA]
	Internet Assigned Numbers Authority (IANA)

URL: http://www.iana.org/

	[ASCII]
	US-ASCII. Coded Character Set - 7-Bit American Standard Code for Information Interchange. Standard ANSI X3.4-1986, ANSI, 1986.


2.2 Informative References

	[WAPARCH]
	“WAP Architecture”. Open Mobile Alliance(. WAP‑210‑WAPArch. URL:http//www.wapforum.org/

	[22.071]
	3GPP TS 22.071: "Location Services (LCS); Service description, Stage 1".

	[23.271]
	3GPP TS 23.271: "Functional stage 2 description of LCS"

	[23.032]
	3GPP TS 23.032: " Universal Geographical Area Description (GAD)"

	[E.164]
	ITU-T E.164: "The international public telecommunication numbering plan

	[MLP]
	“Mobile Location Protocol”. Open Mobile Alliance(. LIF-TS-101-V3.0.0. http://www.openmobilealliance.org/


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

Notational Conventions and Generic Grammar

The following rules are used throughout this specification to describe basic parsing constructs.

·  ANSI X3.4-1986 defines the US-ASCII coded character set, see ref. [5]

	CR 
	= <US-ASCII CR, carriage return (13)>

	LF
	= <US-ASCII LF, linefeed (10)>

	SP
	= <US-ASCII SP, space (32)>


· A set of characters enclosed in brackets ([...]) is a one-character expression that matches any of the characters in that set. E.g., "[lcs]" matches either an "l", "c", or "s". A range of characters is indicated with a dash. E.g., "[a-z]" matches any lower-case letter. 

The one-character expression can be followed by an interval operator, for example [a-zA-Z]{min,max} in which case the one-character expression is repeated at least min and at most max times. E.g., "[a-zA-Z]{2,4}" matches for example the strings "at", "Good", and "biG".
3.2 Definitions

	Term 1
	Definition

	Term 2
	Definition

	
	


3.3 Abbreviations

	ANSI
	American National Standards Institute

	DTD
	Document Type Definition

	GMLC
	Gateway Mobile Location Center

	GMT
	Greenwich Mean Time 

	HTTP
	Hypertext Transfer Protocol 

	HTTPS
	HTTP Secure

	LCS
	Location Services

	MLC
	Mobile Location Center

	MLP
	Mobile Location Protocol

	MPC
	Mobile Positioning Center 

	MS
	Mobile Station

	MSID
	Mobile Station Identifier

	OMA
	Open Mobile Alliance

	SSL
	Secure Socket Layer

	TLS
	Transport Layer Security

	URI
	Uniform Resource Identifier

	URL
	Uniform Resource Locator

	WAP
	Wireless Application Protocol

	XML
	Extensible Markup Language


4. Introduction

Location services based on the location of mobile devices are becoming increasingly widespread.  The Location information is sensitive information. Therefore the Location service requires specific care with privacy and security. The PCP (Privacy Checking Protocol) is used to protect the privacy of the user of the  target terminal. 

The PCP is used to check privacy profile of positioning target before providing or gathering location data and the mediation service between a pseudonym and a verinym. The PCP is also utilized in order to do the privacy update notification service. 

The PCP is the protocol between the Location Server and a Location Privacy Checking Entity (PCE). In the 3GPP context, PCP V1.0 will be an instantiation of the stage 2 specifications for the Lid/Lpp reference points [23.271]. The requirements for the PCP V1.0 are described in [23.271] and [22.071] and comply with OMA-RD-MLS-V1.0-20041118-C.

5. Privacy Checking Protocol

5.1 Overview

The Privacy Checking Protocol (PCP) is an application-level protocol for asserting mobile subscribers privacy settings from an external Privacy Checking Entity. PCP may be used as the protocol between a Location Server and an external privacy checking entity.

The Figure 5‑1 show services for location privacy control between three entities, Location Server, Privacy Checking Entity, and MLS Clients. The PCE is equivalent to PPR(Privacy Profile Register) including PMD(Pseudonym Mediation Device) functionality. The Location Request/Response message between location server and MLS client refer to the MLP
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Figure 5‑1 PCP Overview
5.2 PCP Services 

	Service
	Description

	Location Privacy Checking Service
	This is a standard service for checking the privacy settings of a target mobile subscriber in Location.

This service consists of the following messages:

· Location Privacy Assertion Request

· Location Privacy Assertion Response

	Pseudonym/Verinym Mediation Service
	This is a standard service for mediating a Pseudonym and a Verinym of target mobile subscriber in Location. This service consists of the following messages:
· Pseudonym Request
· Pseudonym Response
· Verinym Request
· Verinym Response

	Privacy Profile Update Notification Service
	This is a standard service for notifying the update of Privacy Profile of a target mobile subscriber in Location. This service consists of the following messages:
· Location Privacy Profile Update Notification
· Location Privacy Profile Update Notification Ack


5.3 Protocol Structure
<<Description of PCP transport and use of WSDL >>

TBW

5.4 Security

<<Description of Security considerations – authentication/confidentiality>>

TBW
6. Datatype Definitions

6.1 Identity Datatypes

<< XML schemas for Identity datatypes  such as


clientType


requestorIdType


serviceNumberType


etc..>>

6.1.1 ueidType

<< ueidType is (msidType | pseudoidType)>>

6.1.2 msidType
	<xs:complexType name="msidType">


<xs:annotation>



<xs:documentation>



Description goes here. 



</xs:documentation>


</xs:annotation>


<xs:all>



<xs:element name="msisdn" type="e164NumberType" minOccurs="0"/>



<xs:element name="imsi" type="imsiType" minOccurs="0"/>


</xs:all>

</xs:complexType>

<xs:simpleType name="e164NumberType">


<xs:annotation>



<xs:documentation>



This simple datatype defines a datatype for E.164 international public 



telecommunication number for networks. This datatype defines



E.164 number at a very high level and doesn't define E.164 structure as 



defined in the ITU-T E.164  doc(section 6.2.3). Defining this number 



structure as defined in E.164 is not possible with schema capabilities.



</xs:documentation>


</xs:annotation>


<xs:restriction base="xs:nonNegativeInteger">



<xs:totalDigits value="15"/>


</xs:restriction>

</xs:simpleType>

<xs:simpleType name="serviceNumberType">


<xs:annotation>



<xs:documentation>



This simple datatype defines numbers that may be used to identify 



services.  These may be shortcode numbers or full E.164 international 



public telecommunication number for networks.  This datatype does not



attempt to define the structure of the number beyond limiting it to 



between 3 and 15 digits.



</xs:documentation>


</xs:annotation>


<xs:restriction base="xs:nonNegativeInteger">



<xs:maxLength value="15"/>



<xs:minLength value="3"/>


</xs:restriction>

</xs:simpleType>

<xs:simpleType name="imsiType">


<xs:annotation>



<xs:documentation>



This simple datatype defines a datatype for IMSI number. This defines



IMSI at a very high level and doesn't define IMSI structure as defined



in the 3GPP TS23.003  doc. Defining the IMSI structure datatype as defined 


in TS23.003 is not possible with schema capabilities.



</xs:documentation>


</xs:annotation>


<xs:restriction base="xs:nonNegativeInteger">



<xs:totalDigits value="15"/>


</xs:restriction>

</xs:simpleType>


6.1.3 pseudoidType

<<pseudoidType is a type for pseudonym>>

6.1.4 clientType

<<clientType is a type to identify a requesting client

(clientId, clientType, clientname)>>

6.1.5 clientIdType
	<xs:complexType name="clientIdType">


<xs:sequence>



<xs:choice>




<xs:element name="externalId" type="e164NumberType"/>




<xs:element name="internalId" type="internalIdType"/>



</xs:choice>



<xs:element name="clientType" type="clientTypeType"/>



<xs:element name="clientName" type="xs:string"/>


</xs:sequence>

</xs:complexType>
<xs:simpleType name="internalIdType">


<xs:annotation>



<xs:documentation>



Value "1" represents "LCS client broadcasting location related information"



Value "2" represents "OM LCS client in the HPLMN"



Value "3" represents "OM LCS client in the VPLMN"



Value "4" represents "LCS client recording anonymous location information"



Value "5" represents "LCS Client supporting a bearer service, teleservice or 


supplementary service to the target UE"



</xs:documentation>


</xs:annotation>


<xs:restriction base="xs:positiveInteger">



<xs:minInclusive value="1"/>



<xs:maxInclusive value="5"/>


</xs:restriction>

</xs:simpleType>


6.1.6 requestorIdType

	<xs:complexType name="requestorIdType">


<xs:choice>



<xs:element name="logicalId" type="xs:string"/>



<xs:element name="msisdn" type="e164NumberType"/>



<xs:element name="emailId" type="emailIdType"/>



<xs:element name="AbsoluteHTTPURL" type="AbsoluteHTTPURLType"/>



<xs:element name="SIPURL" type="SIPURLType"/>



<!--xs:element name="IMSPublicId" type="IMSPublicIdType"/-->


</xs:choice>

</xs:complexType>
<xs:simpleType name="AbsoluteHTTPURLType">


<xs:restriction base="xs:string">



<xs:pattern value="[hH][tT][tT][pP][sS]?:(//([^/?#]*))?([^?#]*)(\?([^#]*))?(#(.*))?"/>


</xs:restriction>

</xs:simpleType>

<xs:simpleType name="SIPURLType">


<xs:annotation>



<xs:documentation>



SIP URL pattern is defined based on the SIP URL description provided in RFC 2543



(Section 2)



</xs:documentation>


</xs:annotation>


<xs:restriction base="xs:string">



<xs:pattern value="[sS][iI][pP][sS]?:(//([^/?#]*))?([^?#]*)(\?([^#]*))?(#(.*))?"/>


</xs:restriction>

</xs:simpleType>

<xs:simpleType name="emailIdType">


<xs:restriction base="xs:string">



<xs:pattern value="(\w+\.)*\w+@(\w+\.)+\w+"/>


</xs:restriction>

</xs:simpleType>

<!--xs:complexType name="IMSPublicIdType">


<xs:choice>



<xs:element name="e164Number" type="e164NumberType"/>



<xs:element name="SIPURL" type="SIPURLType"/>


</xs:choice>

</xs:complexType-->


6.1.7 serviceidType

	<xs:element name="serviceid" type="xs:string" minOccurs="0"/>





6.1.8 callSessionRelatedIdType

<< callSessionRelatedIdType is a type to identifies whether the request is for the call/session related request >>

6.1.9 codewordType

	<xs:element name="codewordType" type="xs:string" minOccurs="0"/>


6.2 Functional Datatypes

<< XML schemas for Functional datatypes  such as


internalIdType


servingNodeType


roamingType


authorizationType


LocationTypeType


statusType


etc…>>
6.2.1 roamingType

	<xs:complexType name="roamingType">


<xs:attribute name="flag" type="xs:boolean" use="required"/>

</xs:complexType>


6.2.2 servingNodeType

	<xs:complexType name="servingNodeType">


<xs:simpleContent>



<xs:extension base="xs:integer">




<xs:attribute name="capability" use="required">





<xs:annotation>






<xs:documentation>






Value 1 represents R98 and R99 capabilities set






Value 2 represents Rel 4 capabilities set






Value 3 represents Rel 5 capabilities set






Value 4 represents Rel 6 or later capabilities set






</xs:documentation>





</xs:annotation>





<xs:simpleType>






<xs:restriction base="xs:integer">







<xs:minInclusive value="1"/>






</xs:restriction>





</xs:simpleType>




</xs:attribute>



</xs:extension>


</xs:simpleContent>

</xs:complexType>


6.2.3 locationEstimate

<<

	<xs:element name="locationEstimate" type="xs:string"/>


This schema should be changed to Shape Type in MLP>>

6.2.4 privacyActionType

<< privacyActionType := ( (call/session-unrelated privacy action, call/session-related privacy action?)

|pseudo_external_id)>>

6.2.5 additionalLocationCheckType

<<additionalLocationCheckType indicate whether aditional privacy check is needed after location estimation

:= (True|False)>>

6.3 ServiceType Datatypes

<< XML schemas for ServiceType datatypes >>
6.3.1 clientTypeType

	<xs:simpleType name="clientTypeType">


<xs:restriction base="xs:string">



<xs:enumeration value="Value Added"/>



<xs:enumeration value="Emergency"/>



<xs:enumeration value="PLMN Operator"/>



<xs:enumeration value="Lawful Interception"/>


</xs:restriction>

</xs:simpleType>


6.3.2 serviceTypeType
	<xs:simpleType name="ServiceTypeType">


<xs:annotation>



<xs:documentation>



According to the latest 3GPP document, these are the Service Types:



Value “0” represents “emergencyServices”



Value “1” represents “emergencyAlertServices”



Value “2” represents “personTracking”



Value “3” represents “fleetManagement”



Value “4” represents “assetManagement”



Value “5” represents “trafficCongestionReporting”



Value “6” represents “roadsideAssistance”



Value “7” represents “routingToNearestCommercialEnterprise”



Value “8” represents “navigation”



Value “9” represents “citySightseeing”



Value “10” represents “localizedAdvertising”



Value “11” represents “mobileYellowPages”



Value “12” represents “trafficAndPublicTransportationInfo”



Value “13” represents “weather”



Value “14” represents “assetAndServiceFinding”



Value “15” represents “gaming”



Value “16” represents “findYourFriend”



Value “17” represents “dating”



Value “18” represents “chatting”



Value “19” represents “routeFinding”



Value “20” represents “whereAmI”



Value “21” – 255 represents “Non Standard LCS Services”



</xs:documentation>


</xs:annotation>


<xs:restriction base="xs: nonNegativeInteger">



<xs:minInclusive value="0"/>



<xs:maxInclusive value="255"/>


</xs:restriction>

</xs:simpleType>



6.3.3 locationTypeType

	<xs:simpleType name="locationTypeType">


<xs:annotation>



<xs:documentation>



According to the latest 3GPP document, there are three types of location 



types in the LCS authorisation request.



Value "1" represents "current location"



Value "2" represents "current or last known location"



Value "3" represents "initial location"



</xs:documentation>


</xs:annotation>


<xs:restriction base="xs:positiveInteger">



<xs:minInclusive value="1"/>



<xs:maxInclusive value="3"/>


</xs:restriction>

</xs:simpleType>


6.3.4 reqTypeType

	<!-- xs:complexType name="reqTypeType">


<xs:simpleContent>



<xs:extension base="xs:string">




<xs:attribute name="type" default="LIR">





<xs:simpleType>






<xs:restriction base="xs:string">







<xs:enumeration value="LIR"/>







<xs:enumeration value="LDR"/>






</xs:restriction>





</xs:simpleType>




</xs:attribute>



</xs:extension>


</xs:simpleContent>

</xs:complexType -->


6.4 Result Datatypes

6.4.1 ResultType

<<resultTypes for error codes>>

7. Service Definitions

7.1 Header Components
7.1.1 Header Primitives
	Parameter name
	Status
	Description

	version

pceClient

pceServer

<To be Expanded>
	M

C

C
	Version
Identifies the service requesting client for privacy assertion service or pseudonym/verinym mediation service 
Identifies the notifying privacy checking entity for privacy profile update notification service


7.1.2 Header Schema

<< XML Schema for PCP Header>>

TBW
7.2 Location Privacy Assertion Service

This service is used between a Location Server and an external Privacy Checking Entity.
7.2.1 Message Flow

This is a standard service for asserting the privacy settings of a target mobile subscriber, for which a third party has requested the location.

The service consists of the following messages:

· Location Privacy Assertion Request

· Location Privacy Assertion Response
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7.2.2 Service Primitives

7.2.2.1 Location Privacy Assertion Request

	Parameter name
	Status
	Description

	ueid
	M
	Identity of the target subscriber
If PCS supports pseudonym/verinym mediation services, pseudonym of target subscriber

	client
	M
	Identifies the client
1) Identity of LCS client, i.e. LCS client external identity or internal identity
2) Type of LCS client, i.e. Value added, Emergency, PLMN operator or Lawful interception 
3) Name of LCS client, if needed(and type of LCS client name if available) 

	callSessionRelatedId
	O
	Identifies whether Call/Session Related Request

	Serviceid
	O
	Identifies the service

	Servicetype
	O
	Indicates the category of service

	session
	O
	Identifies the CS or PS session between the terminal and application

	requestor
	O
	Identifies the mobile subscriber requesting the location based service

	codeword
	O
	Identity of the requesting subscriber

	locationType
	O
	Type of location, i.e. “current location”, “current or last known location” or “initial location”

	reqtype
	O
	Immediate/Deferred location request

	roaming
	M
	Indication whether the subscriber is roaming or not

	servingnNode 
	O
	Address of the serving node – E.164 number
And, if needed, LCS capability set of serving node

	LocationEstimate
	O
	Location estimate, if needed and available

(This is only relevant for location privacy assertion request with location estimate) 


7.2.2.2 Location Privacy Assertion Response
	Parameter name
	Status
	Description

	Success
	
	

	· privacyAction
	M
	If the serving node supports rel’6 or later LCS,

· Indicator for call/session related class of privacy check related actions, if needed

· Indicator for call/session unrelated class of privacy check related actions, if needed

If the serving node supports pre-rel’6 LCS,

· Pseudo External ID

	· additionalLocationCheck
	C
	Indicator on additional privacy check with location estimate

For the location request to be fully authorized, an additional Location Privacy Assertion Request with location estimate is needed when the Location Server has received the location information of the target UE.

	· msid
	C
	Identity of target subscriber, in case Location Privacy Assertion Request contains the pseudonym of target UE and pseudonym/verinym mediation service is supported in PCE

	Failed 

· result
	M
	Error Code


7.2.3 Service Schema

7.2.3.1 Location Privacy Assertion Request
<<Example for Location Privacy Assertion Request Message >>

7.2.3.2 Location Privacy Assertion Response
<<Example for Location Privacy Assertion Response Message >>

7.3 Pseudonym/Verinym Mediation Service

7.3.1 Message Flow

7.3.2 Service Primitives

7.3.3 Service Schema

7.4 Privacy Profile Update Notification Service

This service is used between a Location Server and PPR(Privacy Profile Register), equivalent to PCE. This service provides location privacy profile update notification and notification ack message to notifying and verifying notification of target subscriber’s privacy profile update
7.4.1 Message Flow

This is a standard service for notifying the update of location privacy profile of a target mobile subscriber, for which location server has requested the location privacy assertion.

The service consists of the following messages:

· Location Privacy Profile Update Notification
· Location Privacy Profile Update Notification Ack
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7.4.2 Service Primitives

7.4.2.1 Location Privacy Profile Update Notification
	Parameter name
	Status
	Description

	msid
	M
	Identity of the target subscriber who update privacy profile


7.4.2.2 Location Privacy Profile Update Notification Ack
	Parameter name
	Status
	Description

	Success;

· ack
	C
	Acknowledgement of profile update notification message

	Faild;

· result
	C
	Error Code


7.4.3 Service Schema

TBW
8. Elements and Attributes in XML Schema
8.1 Location

8.1.1 authorized

	Description:

	Indication that the privacy settings of the target mobile subscriber was successfully asserted and the location request is authorized.

	Type:
	Element

	Format:
	N/A

	Defined values:
	N/A

	Default value:
	N/A

	Example:
	</authorized action=”2”>

	Note:
	


8.1.1.1 action

	Description:

	Indicates the action to be taken by the mobile network to verify and or notify the target mobile subscriber that he is being positioned.

	Type:
	Attribute

	Defined values:
	1
	Positioning allowed without notifying the target mobile subscriber.

	
	2
	Positioning allowed with notification to the target mobile subscriber

	
	3
	Positioning requires notification and verification by the target mobile subscriber; positioning is allowed only if granted by the target mobile subscriber or if there is no response to the notification.

	
	4
	Positioning requires notification and verification by the target mobile subscriber; positioning is allowed only if granted by the target mobile subscriber.

	
	
	

	Default value:
	N/A

	Example:
	</authorized action=”2”>

	Note:
	


8.1.2 conditional

	Description:

	Indication that the privacy settings of the target mobile subscriber were successfully asserted and the location request is only conditionally authorized. Additional assertion is required based on the location of the subscriber. A new Location Privacy Assertion Request is required after the location of the target mobile subscriber have been obtained.

	Type:
	Element

	Format:
	N/A

	Defined values:
	N/A

	Default value:
	N/A

	Example:
	</conditional>

	Note:
	


8.1.3 failed

	Description:

	Indication that the privacy settings of the target mobile subscriber were not successfully asserted and the location request is not authorized.

	Type:
	Element

	Format:
	N/A

	Defined values:
	N/A

	Default value:
	N/A

	Example:
	</failed>

	Note:
	


Editor's note: This list needs reworking because it is far from complete. In addition it should be checked if  there are elements in MLP which can be reused or referenced.

9. WSDL Definitions

9.1 PCP Common Interface Definition

<wsdl:definitions xmlns:tns="http://www.openmobilealliance.org/wsdl/loc_pce/v1.0/pce-definitions" xmlns:loc_pce="http://www.openmobilealliance.org/schemas/loc_pce/v1.0/" xmlns:xs="http://www.w3.org/2001/XMLSchema" xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/" xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/" xmlns="http://schemas.xmlsoap.org/wsdl/" targetNamespace="http://www.openmobilealliance.org/wsdl/loc_pce/v1.0/pce-definitions">

<types>


<xs:schema>



<xs:import namespace="http://www.openmobilealliance.org/schemas/loc_pce/v1.0/" schemaLocation="PCPtypes.xsd"/>


</xs:schema>

</types>

<message name="LocationPrivacyAssertionRequest">


<part name="LpaReq" element="loc_pce:LpaReq"/>

</message>

<message name="LocationPrivacyAssertionResponse">


<part name="LpaRes" element="loc_pce:LpaRes"/>

</message>

<message name="LocationPrivacyAssertionFaultMessage">


<part name="Status" element="loc_pce:Status"/>

</message>

<message name="LocationAnonymousIDRequest">


<part name="asidReq" element="loc_pce:asidReq"/>

</message>

<message name="LocationAnonymousIDResponse">


<part name="asidRes" element="loc_pce:asidRes"/>

</message>

<message name="LocationAnonymousIDFaultMessage">


<part name="Status" element="loc_pce:Status"/>

</message>

<message name="LocationmsidRequest">


<part name="msidReq" element="loc_pce:msidReq"/>

</message>

<message name="LocationmsidResponse">


<part name="msidRes" element="loc_pce:msidRes"/>

</message>

<message name="LocationmsidFaultMessage">


<part name="Status" element="loc_pce:Status"/>

</message>

<portType name="LPAPort">


<operation name="PrivacyAssertionRQ">



<input message="tns:LocationPrivacyAssertionRequest"/>



<output message="tns:LocationPrivacyAssertionResponse"/>



<fault name="Status" message="tns:LocationPrivacyAssertionFaultMessage"/>


</operation>

</portType>

<portType name="asidPort">


<operation name="AnonymousIDRQ">



<input message="tns:LocationAnonymousIDRequest"/>



<output message="tns:LocationAnonymousIDResponse"/>



<fault name="Status" message="tns:LocationAnonymousIDFaultMessage"/>


</operation>

</portType>

<portType name="msidPort">


<operation name="MsidRQ">



<input message="tns:LocationmsidRequest"/>



<output message="tns:LocationmsidResponse"/>



<fault name="Status" message="tns:LocationmsidFaultMessage"/>


</operation>

</portType>

<binding name="LPABinding" type="tns:LPAPort">


<soap:binding style="document" transport="http://schemas.xmlsoap.org/soap/http/"/>


<operation name="PrivacyAssertionRQ">



<soap:operation soapAction="http://www.openmobilealliance.org/schemas/loc_pce/v1.0/?operation=PrivacyAssertionRQ"/>



<input>




<soap:body use="literal" encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"/>



</input>



<output>




<soap:body use="literal" encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"/>



</output>



<fault name="Status">




<soap:fault name="Status" use="literal" encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"/>



</fault>


</operation>

</binding>

<binding name="asidBinding" type="tns:asidPort">


<soap:binding style="document" transport="http://schemas.xmlsoap.org/soap/http/"/>


<operation name="AnonymousIDRQ">



<soap:operation soapAction="http://www.openmobilealliance.org/schemas/loc_pce/v1.0/?operation=AnonymousIDRQ"/>



<input>




<soap:body use="literal" encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"/>



</input>



<output>




<soap:body use="literal" encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"/>



</output>



<fault name="Status">




<soap:fault name="Status" use="literal" encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"/>



</fault>


</operation>

</binding>

<binding name="msidBinding" type="tns:msidPort">


<soap:binding style="document" transport="http://schemas.xmlsoap.org/soap/http/"/>


<operation name="MsidRQ">



<soap:operation soapAction="http://www.openmobilealliance.org/schemas/loc_pce/v1.0/?operation=MsidRQ"/>



<input>




<soap:body use="literal" encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"/>



</input>



<output>




<soap:body use="literal" encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"/>



</output>



<fault name="Status">




<soap:fault name="Status" use="literal" encodingStyle="http://schemas.xmlsoap.org/soap/encoding/"/>



</fault>


</operation>

</binding>
</wsdl:definitions>
9.2 Service Interface Definition

<?xml version="1.0"?>
<definitions targetNamespace="http://www.openmobilealliance.org/wsdl/loc_pce/v1.0/pce-definitions"
xmlns:tns="http://www.openmobilealliance.org/wsdl/loc_pce/v1.0/pce-definitions"
xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmlns="http://schemas.xmlsoap.org/wsdl/">

<import namespace="http://www.openmobilealliance.org/wsdl/loc_pce/v1.0/pce-definitions" location="PCPcommon.wsdl"/>

<service name="LPAService">


<port name="LPASOAPPort" binding="tns:LPABinding">



<soap:address location="http://www.locservice.com/lpaendpoint"/>


</port>

</service>

<service name="asidService">


<port name="asidSOAPPort" binding="tns:asidBinding">



<soap:address location="http://www.locservice.com/asidendpoint"/>


</port>

</service>

<service name="msidService">


<port name="msidSOAPPort" binding="tns:msidBinding">



<soap:address location="http://www.locservice.com/msidendpoint"/>
       </port> </service> </definitions> 

10. Result codes 

10.1 Result codes

This table defines the result codes that indicate the result of the request or individual positioning. The error codes are divided in ranges:

	0
	-
	99
	Privacy Checking Entity specific errors

	100
	-
	199
	Request specific errors

	200
	-
	299
	Network specific errors

	300
	-
	499
	Reserved for future use

	500
	-
	599
	Vendor specific errors


	Resid
	Slogan
	Description

	0
	OK
	Reserved for future use.

	1
	SYSTEM FAILURE
	The request can not be handled because of a general problem in the privacy checking entity.

	2
	UNSPECIFIED ERROR
	An unspecified error used in case none of the other errors applies.

	3
	UNAUTHORIZED APPLICATION
	The requesting location-based application is not allowed to access the location server or a wrong password has been supplied.

	4
	UNKNOWN SUBSCRIBER
	Unknown subscriber. The user is unknown, i.e. no such subscription exists.

	101
	CONGESTION IN PCE
	The request cannot be handled due to congestion in the Privacy Checking Entity.

	103
	UNSUPPORTED VERSION
	The Privacy Checking Entity does not support the indicated protocol version.

	105
	FORMAT ERROR
	A protocol element in the request has invalid format.

	106
	SYNTAX ERROR
	The request has invalid syntax.

	107
	PROTOCOL ELEMENT NOT SUPPORTED
	The Privacy Checking Entity does not support some protocol element(s) specified in the request.

	108
	SERVICE NOT SUPPORTED
	The requested service is not supported in the Privacy Checking Entity.

	109
	PROTOCOL ELEMENT ATTRIBUTE NOT SUPPORTED
	A protocol element attribute is not supported in the Privacy Checking Entity.

	110
	INVALID PROTOCOL ELEMENT VALUE
	A protocol element in the request has an invalid value.

	111
	INVALID PROTOCOL ELEMENT ATTRIBUTE VALUE
	A protocol element attribute in the request has a wrong value.

	112
	PROTOCOL ELEMENT VALUE NOT SUPPORTED
	A specific value of a protocol element is not supported in the Privacy Checking Entity.

	113
	PROTOCOL ELEMENT ATTRIBUTE VALUE NOT SUPPORTED
	A specific value of a protocol element attribute is not supported in the Privacy Checking Entity.

	204
	DISALLOWED BY LOCAL REGULATIONS
	The request is disallowed by local regulatory requirements.

	207
	MISCONFIGURATION OF PRIVACY CHECKING ENTITY
	The Privacy Checking Entity is not completely configured to be able to respond to the request.

	500 -599
	
	Vendor specific errors


Appendix A. PCP XML Schema

<?xml version="1.0" encoding="UTF-8"?>
<xs:schema targetNamespace="http://www.openmobilealliance.org/schemas/loc_pce/v1.0/" xmlns="http://www.openmobilealliance.org/schemas/loc_pce/v1.0/" xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified">

<xs:annotation>


<xs:documentation>


This schema defines the datatypes required for the PCP.



All the required datatypes and also the request and response datatype



are defined in this schema.



</xs:documentation>

</xs:annotation>

<!-- ===========================Definition for lpaReqType ====================-->

<xs:element name="LpaReq" type="lpaReqType"/>

<xs:complexType name="lpaReqType">


<xs:annotation>



<xs:documentation>




This service allows the privacy settings for a UE terminal to be checked





for a  particular client and service.




</xs:documentation>


</xs:annotation>


<xs:sequence>



<xs:element name="msid" type="msidType"/>



<xs:element name="session" type="xs:string" minOccurs="0"/>



<xs:element name="clientId" type="clientIdType"/>



<xs:element name="serviceType" type="serviceTypeType"/>




<xs:element name="codeword" type="xs:string" minOccurs="0"/>



<xs:element name="requestorId" type="requestorIdType" minOccurs="0"/>



<xs:element name="locationType" type="locationTypeType"/>



<xs:element name="roaming" type="roamingType"/>



<xs:element name="servingNode" type="servingNodeType"/>



<xs:element name="locationEstimate" type="xs:string"/>



<xs:element name="clientType" type="clientTypeType"/>







<xs:element name="clientName" type="xs:string" minOccurs="0"/>



<xs:element name="serviceid" type="xs:string" minOccurs="0"/>







<xs:element name="reqType" type="reqType" />


</xs:sequence>


<xs:attribute name="ver" type="xs:string" default="1.0.0"/>

</xs:complexType>

<!-- ===========================End of definition for lpaReqType ====================-->

<!-- ===========================Definition for asidReqType ====================-->

<xs:element name="asidReq" type="asidReqType"/>

<xs:complexType name="asidReqType">


<xs:annotation>



<xs:documentation>




This service enables an ASID to be obtained from a MSISDN.  The 





details of the service need to be provided in order to obtain the





correct ASID and to authenticate the access.




</xs:documentation>


</xs:annotation>


<xs:sequence>



<xs:element name="clientType" type="clientTypeType" minOccurs="0"/>



<xs:choice>




<xs:sequence>





<xs:element name="clientId" type="clientIdType"/>





<xs:element name="serviceId" type="xs:string"/>




</xs:sequence>




<xs:element name="serviceURL" type="AbsoluteHTTPURLType"/>




<xs:element name="serviceNumber" type="serviceNumberType"/>



</xs:choice>



<xs:element name="msid" type="msidType"/>

</xs:sequence>


<xs:attribute name="ver" type="xs:string" default="1.0.0"/>

</xs:complexType>

<!-- ===========================End of definition for asidReqType ====================-->

<!-- ===========================Definition for msidReqType ====================-->

<xs:element name="msidReq" type="msidReqType"/>

<xs:complexType name="msidReqType">


<xs:annotation>



<xs:documentation>




This service enables an MSID to be obtained from a ASID.  The 





details of the service need to be provided in order to obtain the





correct MSISDN and to validate and authenticate the access.




</xs:documentation>


</xs:annotation>


<xs:sequence>



<xs:element name="clientType" type="clientTypeType" minOccurs="0"/>



<xs:choice>




<xs:sequence>





<xs:element name="clientId" type="clientIdType"/>





<xs:element name="serviceId" type="xs:string"/>




</xs:sequence>




<xs:element name="serviceURL" type="AbsoluteHTTPURLType"/>




<xs:element name="serviceNumber" type="serviceNumberType"/>



</xs:choice>



<xs:element name="asid" type="xs:string"/>


</xs:sequence>


<xs:attribute name="ver" type="xs:string" default="1.0.0"/>

</xs:complexType>

<!-- ===========================End of definition for msidReqType ====================-->

<!-- ===========================Definition for msidType ====================-->

<xs:complexType name="msidType">


<xs:annotation>



<xs:documentation>



Description goes here. 




</xs:documentation>


</xs:annotation>


<xs:all>



<xs:element name="msisdn" type="e164NumberType" minOccurs="0"/>



<xs:element name="imsi" type="imsiType" minOccurs="0"/>


</xs:all>

</xs:complexType>

<xs:simpleType name="e164NumberType">


<xs:annotation>



<xs:documentation>




This simple datatype defines a datatype for E.164 international public 





telecommunication number for networks. This datatype defines





E.164 number at a very high level and doesn't define E.164 structure as 





defined in the ITU-T E.164  doc(section 6.2.3). Defining this number 





structure as defined in E.164 is not possible with schema capabilities.




</xs:documentation>


</xs:annotation>


<xs:restriction base="xs:nonNegativeInteger">



<xs:totalDigits value="15"/>


</xs:restriction>

</xs:simpleType>

<xs:simpleType name="serviceNumberType">


<xs:annotation>



<xs:documentation>




This simple datatype defines numbers that may be used to identify 





services.  These may be shortcode numbers or full E.164 international 





public telecommunication number for networks.  This datatype does not





attempt to define the structure of the number beyond limiting it to 





between 3 and 15 digits.




</xs:documentation>


</xs:annotation>


<xs:restriction base="xs:nonNegativeInteger">



<xs:maxLength value="15"/>



<xs:minLength value="3"/>


</xs:restriction>

</xs:simpleType>

<xs:simpleType name="imsiType">


<xs:annotation>



<xs:documentation>




This simple datatype defines a datatype for IMSI number. This defines





IMSI at a very high level and doesn't define IMSI structure as defined





in the 3GPP TS23.003  doc. Defining the IMSI structure datatype as defined in TS23.003 is not possible with schema capabilities.




</xs:documentation>


</xs:annotation>


<xs:restriction base="xs:nonNegativeInteger">



<xs:totalDigits value="15"/>


</xs:restriction>

</xs:simpleType>

<!-- =====================End of definition for msidType ===================-->

<!-- ===================== Definition for Client Id Type ====================-->

<xs:complexType name="clientIdType">


<xs:sequence>



<xs:choice>




<xs:element name="externalId" type="e164NumberType"/>




<xs:element name="internalId" type="internalIdType"/>



</xs:choice>



<xs:element name="clientType" type="clientTypeType"/>



<xs:element name="clientName" type="xs:string"/>


</xs:sequence>

</xs:complexType>

<!-- =====================End of definition for Client Id Type ==============-->

<!-- ===================== Definition for Client Id Type ====================-->

<!--xs:complexType name="clientIdType">



<xs:sequence>




<xs:element name="externalId" type="e164NumberType" minOccurs="0"/>




<xs:element name="internalId" type="internalIdType" minOccurs="0"/>




<xs:element name="clientType" type="clientTypeType"/>




<xs:element name="clientName" type="xs:string"/>



</xs:sequence>


</xs:complexType-->

<!-- =====================End of definition for Client Id Type ==============-->

<!-- ===================== Definition for InternalId Type ==================-->

<xs:simpleType name="internalIdType">


<xs:annotation>



<xs:documentation>
Value "1" represents "LCS client broadcasting location related information"





Value "2" represents "OM LCS client in the HPLMN"





Value "3" represents "OM LCS client in the VPLMN"

Value "4" represents "LCS client recording anonymous location

information"

Value "5" represents "LCS Client supporting a bearer service, teleservice or supplementary service to the target UE"




</xs:documentation>


</xs:annotation>


<xs:restriction base="xs:positiveInteger">



<xs:minInclusive value="1"/>



<xs:maxInclusive value="5"/>


</xs:restriction>

</xs:simpleType>

<!-- ===================== Definition for InternalId Type ==================-->

<!-- ===================== Definition for Client type Type ==================-->

<xs:simpleType name="clientTypeType">


<xs:restriction base="xs:string">



<xs:enumeration value="Value Added"/>



<xs:enumeration value="Emergency"/>



<xs:enumeration value="PLMN Operator"/>



<xs:enumeration value="Lawful Interception"/>


</xs:restriction>

</xs:simpleType>

<!-- =====================End of definition for Client type Type ============-->

<!-- ===================== Definition for Requestor Id Type =================-->

<xs:complexType name="requestorIdType">


<xs:choice>



<xs:element name="logicalId" type="xs:string"/>



<xs:element name="msisdn" type="e164NumberType"/>



<xs:element name="emailId" type="emailIdType"/>



<xs:element name="AbsoluteHTTPURL" type="AbsoluteHTTPURLType"/>



<xs:element name="SIPURL" type="SIPURLType"/>



<!--xs:element name="IMSPublicId" type="IMSPublicIdType"/-->


</xs:choice>

</xs:complexType>

<!-- =====================End of definition for Requestor Id Type ===========-->

<!-- ===================== Definition for Location type Type ================-->

<xs:simpleType name="locationTypeType">


<xs:annotation>



<xs:documentation>



According to the latest 3GPP document, there are three types of location 




types in the LCS authorisation request.




Value "1" represents "current location"




Value "2" represents "current or last known location"




Value "3" represents "initial location"




</xs:documentation>


</xs:annotation>


<xs:restriction base="xs:positiveInteger">



<xs:minInclusive value="1"/>



<xs:maxInclusive value="3"/>


</xs:restriction>

</xs:simpleType>

<!-- =====================End of definition for Location type Type ==========-->

<!-- ===================== Definition for RoamingType =======================-->

<xs:complexType name="roamingType">


<xs:attribute name="flag" type="xs:boolean" use="required"/>

</xs:complexType>

<!-- =====================End of definition for RoamingType =================-->

<!-- ===================== Definition for ServingnodeType =======================-->

<xs:complexType name="servingNodeType">


<xs:simpleContent>



<xs:extension base="xs:integer">




<xs:attribute name="capability" use="required">





<xs:annotation>






<xs:documentation>






Value 1 represents R98 and R99 capabilities set







Value 2 represents Rel 4 capabilities set







Value 3 represents Rel 5 capabilities set







Value 4 represents Rel 6 or later capabilities set







</xs:documentation>





</xs:annotation>





<xs:simpleType>






<xs:restriction base="xs:integer">







<xs:minInclusive value="1"/>






</xs:restriction>





</xs:simpleType>




</xs:attribute>



</xs:extension>


</xs:simpleContent>

</xs:complexType>

<!-- =====================End of definition for ServingnodeType =================-->

<!-- ===================== Definition for reqType ===========================-->

<!-- xs:complexType name="reqType">



<xs:simpleContent>




<xs:extension base="xs:string">





<xs:attribute name="type" default="LIR">






<xs:simpleType>







<xs:restriction base="xs:string">








<xs:enumeration value="LIR"/>








<xs:enumeration value="LDR"/>







</xs:restriction>






</xs:simpleType>





</xs:attribute>




</xs:extension>



</xs:simpleContent>


</xs:complexType -->

<!-- =====================End of definition for reqType ===================-->

<!-- ================= Definition for AbsoluteHTTPURLType =================-->

<xs:simpleType name="AbsoluteHTTPURLType">


<xs:restriction base="xs:string">



<xs:pattern value="[hH][tT][tT][pP][sS]?:(//([^/?#]*))?([^?#]*)(\?([^#]*))?(#(.*))?"/>


</xs:restriction>

</xs:simpleType>

<!-- =================End of definition for AbsoluteHTTPURLType ===========-->

<!-- ===================== Definition for SIPURLType ======================-->

<xs:simpleType name="SIPURLType">


<xs:annotation>



<xs:documentation>



SIP URL pattern is defined based on the SIP URL description provided in RFC 2543




(Section 2)




</xs:documentation>


</xs:annotation>


<xs:restriction base="xs:string">



<xs:pattern value="[sS][iI][pP][sS]?:(//([^/?#]*))?([^?#]*)(\?([^#]*))?(#(.*))?"/>


</xs:restriction>

</xs:simpleType>

<!-- =====================End of definition for SIPURLType ================-->

<!-- ===================== Definition for emailIdType =====================-->

<xs:simpleType name="emailIdType">


<xs:restriction base="xs:string">



<xs:pattern value="(\w+\.)*\w+@(\w+\.)+\w+"/>


</xs:restriction>

</xs:simpleType>

<!-- =====================End of definition for emailIdType ===============-->

<!-- ================== Definition for IMSPublicIdType ====================-->

<!--xs:complexType name="IMSPublicIdType">



<xs:choice>




<xs:element name="e164Number" type="e164NumberType"/>




<xs:element name="SIPURL" type="SIPURLType"/>



</xs:choice>


</xs:complexType-->

<!-- ==================End of definition for IMSPublicIdType ==============-->

<!-- ===================== Definition for lpaResType =====================-->

<xs:element name="LpaRes" type="lpaResType"/>

<xs:complexType name="lpaResType">


<xs:sequence>



<xs:element name="callrelatedresponse" type="responseType"/>



<xs:element name="callunrelatedresponse" type="responseType"/>



<xs:any minOccurs="0"/>


</xs:sequence>


<xs:attribute name="ver" type="xs:string" default="1.0.0"/>

</xs:complexType>

<!-- ===================End of definition for lpaResType ==============-->

<!-- ===================== Definition for responseType =======================-->

<xs:complexType name="responseType">


<xs:choice>



<xs:element name="authorized" type="authorizationType"/>



<xs:element name="conditional" nillable="true"/>



<xs:element name="failed" nillable="true"/>


</xs:choice>

</xs:complexType>

<!-- ================ End of definition for responseType ==================-->

<!-- ===================== Definition for asidResType =====================-->

<xs:element name="asidRes" type="asidResType"/>

<xs:complexType name="asidResType">


<xs:sequence>



<xs:element name="asid" type="xs:string"/>


</xs:sequence>


<xs:attribute name="ver" type="xs:string" default="1.0.0"/>

</xs:complexType>

<!-- ===================End of definition for asidResType ==============-->

<!-- ===================== Definition for msidResType =====================-->

<xs:element name="msidRes" type="msidResType"/>

<xs:complexType name="msidResType">


<xs:sequence>



<xs:element name="msid" type="msidType"/>


</xs:sequence>


<xs:attribute name="ver" type="xs:string" default="1.0.0"/>

</xs:complexType>

<!-- ===================End of definition for asidResType ==============-->

<!-- ================= Definition for authorizationType ===================-->

<xs:complexType name="authorizationType">


<xs:attribute name="action" use="required">



<xs:simpleType>




<xs:restriction base="xs:positiveInteger">





<xs:minInclusive value="1"/>





<xs:maxInclusive value="4"/>




</xs:restriction>



</xs:simpleType>


</xs:attribute>

</xs:complexType>

<!-- ===============End of definition for authorizationType =================-->

<!-- =================== Definition for statusElement =======================-->

<xs:element name="Status" type="StatusType"/>

<!-- =====================End of definition for statusElement ===============-->

<!-- ===================== Definition for statusType ========================-->

<xs:complexType name="StatusType">


<xs:sequence>



<xs:element name="StatusCode" type="StatusCodeType"/>



<xs:element name="StatusText" type="xs:string"/>



<xs:element name="Details" type="xs:string"/>


</xs:sequence>

</xs:complexType>

<!-- =====================End of definition for statusType ==================-->

<!-- ===================== Definition for statusCodeType ====================-->

<xs:simpleType name="StatusCodeType">


<xs:restriction base="xs:integer">



<xs:minInclusive value="0"/>



<xs:maxInclusive value="599"/>


</xs:restriction>

</xs:simpleType>

<!-- =====================End of definition for statusCodeType ==============-->
<!-- ===================== Definition for ServiceTypeType definition ================-->

<xs:simpleType name="ServiceTypeType">


<xs:annotation>



<xs:documentation>




According to the latest 3GPP document, these are the Service Types:




Value “0” represents “emergencyServices”




Value “1” represents “emergencyAlertServices”




Value “2” represents “personTracking”




Value “3” represents “fleetManagement”




Value “4” represents “assetManagement”




Value “5” represents “trafficCongestionReporting”




Value “6” represents “roadsideAssistance”




Value “7” represents “routingToNearestCommercialEnterprise”




Value “8” represents “navigation”




Value “9” represents “citySightseeing”




Value “10” represents “localizedAdvertising”




Value “11” represents “mobileYellowPages”




Value “12” represents “trafficAndPublicTransportationInfo”




Value “13” represents “weather”




Value “14” represents “assetAndServiceFinding”




Value “15” represents “gaming”




Value “16” represents “findYourFriend”




Value “17” represents “dating”




Value “18” represents “chatting”




Value “19” represents “routeFinding”




Value “20” represents “whereAmI”




Value “21” – 255 represents “Non Standard LCS Services”




</xs:documentation>



</xs:annotation>


<xs:restriction base="xs:nonNegativeInteger">



<xs:minInclusive value="0"/>



<xs:maxInclusive value="255"/>


</xs:restriction>

</xs:simpleType>

<!-- ===================== End of ServiceTypeType definition ==========-->
</xs:schema>
Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [IOPPROC].

	Item
	Function
	Reference
	Status
	Requirement

	
	
	
	M
	

	
	
	
	O
	


Editor's note: The (original) reference to [CREQ] was replaced by [IOPPROC] as a Class 3 change by the editor.

Editor's note: The empty table is left here as a reminder to complete this task. 

Appendix C. Adaptation to 3GPP LCS 
(Informative)

C.1 Version mapping between 3GPP TS23.271 and this specification

The following table shows the version number of this specification conforming to a certain version of 3GPP TS23.271, i.e. the version of this specification for the correct reference in a certain version of the 3GPP specification.

	3GPP TS23.271 version number
	Conforming version number of OMA PCP…

	Release 6
	Version 1


Note:
In case there are versions not appearing in this table, it should be interpreted that such update did not affect the other specification. That is, the version number not appearing in the table should apply to the conformance mapping for the closest smaller version number in the table. 

C.2 The terminology mapping table with 3GPP LCS Specifications

The following is a list of the terms in PAP used differently from the ones defined for 3GPP:

	Term
	
	Notes

	PAP
	3GPP
	

	Privacy Checking Entity
	Privacy Profile Register
	

	
	
	

	
	
	

	
	
	


C.3 The corresponding terms used for the location procedures in 3GPP LCS Definition 

The following is a list of terms defined in MLP corresponding to the 3GPP LCS definition in TS23.271 for the location procedures.

	Location procedures defined in 3GPP(23.271)
	Services defined in OMA PAP

	LCS Authorisation request
	Location Privacy Assertion Request

	LCS Authorisation response
	Location Privacy Assertion Response
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Appendix E. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [IOPPROC].

E.1 SCR for XYZ Client

	Item
	Function
	Reference
	Status
	Requirement

	XYZ-C-001
	Something mandatory
	Section x.y
	M
	(XYZ-C-001 OR XYZ-C-003) AND
 XYZ-C-002

	XYZ-C-002
	Something optional
	Section x.y
	O
	

	XYZ-C-003
	Dependencies on ZYX
	Section x.y
	M
	ZYX:MCF

	XYZ-C-004
	Dependencies on ZYX
	Section x.y
	O
	ZYX:OCF


E.2 SCR for XYZ Server

	Item
	Function
	Reference
	Status
	Requirement

	XYZ-S-001
	Something mandatory
	Section x.y
	M
	XYZ-S-001 OR XYZ-S-002 OR XYZ-S-003

	XYZ-S-002
	Something optional
	Section x.y
	O
	

	XYZ-S-003
	Dependencies on ZYX
	Section x.y
	M
	ZYX:MSF

	XYZ-S-004
	Dependencies on ZYX
	Section x.y
	O
	ZYX:OSF
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