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1 Reason for Change

Text for the “Introduction” section of the Network Identity Phase 2 Technical Specification (TS) Document is proposed.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Include the contents of section 4 of the next TS revision.

6 Detailed Change Proposal

4.1 WS-I Web Services
The WS-I Basic Profile, and OWSER Core referencing the WS-I Basic Profile, define interactions between the Web Services Requester and the Web Services Provider including discovery, message definition and message content. In addition, OWSER Core defines the security mechanisms to be used from the WS-Security specifications. The following diagram and accompanying flow describe how an attribute is retrieved using these technologies.


[image: image1]
The execution flow for diagram above follows.

1. Web Service Requester determines destination of Web Service Provider

1 a) Web Services Requester uses UDDI query to determine what Web Service Providers offer a service, or
1 b) Uses a local configuration value to specify a particular Web Service Provider.

2. Web Service Requester populates a message described with WSDL that is conformant to the SOAP/HTTP content described, and adds headers conformant to WS-Security specifications to populate the requester identity and credentials.

3. The Web Service Provider receives the message and extracts the identity and credentials information to authenticate the requester and dispatch the Web Service request to the appropriate Web Service implementation.

4. The Web Service implementation performs its function and populates the response message with the attribute information.
5. The response message is returned to the Web Service Requester.

Note: this example is simplified for clarity, and does not reflect elements such as encryption, signing, proxies and other elements or functions that are covered by OWSER Core.
4.2 Liberty Web Services using an IdP
Liberty Web Services may use an IdP or a Liberty Discovery Server approach. This section describes usage that includes an IdP.
The following diagram and accompanying flow describe how an attribute is retrieved using these technologies from the requesters own Service Provider (that may use its own or another Attribute Provider).
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The execution flow for diagram above follows.

1. Liberty Web Service Requester determines destination of Web Service Provider

1 a) Liberty Web Services Requester uses UDDI query to determine what Liberty Web Service Providers offer a service, or

1 b) Uses a local configuration value to specify a particular Liberty Web Service Provider.

2. Liberty Web Service Requester populates a message described by Liberty DST that is conformant to the SOAP/HTTP content described, and adds headers conformant to Liberty SAML to populate the requester identity and credentials.

3. The Liberty Web Service Provider receives the message and interacts with the IdP to authenticate the request and dispatch the Liberty DST request to the appropriate Liberty Attribute Broker.

4. The Liberty DST implementation performs its function and populates the response message with the attribute information.

5. The response message is returned to the Liberty Web Service Requester.

Note: this example is simplified for clarity, and does not reflect elements such as encryption, signing, proxies and other elements or functions that are covered by Liberty specifications.
4.3 Liberty Web Services using Liberty Discovery Server

Liberty Web Services may use an IdP or a Liberty Discovery Server approach. This section describes usage that includes a Liberty Discovery Server.

The following diagram and accompanying flow describe how an attribute is retrieved using a Liberty Discovery Server to determine the destination Attribute Broker and its interaction.


[image: image3]
The execution flow for diagram above follows.

1. Liberty Web Service Requester determines destination of Liberty Discovery Server from a local configuration (or as a default for the device)

2. Liberty Web Service Requester sends a Liberty discovery query to the Liberty Discovery Server, and adds headers conformant to Liberty SAML to populate the requester identity and credentials.

3. Liberty Discovery Server determines Liberty Web Service Provider to which the message should be sent, and returns the Liberty Web Service Provider destination and security credentials to the Liberty Web Service Requester.

4. Liberty Web Service Requester populates a message described by Liberty DST that is conformant to the SOAP/HTTP content described, and adds headers conformant to Liberty SAML to populate the requester identity and credentials.

5. Liberty Web Service Requester sends the message to the Liberty Web Service Provider.

6. The Liberty Web Service Provider receives the message, authenticates the request and processes the Liberty DST request.
7. The response message is returned to the Liberty Web Service Requester.

Note: this example is simplified for clarity, and does not reflect elements such as encryption, signing, proxies and other elements or functions that are covered by Liberty specifications.
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