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1 Reason for Change

Action Item MWS-2005-A032 NI Spec  “Fulup to provide Security Chapter”

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Include the contents of section 6 in the next revision of the AD in section 4.2, 4.3, 4.4. [NOTE: Changes to the reference sections forthcoming.]

6 Detailed Change Proposal

FIRST CHANGE

6) Security Issues.

6.1) Overview

OWSER-2 Mobile Web Services act upon requesting entities that interact directly or through some intermediary to either retrieve, update, create, delete, or more generally perform actions for the benefit of a given identity. Given this context, it is strongly recommended for most Web Services to enforce access control and to assure confidentiality and privacy of the exchanges. 

Policies enforcement can be split in sub components:

· Policies Decision Point (PDP), where given a certain context and input values we determine whether or not we should give an authorization or not. While this is neither mandatory or even recommended, PDP because it is an easy resource to share, is often implemented as a remote sub-system (ex: authentication service).

· Policies Enforcement Point (PEP), this is where an authorization is effectively applied. It is likely PEP to be implemented locally either directly by the entity exposing the resources, or by the one hosting them, in the case where implementing PEP at the access layer level was chose (ex: proxy, gateway, ...) 

· Trusted Third Party (TTP), it is a very common deployment scenario to have a TTP (ex: Discovery Service) in between the original requester and the effective provider of a resource . In this case the TTP provides assertion targeting the provider on behalf of effective requester. The provider may then leverage those information provided by the TTP to make policy decisions and issue statements which allow the service requester PDP/PEP to apply adequate policies.

6.2)  Authentication

OWSER-2 specifies a set of authentication mechanism in order to accommodate various deployment scenario, with two properties: Peer Entity authentication and Message Authentication.

· Peer Entity Authentication, in simple cases requesting entity interact directly with the provider of the resource, dispensing the system from distinguishing between the invocation identity and sender identity. This allow the sender to leverage communication channel authentication feature to convey implicitly the identity. Candidate mechanism is client-side X.509 v3 certificates based authentication over a SSL 3.0 [SSL] or TLS 1.0 [RFC2246] connection.

· Message authentication, in more complex deployment scenario requester may invoke the resource via one or more intermediary resources (ex: proxy), imposing the sender to explicitly convey its identity to the recipient inside the request.. Second case relies on WS-SEC token profile which specifies processing semantics in support of Proof-of-Possession, for example the Web Services Security SAML [wss-sms] Token Binding defines Proof-of-Possession processing semantics, other possible bindings include Kerberos whereby the session key is used to sign the request.

6.3)  Confidentiality & Privacy

OWSER-2 specifies a set of mechanism to guaranty that transported information will only be understandable by the authorised parties. Confidentiality mechanism are provided at multiple level, communication, message and resource identifier. 

· Communication channel, when sender and invoker interact directly or without any active intermediary (e.g. proxy), then transport layer protection mechanism can insure integrity and confidentially of messages exchange. When message must be protected at integrity/confidentiality level, an adequate level of Cipher suite  (e.g. TLS_RSA_WITH_RC4_128_SHA,  TLS_RSA_WITH_3DES_EDE_CBC_SHA,  TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA, TLS_RSA_WITH_AES_CBC_SHA,  TLS_DHE_DSS_WITH_AES_CBC_SHA, ...) MUST be applied onto SSL/TLS. Other protocols as Kerberos, IPSEC, ... MAY be used as long as they provide an equivalent level of protection.

· Message protection, in the presence of active intermediary (e.g. proxy, gateway, broker, ...) the integrity and confidentiality MUST be assure at the message level. In this case communicating peers MUST protect sensitive information from unauthorized entities. To fulfil this requirement, peers MUST use the confidentiality mechanisms specified in [wss-sms] to encrypt the child elements of the SOAP body.

· Identifier Privacy Protection, when information conveyed by a trusted authority for consumption by the invoked services contain privacy sensible data (e.g. federate name space identifier), those information MUST be protected from untrusted intermediary entities. The encryption of the Name Identifier and/or the URI mechanism MUST be available. Name Identifier represent the principal inside the invoked service and thus MUST be resolvable in the name space of the consuming service, while it MUST at the same time be protected from intermediaries [LibertyBindProf, Name Identifier Encryption Profile]. The URI is the effective target of invocation for the requested service as provided by the discovery service, it may contain sensitive information, that MUST be protected from intermediaries [LibertyDisco, Encrypted Resource ID].

6.4)  Authorization

OWSER-2 specifies a set of authorization mechanism on how to generate, convey and consume authorization information. As messages may transit through untrusted intermediaries, the model requires strong assurance as to the authenticity of a peer subject. Given the reliance of authorization upon authentication, this model aids in disseminating subject confirmation obligations, identity information and access authorization data.

Liberty authorization mechanism relies upon XML schema support, in order to foster conveyance of authorization information within a given message exchange. Proxy schema for conveying the identity of a proxy, Session context to convey session status from an entity to an other and resource access to convey information regarding the accessing entity and the resource for which access is being attempted.

Recipient may authenticates sender by one of the two generic authentication properties, both the Access Authorization PDP and the Proxy Authorization PDP may be located either at the TTP or at the recipient. When the PDP is located at the TTP, the TTP must issue an assertion with respect to Sender authorizations for consumption by the Service. When the PDP for both types of authorization decisions is located at the TTP, the two different assertions issued by the TTP logically collapse into a single authorization assertion. Authentication and authorization authorities may be co-located. When the Sender is relying on a particular TTP for both authentication (through SAML holder-of-key) and either types of authorization decision, some optimization may be possible through that TTP issuing combined assertions.

· Authorization Mechanism, it is RECOMMENDED that this mechanism utilize the Web Services Security SAML Profile [wss-saml], each communicating peer performs message level authentication by demonstrating proof of possession of a subject confirmation key. The assertion issuer binds the subject confirmation key to the assertion by signing the assertion. This attestation assures the consumer of the assertion that the subject confirmation key is that of the intended sender. Thus the senders subject confirmation key can be recognized by the recipient as belonging to the remote peer. Subsequent to the authentication of the sender the recipient can leverage this knowledge in support of the authorization model described below.

· Authorization Data Generation, OWSER-2 assumes that invoked resources, may be find with the aid of a Discovery Service. DS is a Trusted Authority and may issue authorization assertions on behalf of the requesting identity, to be used in conjunction with the accessing of the invoked service. In addition to managing the registration and discovery of services,  DS may act as a centralized authority for policy information and decision point. The authority may issue assertions regarding authentication and authorization policies enforced for a given service, resource and the identity of the sender.

· Consuming Authorization Data, Recipient which exposes resources typically makes access control decisions based on the invocation identity. Additionally the recipient may also predicate access control policies upon the sender identity. The recipient determines the invocation identity by inspecting the subject element and the proxy subject when ever active intermediaries are present in message exchange path.

6.5)  Message Correlation

The messages exchanged between participants of the protocol MAY require assurance that a response correlates to its request. Request may include a correlation element in the message header in order to address this problematic [LibertySOAPBinding]
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