OMA-AD_OWSER_NI_Phase2-V1_0-20050121-D
Page 26  V(27)


	[image: image1.jpg]«“+OMa

Open Mobile Alliance




	

	MWS Network Identity Phase 2 Architecture

	Draft Version 1.0 – 08 February 2005

	Open Mobile Alliance

	OMA-AD_OWSER_NI_Phase2-V1_0-20050208-D

	
	

	

	
	


Use of this document is subject to all of the terms and conditions of the Use Agreement located at http://www.openmobilealliance.org/UseAgreement.html.

Unless this document is clearly designated as an approved specification, this document is a work in process, is not an approved Open Mobile Alliance™ specification, and is subject to revision or removal without notice.

You may use this document or any part of the document for internal or educational purposes only, provided you do not modify, edit or take out of context the information in this document in any manner.  Information contained in this document may be used, at your sole risk, for any purposes.  You may not use this document in any other manner without the prior written permission of the Open Mobile Alliance.  The Open Mobile Alliance authorizes you to copy this document, provided that you retain all copyright and other proprietary notices contained in the original materials on any copies of the materials and that you comply strictly with these terms.  This copyright permission does not constitute an endorsement of the products or services.  The Open Mobile Alliance assumes no responsibility for errors or omissions in this document.

Each Open Mobile Alliance member has agreed to use reasonable endeavors to inform the Open Mobile Alliance in a timely manner of Essential IPR as it becomes aware that the Essential IPR is related to the prepared or published specification.  However, the members do not have an obligation to conduct IPR searches.  The declared Essential IPR is publicly available to members and non-members of the Open Mobile Alliance and may be found on the “OMA IPR Declarations” list at http://www.openmobilealliance.org/ipr.html.  The Open Mobile Alliance has not conducted an independent IPR review of this document and the information contained herein, and makes no representations or warranties regarding third party IPR, including without limitation patents, copyrights or trade secret rights.  This document may contain inventions for which you must obtain licenses from third parties before making, using or selling the inventions.  Defined terms above are set forth in the schedule to the Open Mobile Alliance Application Form.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

© 2004 Open Mobile Alliance Ltd.  All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms set forth above.

Contents

51.
Introduction (Informative)


51.1
Use Cases


61.2
Requirements


91.3
Planned Phases


102.
References


102.1
Normative References


102.2
Informative References


123.
Terminology and Conventions


123.1
Conventions


123.2
Definitions


123.3
Abbreviations


134.
Architectural Model (Normative/Informative)


134.1
Dependencies


144.2
Architectural Diagram


144.2.1
High-level Liberty Architecture


154.2.2
Description of reference points


164.2.3
OWSER Network Identity Protocol Architecture


174.3
Flows


194.3.1
Self Contained Circle of Trust


214.3.2
Transversal Circles of Trust Interconnection


234.3.3
Shared Circle of Trust


26Appendix A.
Change History (Informative)


26A.1
Approved Version History


26A.2
Draft/Candidate Version <current version> History


27Appendix B.
<Additional Information>


27B.1
Appendix Headers


27B.1.1
More Headers

























Figures

Error! Bookmark not defined.Figure 1: Example Figure – This Label Is Listed in Table of Figures




Tables

Error! Bookmark not defined.Table 1: Example Table – Listed in the Table of Tables




1. Introduction
(Informative)

This document describes the logical entities and interfaces needed to support the discovery and use of Web Services for accessing end-user related attributes in a privacy-protected manner. Attributes are data about or related to an end user such as personal information, preferences, capabilities etc. It is expected that such information about an individual will be distributed amongst different parties (called attribute providers), such as an individual’s bank, employer, personal devices, mobile operator etc. Many services are enhanced if such information can be used (with the user’s permission) by a service provider to personalize or make more efficient the end-user experience. Some widely used examples of such attributes in an OMA context are the location or the presence status of a mobile subscriber.

The OMA Web Services Enabler Release (OWSER) has chosen to address this area in phases, providing, in [OWSER1.0], the basic infrastructure for Web Services as well as fulfilling some requirements (see [NI-RD]) for Network Identity (NI) on identity federation based on the Liberty Alliance Identity Federation Framework [ID-FF1.1]. Identity federation serves as the foundation for fulfilling the remaining requirements in [NI-RD] not covered by the previous release. These remaining NI requirements broadly relate to accessing user-related attributes (e.g., user location, presence status etc.) in a privacy-protected manner.

In an OMA environment, a relevant example to illustrate the typical scenarios addressed by this architecture is the need to access a subscriber’s location information to provide a Find Nearest____ service. Such information may be offered by a (location) attribute provider through a Web service interface. In such a case, the service provider offering the overall service may need to access the attribute data (in this case, location) at the attribute provider, a mobile operator. These two providers do not have a shared identity for the end user (more formally, a Principal) through which the former may request some attribute data from the latter. In fact, it is very likely that the Principal may not even have an identity associated with the overall service provider, as this may be a one-time access or an anonymous access. However, if the Principal has federated his identity at the service provider and attribute provider with that at an Identity Provider, which provides authentication services for both of them, it is possible for the overall service provider to be given access to the pseudonym by which the identity provider and the attribute provider refer to the same Principal. This handle would of course be encrypted to prevent disclosure to the service provider, and suitably protected against replay attacks, but would be a sufficient handle by which the service provider could refer to the Principal, when requesting attribute information.

The identity federation techniques specified in [OWSER1.0] therefore provide one of the tools to enable services such as attribute sharing. In the simplified discussion above, not all the other features for such attribute sharing have been discussed. For instance, service providers need to discover what attributes related to a Principal are available and where the corresponding data may be accessed. Also, in the course of accessing such attribute data, a Principal may need to be contacted to obtain permission to share such data, or directives may need to be passed that describe how such data may be used. The specification of such capabilities is addressed in this release of the OWSER.


This document presents an overview of the architecture and interfaces required to support the requirements related to privacy-protected attribute sharing., which is based on the Liberty Alliance Identity Web Services Framework [ID-WSF], as well as additional identity-federation features (e.g., affiliations, chain of authentications) of Liberty Alliance [ID-FF1.2] .

1.1 Use Cases

The use cases on which this architecture is based are described in section 5 of [NI-RD] “MWS Identity Management Requirements” document. The following table provides a summary of these use cases.

	Use Case 

(Sub-sections of Section 5 in [NI-RD] document)
	Name of Use Case
	Addressed
	Notes

	1
	Single Sign On
	Yes.
	Addressed in OWSER 1.0.

	2
	Federation, Defederation and Single Logout
	Yes.
	Addressed in OWSER 1.0.

	3
	Single Sign On with Authentication Context
	Yes.
	Addressed in OWSER 1.0.

	4
	Delegation of Authority to Federate Identities
	Yes.
	Addressed in OWSER 1.0.

	5
	Identity Broker
	Yes.
	Addressed in OWSER 1.0. (?)

	6
	Federation, Single Sign On and Attribute Sharing with Affiliations
	Yes. 
	Partially addressed in OWSER 1.0, and fully addressed in OWSER 2.0.

	7
	Seamless Attribute Transfer
	Yes.
	Addressed in OWSER 2.0.

	8
	Seamless Attribute Transfer with Usage Directives
	Yes.
	Addressed in OWSER 2.0.

	9
	Anonymous Attribute Sharing
	Yes.
	Addressed in OWSER 2.0.

	10
	Interaction Across Authentication Domains
	Yes.
	Addressed in OWSER 2.0.

	11
	Human Resource Provider Identity Management
	Yes.
	Addressed in OWSER 1.0. (?)


Note: “Addressed in OWSER 2.0” should be interpreted as being addressed by a combination of this architecture document and the corresponding OWSER 2.0 spec.

1.2 Requirements

The requirements on which this architecture is based are described in section 6.2.1 and 6.2.2 of the [NI-RD] “MWS Identity Management Requirements” document. The requirements addressed by this architecture are enumerated in the following table.
	Requirement
	Addressed
	Notes

	6.1.1.1
	Yes, met by OWSER 1.0.
	Also, needs to be reviewed for OWSER 2.0.

	6.1.1.2
	Yes, met by OWSER 1.0.
	Also, needs to be reviewed for OWSER 2.0.

	6.1.2.1 to 6.1.2.5
	Yes
	Addressed in  OWSER 1.0.

	6.1.3.1 to 6.1.3.4
	Yes
	Addressed in  OWSER 1.0

	6.2.1.1 to 6.2.1.21
	Yes
	Addressed in OWSER 1.0.

	6.2.1.22
	Yes.
	Addressed in OWSER 1.0

	6.2.1.23
	Partially met
	Not applicable from a technical specification standpoint. A business requirement.

	6.2.1.24
	Partially met
	Not applicable from a technical specification standpoint. A business requirement.

	6.2.1.25
	Yes
	Addressed in OWSER 2.0.

	6.2.1.26
	Partially met
	26(c), not applicable from a technical specification standpoint. A business requirement.

	6.2.1.27
	Yes
	Addressed in OWSER 2.0.

	6.2.1.28
	Yes
	Addressed in OWSER 2.0.

	6.2.1.29
	Yes
	Addressed in OWSER 2.0.

	6.2.1.30
	Partially met
	Not applicable from a technical specification standpoint. A business requirement.

	6.2.1.31
	Partially met
	Not applicable from a technical specification standpoint. A business requirement.

	6.2.1.32
	Partially met
	Not applicable from a technical specification standpoint. A business requirement.

	6.2.1.33
	Yes
	Addressed in OWSER 2.0.

	6.2.1.34
	Yes
	Addressed  in OWSER 2.0.

	6.2.1.35
	Yes
	Addressed in OWSER 2.0.

	6.2.1.36
	Yes
	Addressed in OWSER 2.0.

	6.2.1.37
	Yes
	Addressed in OWSER 2.0.

	6.2.1.38
	Partially met
	Not applicable from a technical specification standpoint. A business requirement.

	6.2.1.39
	Partially met
	Not applicable from a technical specification standpoint. A business requirement.

	6.2.2.1
	Yes.
	Addressed in OWSER 1.0.

	6.2.2.2
	Yes
	Addressed in OWSER 2.0.

	6.2.2.3
	Yes
	Addressed in OWSER 2.0.

	6.2.2.4
	Partially met
	Those related to “attribute broker” not met.

	6.2.2.5
	Partially met
	Those related to “attribute broker” not met.

	6.2.2.6
	Partially met
	Those related to “attribute broker” not met. 

	6.2.2.7
	Yes
	Addressed in OWSER 2.0.

	6.2.2.8
	Yes
	Addressed in OWSER 2.0.

	6.2.2.9
	Partially met
	Those related to “attribute broker” not met. 

	6.2.2.10
	Yes
	Addressed in OWSER 2.0.

	6.2.2.11
	Yes
	Addressed in OWSER 2.0.

	6.2.2.12
	Yes
	Addressed in OWSER 2.0.

	6.2.2.13
	Yes
	Addressed in OWSER 2.0.

	6.2.2.14
	Yes
	Addressed in OWSER 2.0.

	6.2.2.15
	Yes
	Addressed in OWSER 2.0.

	6.2.2.16
	Yes
	Addressed in OWSER 2.0.

	6.2.2.17
	Partially met
	Those related to “attribute broker” not met. 

	6.2.2.18
	Yes
	Addressed in OWSER 2.0.

	6.2.2.19
	Partially met
	Those related to “attribute broker” not met. 

	6.2.2.20
	Yes
	Addressed in OWSER 2.0.

	6.2.2.21
	Partially met
	Those related to “attribute broker” not met. 

	6.2.2.22
	Partially met
	Those related to “attribute broker” not met. 

	6.2.2.23
	Partially met
	Those related to “attribute broker” not met. 


Note: “Addressed in OWSER 2.0” should be interpreted as being addressed by a combination of this architecture document and the corresponding OWSER 2.0 spec. “Addressed in OWSER 1.0” means that the corresponding requirement has already been addressed in [OWSER 1.0-NI].
1.3 Planned Phases
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [Error! Reference source not found.].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

This is an informative document, which is not intended to provide testable requirements to implementations.

3.2 Definitions

	Principal
	An entity that has an identity, that is capable of providing consent and other data, and to which authenticated actions are done on its behalf. Examples of principals include an individual end user, a group of end users, a corporation, service enablers / applications, system entities and other legal entities. [OMADict]


3.3 Abbreviations

	ID-WSF
	Identity Web Services Framework

	NI
	Network Identity

	OMA
	Open Mobile Alliance

	OWSER
	OMA Web Services Enabler Release


4. Architectural Model
(Normative/Informative)

4.1 Dependencies

The technical solution to the MWS Network Identity requirements in [NI-RD] whose architecture is described below is based on specifications provided by the Liberty Alliance. This section briefly describes the Liberty specifications on which that solution depends.. Subsequent sections describe the architecture of that solution in detail.

Mechanisms for establishing, maintaining and verifying trust relationships between multiple Service Providers and Identity Providers both within a single Circle of Trust and across Multiple Circles of Trust are based on [Liberty-IDFF-ProtocolsSchema] and [Liberty-Metadata].

Mechanisms for end users to provide consent to  release of their  identity attributes are provided by the Liberty Interaction Service [Liberty-InteractionService].

Security Mechanisms for conveying artifacts needed to establish and verify trust and protect these artifacts during transmission are described in [Liberty-IDWSF-Security-Mechanisms]. 

 Interfaces to query and update attributes in an attribute provider are provided by the Liberty Data Services Template [Liberty-IDWSF-DST].

Interfaces to discover an attribute provider or providers hosting the identity attributes for a specific user (principal) are provided by the Liberty Discovery Service [Liberty-IDWSF-Disco-Svc].

SOAP bindings for message exchanges in  Liberty protocols are specified in [Liberty-IDWSF-SOAPBinding].

An authentication protocol and the use of the protocol to interact with a Liberty Identity Provider and Single Sign-on Service are  defined in [Liberty-IDWSF-Authn]

Profiles describing how user agents such as personal computers and mobile devices can host Liberty-enabled WSCs and/or WSPs are provided in [Liberty-IDWSF-Client-Profiles]

Mechanisms for conveying authentication context information between Liberty entities are described in [Liberty-IDFF-Authn-Context]

The OWSER NI specification’s use of the Liberty Alliance specifications listed above will reuse the technologies specified in the OWSER Core Specification [OWSER Core]. The OWSER NI specification will collectively provide additional services and protocols beyond those described in the OWSER core that can be used to provide access to user-related attributes in a privacy protected manner.  

The architecture described in this document satisfies the design principles for the OSE as follows:

· An implementation MUST specify or reference one or more interfaces for its intrinsic functionality that will be used to interface to (i.e. invoke) its functions

The NI Architecture documents multiple interfaces required to provide access to identity attributes in a privacy-protected manner. Details are provided in subsequent sections.

· ·If an implementation depends on already defined OMA functions, it MUST identify which other enablers' intrinsic functionality it will invoke to perform these already-defined OMA functions.

The NI solution whose architecture is described here relies on  protocols and services defined in the OWSER Core Specification [OWSERCore] .

· ·An implementation MUST specify or reference only the functions, protocols and invocations that are essential (i.e. core) to its purpose.

The protocols and services described in this document are all related to identity and access to identity-related attributes in a Web Services environment and collectively provide a solution to the NI requirements in [NI-RD].  Details are provided in subsequent sections.
.
4.2 Architectural Diagram

The Liberty Alliance Project has defined a framework that supports the development of identity-based, identity-consuming, and standard web services, in addition to clients of such services.
4.2.1 High-level Liberty Architecture
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4.2.2 Description of reference points
4.2.2.1 Reference point NI-1: Service Provider -  Identity Provider
The NI-1 reference point supports communication between the service provider and the identity provider. The NI-1 reference point uses protocols defined in ID-FF. The functions provided by this reference point are:
· Federation & defederation

· Authentication

· Request

· Response
· Context
· Single Sign On
· Single Sign Out
· Metadata exchange
4.2.2.2 Reference point NI-2: Service Provider -  Discovery Service

The NI-2 reference point supports communication between the service provider and the discovery service. The NI-2 reference point uses protocols defined in ID-WSF. The functions provided by this reference point are:

· Service registration

· Discovery of services for a given principal.

· Provides security token (resource offering ID) for services invocation
4.2.2.3 Reference point NI-3: Service Provider -  Attribute Provider

The NI-3 reference point supports communication between the service provider and the attribute provider. The NI-3 reference point uses protocols defined in ID-WSF. The functions provided by this reference point are:

· Data Service Template – a format to create, read, write, update, and delete attributes.

· SOAP binding - provides a SOAP-based invocation framework for identity services.

· User Interaction Service

· Authentication request/response using discovery service provided security token and optionaly SASL

Note:  The Identity Provider and the Discovery service are the two trusted authorities that provide authentication assertions when the service and attribute providers request them.
4.3 
4.3.1 OWSER Network Identity Protocol Architecture

· ID-WSF SOAP Binding - provides a SOAP-based invocation framework for identity services. This binding does not specify any contents for the SOAP body itself, but offers an extensibility model by defining headers address message exchange specifics (i.e. consent claims, affiliation declaration, ...)

· ID-WSF DST, Data Services Template Specification -defines common data access protocols to allow querying and modifying arbitrary data items according to the application. So, an application may simply use or extend the DST protocol to provide a basic query/modify interface to application clients without having to design or code such functionality itself.

· ID-WSF Security Mechanisms -describes profiles and requirements for securing the discovery and use of web services. It includes security requirements to both protect privacy, and to ensure integrity and confidentiality of messages between service providers.

· ID-WSF IS, Interaction Service - allows an identity service to interact with the owner of a requested resource that it is exposing. This in order to collect attribute values, or to obtain permission to share the data with a Web Services Consumer. 

· ID-WSF DS, Discovery Service - enables various entities like service providers to dynamically discover a principal's registered services. Given the type of service desired, the Discovery Service responds with a service description containing WSDL for the desired identity service, provided that permissions set by the Principal allow the disclosure of these resources to the relevant entity. The Discovery Service can also function as a security token service, issuing security tokens to the requester that the requester will use in the request to the discovered identity service.

· ID-WSF Authentication - perform general identity authentication over SOAP, in order to implement a WSC/WSP [image: image5.wmf]Application
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4.4 Flows
The general architecture and flow for a simple sample of a user request to an application implementing Liberty web service framework could be:
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· A -  Principal  “User/Equipment” initiates a request.

· B  - Application checks principal authentication/authorization through an authentication request to the Identity Server.

· C - Identity server, responds to authentication request with an authentication respond containing Single Sign On Federation Key, as well as discovery service bootstrap endpoint and resource offering information necessary to access Web Services Framework. Note that while the IdP handles authentication request/respond as well as authentication context to handle the login level of authorization, when no valid SSO context is available, an effective check of credential is needed (see left arrow on illustration). The effective authentication is not part of Liberty specifications and it is usually delegated to a subpartie (i.e. RADIUS IP/MSISDN or LDAP Login/Password check).

· D - Application requests thought web service consumer interface, the discovery service endpoint with the attached resource offering identifier. 

· E - Discovery Service returns depending on authorization attached to principal discovery resource offering, web service producer end point and resource offering identifier.

· F  - Application requests on behalf of the principal web service endpoint with corresponding resource offering identifier.

· G - Web service returns requested information, error status, request for consent, ...

· H - Application builds the final answer to user request.
Flows depend heavily on specific scenarios and can significantly differ from the one to the other depending on implementation choice. In order to highlight the web service architecture and show where and how the major components of the architecture are activated, we will use three simple scenarios:

1. A simple self contain CoT, where a user is buying a ring tone from his mobile phone.

2. A CoT to CoT transversal interconnection, that allows to build convergence in between fix and mobile services, with a user listening to his mobile voicemail from his fix phone.

3. A shared CoT, where users from many countries operators use a common webmail/portal interface from either their mobile phones or Internet/DSL connections.

These flows are representative of the three main classes of typical requirements for telecoms operators and have enough complexity to show how the major elements of Liberty web service framework can be activated.

Note: All these flow make the assumption that following pre-requirements are fulfilled:
· A business agreement exist in between Identity provider, service provider and attribute provider.

· A federation already append in between the Identity Provider, Service Provider and the attribute providers
4.4.1 Self Contained Circle of Trust

In this case the service provider is part of the operator CoT, which means that the service provider accepts the operator IdP as being its authentication authority. The fact that the service provider sits within the operator or is outsourced to an external partner does not change anything in the flow, Liberty makes the assumption that the IdP and the service providers while being in the same CoT do not live within the same circle of security in order to protect each actors business.
User flow:
· browses from his phone operator portal and click on Ringtone services

· selects the ring tone he is willing to buy and click on “Buy Now”.

· receives request for consent from his operator and consent for payment.

· receives ringtone through an SMS/MMS
Technical flow:
(a) User starts browsing ringtone-SP (service provider) anonymously.

(b) When he clicks on “Buy Now” Ringtone-SP redirect the user onto the IdP for authentication.

(c) Identity Provider authenticate the user (i.e. by checking the IP address onto a RADIUS server).

(d)  IdP returns user Federation key and Discovery bootstrap information while redirecting the user onto Ringtone-SP.

(e) Ringtone-SP requests DS (discovery service) for principal Payment-AP (attribute provider), and gets in return Payment-AP SOAP endpoint and resource offering ID (security token) for user's payment-AP.

(f) Ringtone-SP requests payment-AP to charge for ringtone.

(g) Payment-AP returns “request for consent” to Ringtone-SP.

(h) Ringtone-SP application redirects user onto payment-AP for consent.

(i)  Payment-AP negotiates consent with user.

(j)  Payment-AP redirects back user onto Ringtone-SP.

(k)  Ringtone-SP presents back its request for charging to Payment-AP.

(l)  Payment-AP accepts charging request from Ringtone-SP on behalf of principal and charges user account.

(m)  Payment-AP returns payment status to Ringtone-SP.

(n)  Ringtone-SP application, discovers principal Messaging-AP through DS, and gets in return Messaging-AP endpoint and resource offering ID for one message.

(o)

(p) Ringtone-SP connects onto Messaging-AP and pushes ringtone on behalf of the user.

(q)  messaging send the ringtone to the user.

(r) ringtone return payment status the user.
Note: Obviously exchanges should vary significantly depending on the context. In example Ringtone application could discover in one request both payment and messaging services, or ringtone application could be run by a trusted entity in which case it could handle directly consent on behalf on the payment, etc ...
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4.4.2 Transversal Circles of Trust Interconnection

CoT to CoT transversal interconnection has proven to be a key element in building global business. Previous to  web services two obvious examples that have been extremely successfully are:

· Bank where you retrieve money from any ATM, this even if the bank you want money from, does not know anything about you.

· GSM roaming, where while landing in any country, you can send and receive calls few seconds after your arrival, without any other process than switching on your phone.

Within today Telecoms business requirement, CoTs transversal interconnection could be used for driving convergence of: fix phone, Internet,  Mobile, TV, Etc. or to interconnect two countries operators in a roaming context. More generally transversal interconnection of CoTs is requested each time you want/need to allow users authenticated within an alien CoT to use one or more of your services, whether those two CoT belong to the same mother company or not, like in the case of roaming where you might want a roaming user to consume service from a local CoT while not having a permanent identity in the country.

Transversal interconnection describes Proxy IdP case across two circles of trust. In this case, the user logs into a internet and then needs access to mobile services. Example shows how a user could listen to his mobile voicemail from his Internet connection. As mobile and Internet subscription are independent, the user belongs to two independent CoTs and has a valid identity within both of them:

· first one, his mobile phone, where main authentication is user's MSISDN.

· second one, his Internet access, where he uses a simple login/password to validate his  access.

User flow:

· connects on his DSL Internet portal

· provides his Internet login/password

Technical flow:
(a) User browses his Internet Portal-SP from Internet.

(b) Portal-SP redirects user onto Internet-IdP for authentication.

(c) Internet-IdP authenticates user (i.e. by a login/password LDAP check)

(d) Internet-IdP redirects authenticated user with authentication respond toward Internet Portal-SP.

(e) Internet Portal-SP replies to the user (at this point user is authenticated within Internet CoT).

(f) User clicks on his mobile web Voicemail URL and is directed to Voicemail-SP within mobile CoT.

(g) Mobile Voiceail-SP needs to authenticate user and redirect user onto mobile-IdP.

(h) Mobile-IdP cannot authenticate user because he is not coming from mobile CoT (no MSISDN is available)

(i) Mobile-IdP redirects onto Internet-IdP for authentication (proxy authentication)
(j) Internet-IdP authenticates user (no credential check are necessary because user is only login in Internet CoT)

(k) Internet-IdP redirects user onto mobile-IdP, Internet-IdP returns a valid authentication respond with a valid opaque handle for mobile-IdP (at this level mobile-IdP is viewed from Internet-IdP as a standard Internet-CoT's SP).

(l) Mobile-IdP authenticates user (by mapping the federation key it got from Internet-IdP authentication respond to a valid mobile account)

(m) Mobile-IdP redirects authenticated user onto voicemail-SP (voicemail receives opaque handle for mobile voicemail-SP as well as attached mobile ID-WSF bootstrap informations).

(n) Voicemail-SP requests for Messaging-AP (i.e. attribute provider interfacing imap)

(o) Voicemail-SP requests the Messaging-AP for user effective voicemail.

(p)Voicemail-SP format replies and return answer to user.
Note: 

1. Transversal Interconnection of CoTs is not limited to two CoTs, in fact there is no technical hard limit to the number of interconnected CoTs. On the same way while in the chosen example the two CoTs belong to the same mother company, this is not a requirement. The only requirement for CoTs transversal interconnection is to trust from a business agreement point of view the authentication provided by an alien CoT for user asking a service within your own CoT.

2. Steps (i-k) is where the proxy id is established between the two circles of trust.
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4.4.3 Shared Circle of Trust
This scenario is an extension of CoT transversal interconnection, in this case we create a specific CoT to handle shared services that will be consumed by users from other CoTs.  Like in previous CoTs interconnection, this scenario also rely on proxy authentication from an other CoT, nevertheless this time not only we expect to use someone else authentication, but also we expect to rely on someone else web services attributes provider to handle full service to customers. Typically services like payment, charging, geolocation, personal profile, etc. remain attached to origin user's CoT, while some others like mobile portal, shopping, game, etc. will be hosted within the shared CoT. A typical use case for this would be to have a common pan European mobile portal infrastructure with attached services shared in between many country operators from a same mother company.

The proposed example shows how a user could use a mobile webmail implemented at a global European level to send an MMS picture he took from his mobile phone operated at a country level.
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User flow

· takes picture with his phone.

· selects mobile webmail from a pre-provision URL on phone browser.

· logs onto global shared webmail service in SSO (user transparent)

· selects destination address from his address book (eventually store at country level).

· chooses a picture from his phone memory

· gives consent for fee and send mail (see illustration for a possible mobile consent+send GUI scenario).
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Technical flow:
(a) Picture was taken and is stored on the phone.

(b) User connects from a pre-provision URL on shared Webmail-SP.

(c) Webmail-SP redirects user for authentication to the shared-IdP.

(d) Shared-IdP cannot authenticate the user (no way to check the user MSISDN).

(e) Shared-IdP redirects user onto country-IdP for proxy authentication (IdP discovery could eventually uses IP range for such a discovery)

(f) County-IdP authenticates user (i.e. check of IP/MSISDN on a Radius)

(g) While redirecting user to shared-IdP, country-IdP responds to authentication with a valid federation opaque handle for shared-IdP as well as the ID-WSF bootstrap information for Country-DS.

(h) Shared-IdP can now authenticate user within its own CoT by mapping country-shared federation opaque handle to a valid shared account.

(i) Shared-IdP returns a valid federation opaque handle, for this user within shared Webmail-SP context, and proxy country ID-WSF bootstrap informations.

(j) Shared webmail-SP sends a discover request to country-DS and requests for ContactBook-SP, Messaging-SP and Charging-AP. Country-DS returns the 3 attribute providers endpoint plus corresponding resource offering ID valid within shared Webmail-SP context for this user.
(i) Shared Webmail-SP requests with DS endpoint+RID user's ContactBook-SP.

(l) Shared Webmail-SP proposes user to select a destination and prepares message.

(m) Shared Webmail-SP requests for charging user on his country Payment-AP.

(n) Payment-AP requests Webmail-SP for user consent (using consent proxy mode).

(o) User gives implicit consent by sending mail (cf: illustration 3 for user flow).

(p) Mobile Webmail-SP requests for Messaging-AP to send mail to destination.

(q) Messaging-AP uploads image and send mail.

(r) Messaging-AP returns sending status to Webmail-SP.

(s) Mobile Webmail-SP sends a charging request to mobile Payment -AP (this charging is now possible because user gave his consent in previous step).

(s) Webmail-SP returns final status to user.
Note:

· In this use scenario, user never authenticates directly at the shared CoT level, technically this would nevertheless possible using the same mechanism described in previous transversal CoTs example. A good scenario for doing so, would to have the user to authenticate in proxy mode when coming from a mobile and to authenticate directly at the shared level when coming from Internet.
· While MMS, payment like any other services can be Liberty enable, Liberty does not currently specify them.
· In order not to overload the example scenario, payment has been kept very simple and does not use money pre-reservation.

· It is part of the business process how to decide whether consent is required from the user for the purchase in (f).
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