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1 Reason for Contribution

The Security WG has submitted some material to OpsPrcs for consideration.  The joint discussions may be facilitated by some initial alternatives to address the requested actions.

2 Summary of Contribution

The Security WG has submitted two items to OpsPrcs for consideration:

OMA-OP-2003-0103-SecRqst_SecRoleInProcDoc

· repackaged OMA-SEC-2003-0042-Process-CR_Security_assessment

· Presents wording requested to be inserted into the Process Document related to role of Security WG in an RD Review.

OMA-OP-2003-0104-SecRqst_RequiredRDtext.zip

· repackaged OMA-SEC-2003-0043-CR_Req_template_security_section

· Presents wording requested to be added to the RD template to instruct users on the handling of the Security section.

This contribution proposes alternative approaches to handling the issues presented.

3 Detailed Proposal

Process Document Revision

The addition to the ProcDoc proposed by the Security WG is the following paragraph to be added to section 13.1.2.3.2 of the Process Document (v1.1.2):

The RD review SHOULD comprise an independent review by the Security group, to validate the assessment of potential security issues and the corresponding requirements to prevent them.
The submission indicates that the intent is to add material similar to that addressing Security WG role in the AD review.  For information, the following is text from section 13.1.2.4.2 of the Process Document (V1.1.2)

The Architecture group SHALL provide notice to the Security group, and other working groups if necessary, to engage in the AD review. 

The proposed alternative would be to align a bit more with the text associated with the AD review.  The proposal would be to add the following:

The Requirement group SHALL provide notice to the Security group, and other working groups if necessary, to engage in the RD review.  The Security group would be asked to validate the assessment of potential security issues and the corresponding requirements to address them.

RD Template Update

The proposal from the Security Group proposes to revise the Security section of the RD template (text in blue is proposed to be added to the template):

<This clause identifies the high level security needs to support the requirements identified in this specification. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements. The text hereafter, between doubles quotes, SHALL be included in the first version of the requirement document and SHALL NOT be modified or erased without approval of the Security group or the Technical Plenary. Additions to the section are allowed after the text.>

 “Specific security requirements might apply to this Work Item, as described hereafter; this has not been reviewed by the Security group.”

I have several concerns with this proposal:

· The comment support text is not normative in nature and the instructions should not be written in such a form.

· The formal entry text is at best a note and should address RD not Work Item.  Such notes are discouraged from actual documents and should therefore not be part of the default material.

As I read it, Security WG is interested in making sure that it is involved in the security section of the RDs.  I believe this is a bit too much and could be conveyed in the following:

<This clause identifies the high level security needs to support the requirements identified in this specification. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  The group developing the RD is encouraged to collaborate with the Security WG to permit them to assist with the assessment of potential security issues and the corresponding requirements to address them.>

Note that I am not proposing to add any form of note.  There may be various reasons why material in the section is developed without direct input from the Security WG.  It is always the right of members to respond to the reviews or the TP R&A if they feel that inappropriate actions were taken.

4 Intellectual Property Rights Considerations

Author is unaware of any IPR associated with the input material.

5 Recommendation

This material is to help with the discussion.  It is expected that after such discussion, agreeable input material will be used to make the desired revisions.  Such updates may be based on this document, or more likely, a revision addressing the agreed text.
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