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1 Reason for Change

This document proposes basic flow description for authentication to be included in GM AD. This document does not propose any potocol specific aspects.

First authentication required is when the user tries to access the GLMS. The sending password is not secure, even it is encrypted. Therefore, it is strongly recommended that the user and the GLMS support the challenge-response authentication, whose response does not include the original password. Further the response shall be complicated enough for eavesdropping to find the password and it shall be transported encrypted. (XCAP IETF draft mandates the digest authentication over TLS)

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To be included in GM AD.

6 Detailed Change Proposal

Basic procedures

This clause describes the basic procedures used to operate upon the lists on the GLMS. The interaction between the GM client and the GLMS is described as the message sequence charts (MSCs).

Client Authentication
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Figure X: User authentication by GLMS

Procedure in client authentication

1.
The client requests the server to authenticate himself.

2.
The server sends Challenge with the challenging parameter to the client. 
When the client receives the Challenge, it extracts the challenging parameter and executes the pre-defined procedure to obtain the challenged result.

3.
The Response is sent with the challenged result to the server. 
The server checks the challenged result in the Response received.

4.
The server sends Authentication result to the client.

Note: (1) The distribution of the authentication related data (e.g. password) prior to the client authentication procedure is out of scope. (2) It is strongly recommended that the procedure in the step 2 is secure enough for the client so that the malicious client is not able to guess the previously-distributed authentication related data easily (eg. MD5) and all the information are transported in the encrypted manner.
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