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1. Scope

The Enabler Test Requirements (ETR) document for the Enabler under consideration is created and maintained by the Technical Working Group (TWG) responsible for the technical specifications for the corresponding Enabler.

The ETR document is intended to cover at least those requirements collected in the Requirements Document (RD) and the Architecture Document (AD) in addition to any other items the TWG has identified as important enough to warrant attention from interoperability perspective and identify any technical functionalities that should be covered by testing.

2. References

Normative References

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[ERELD]
	“Enabler Relese Document for <Enabler>”, Open Mobile Alliance™, OMA-ERELD-<EnablerName>-Vx_y, URL:http://www.openmobilealliance.org/

	[OMA-GMxx]
	“Group Management Requirements/Architecture/xxx”, Version 1.1, Open Mobile Alliance™, OMA-PAG-GM-xxx_V1_0, URL:http://www.openmobilealliance.org/

	[OMA-PRxx]
	“Presence Requirements/Architecture/yyy”, Version 1.1, Open Mobile Alliance™, OMA-PAG-PR-xxx_V1_0, URL:http://www.openmobilealliance.org/

	[OMA-DMzz]
	“DeviceManagement/Architecture/zzz”, Version 1.1, Open Mobile Alliance™, OMA-DM-DM-xxx_V1_0, URL:http://www.openmobilealliance.org/


Editor's Note: References [OMA-GMxx], [OMA-GMxx], [OMA-DMzz] will be specified later.
2.1 Informative References

	[OMADICT]
	“Dictionary for OMA Specifications”, Open Mobile Alliance™. OMA-Dictionary, URL:http://www.openmobilealliance.org/ 

	
	

	
	<< Add/Remove reference rows as needed! >>


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Test fest
	Multi-lateral interoperability testing event

	
	

	
	


3.3 Abbreviations

	AD
	Architecture Document

	RD
	Requirements Document

	OMA
	Open Mobile Alliance

	CDR
	Charging Data Record

	MS-ISDN
	Mobile Station ISDN Number

	PoC
	Push to talk over Cellular

	SIP
	Session Initiation Protocol

	URT
	Universal Resource Identifier


4. Introduction

The purpose of this Enabler Test Requirements document is to help guide the testing effort for the Enabler Presence and Availability Group Management V1_0, documenting those areas where testing is most important to ensure interoperability of implementations.

The Enabler under consideration comprises the following specifications:

· OMA-RD_GM-V1_0-20040930.doc

Generally, the testing activity should aim at validating the normal working behaviour of the client/server interactions, as well as testing the error conditions whenever it is possible to set up the appropriate scenarios. The following sections provide a more detailed description of the testing requirements for Presence and Availability Group Management V1_0.

5. Test Requirements

5.1 Enabler Test Requirements

The test requirements collected in this section are related to the Enabler Presence and Availability Group Management – V1.0. 

The requirements in this section are listed in the assumption that the test environment fulfills all the dependencies described in chapter 5.3 "Enabler Dependencies".

5.1.1 Mandatory Test Requirements

5.1.1.1 General
	MANDATORY FEATURES
	TEST REQUIREMENTS

	
	[01]: Storage of per-user information as one or more documents. (RD 6.1.1.1, 6.1.1.2)
	Verify per-user information can be stored in the network in one or more documents.  Verify document is identified by one globally, unique URI

	
	[02]: Documents associated with meta-data.  (RD 6.1.1.4, 5, 6.1.3.1.2)
	Verify documents contain the following properties: Primary Principal, Creator, Identifier, Visibility, Timestamp, Permissions.  Verify Visibility property is defined at document creation.  

	
	[03]: Access and management of documents.  (RD 6.1.1.7, 6.1.3.1) 
	Verify document access and management is performed only by authorized principals with appropriate permissions. Verify access can be performed by any capable device.

	
	[04]: Data consistency. (RD 6.1.1.8)
	Verify document data is consistent when accessed simultaneously by multiple devices and end-users.

	
	[05]:Document retrieval. (RD 6.1.1.9, 10)
	Verify authorized principles are able to retrieve lists of documents per service type.  (i.e., POC service)

	
	[06]:  Smartcard retrieval. (RD 6.1.1.12)
	Verify data can be retrieval if stored on a smartcard.

	
	[07]:  Multiple character sets. (RD 6.1.1.13)
	Verify documents support multiple character sets.

	
	[08]:  Delegation. (RD 6.1.2.1, 2, 3)
	Verify authorized principles can delegate management operations. Verify delegation and operation are separate permissions for each management function. Verify each management function has a permission that allows delegation.

	
	[09]:  Document management  (RD 6.1.3.2, 4, 5)
	Verify assigning a set of permissions, or roles, is equivalent to assigning each permission individually. Verify permissions can be assigned at any time. 

	
	[10]: Permissions ( RD 6.1.3.1, 3, 6), 
	Verify document management can only be performed by authenticated principals with appropriate permissions.  Service Providers have all document management permissions. 

	
	[11]: Primary Principals  (RD 6.1.3.7, 8, 9)
	Verify creator of document is Primary Principal, and can modify permissions of own document.  Verify there is only one Primary Principal per document.

	
	[12]: Document Management Functions (RD 6.1.3.1-9)
	Verify principals with appropriate permissions can:

a) Create a document.

b) Retrieve a document.

c) Copy a document.

d) Delete a document.

e) Modify a document by adding, editing or deleting meta-data.

f) Suspend access to and use of a document.  Verify no function may be performed on suspended draft other than modifying state.

g) Resume usage of an suspended document. Verify all operations are possible.

h) Search for documents.   Verify search can be performed by content or meta-data.  Verify wildcard characters can be used in search.  Verify ability to limit number of search results.  Verify search results are restricted to Service Provider policies and end-user privacy settings.

i) Administer and configure number of document creations per principal and per document type.  Verify the ability to set permissions to receive document change notifications.  

	
	[13]:  Security  (RD 6.1.4.1)
	Verify GM server and client can be mutually authenticated.  Verify integrity and confidentiality of GM message exchanges.

	
	[14]:  Audit logs (RD 6.1.4.2)
	Verify logging of all GM exchanges.

	
	[15]:  Charging (RD 6.1.5.1, 2)
	Verify charging occurs for the following events:

a) Creation of a document

b) modification of a document

c) deletion of a document

Verify charging per number of documents per Primary Principal.

Verify ability to charge for the use of GM as part of another service.

	
	[16]:  Interoperability (RD 6.1.7)
	Verify interoperability across GM vendor implementations in the  following way: 

a) Consistent document administration.

b) Compliant transfer of documents across open interfaces.

c) Consistent document structure.

d) Compliant collection and consistent format of charging information.

	
	
	

	
	
	

	
	
	

	
	
	

	ERROR FLOW
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	[02]: 
	

	
	[03]: 
	

	
	[04]: 
	


Table 1: Mandatory Test Requirements for General GM Operation

5.1.1.2 PAG Group Management System Elements
	MANDATORY FEATURES
	TEST REQUIREMENTS

	NORMAL FLOW
	[01]: GM Clients.  (RD 6.2.1.1, 2)
	Verify GM clients support document management functions.  Verify ability to mutually authenticate to GM servers with integrity and confidentiality.

	
	[02]: GM Servers.  (RD 6.2.2.1, 2)
	Verify GM Servers support document management functions.  Verify GM server’s ability to mutually authenticate to GM clients with integrity and confidentiality.

	
	[03]: GM Servers and Charging.  (RD 6.2.2.3)
	Verify GM Servers charge for GM events.  

	
	[04]: GM Network Interfaces (RD 6.2.3.1, 6.2.3.2)
	Verify the Network Interface between the GM client and GM server supports the following:

a) Neutral access technology

b) Secure exchange of GM messages

c) Document management functions

d) Secure provisioning of GM client parameters.

	
	[05]: 
	

	
	[06]: 
	

	
	[07]: 
	

	
	[08]: 
	

	
	[09]: 
	

	
	[10]: 
	

	
	[11]: 
	

	
	[12]: 
	

	
	[13]: 
	

	
	[14]: 
	  

	
	[15]: 
	

	ERROR FLOW
	[01]:
	

	
	[02]: 
	

	
	[03]: 
	

	
	[04]: 
	

	
	[05]: 
	


Table 2: Mandatory Test Requirements for Group Management System Elements
5.1.2 Optional Test Requirements

5.1.2.1 Optional GM functionality
	OPTIONAL FEATURES
	TEST REQUIREMENTS

	NORMAL FLOW
	[01]: Provision via OMA DM. (6.1.11)
	Verify provisioning is accomplished via OMA DM enablers

	
	[02]: Query of permissions.  (RD 6.1.3.10)
	Verify authorized principle with appropriate permissions may query document permissions.

	
	[03]: Notification of document updates.
	Upon request, verify authorized principals receive notification of updates to documents.

	
	[04]: Usability. (RD 6.1.6)
	Verify GM supports version control of documents.

	
	[05]: GM Clients and notifications. (RD 6.2.1.3)
	Verify GM client can subscribe to and receive notification of document updates.

	
	[06]: GM Servers and notifications. (RD 6.2.1.4)
	Verify GM Server notifies authorized principals of document updates.

	
	[07]: Synchronization of data across network interfaces.  (RD 6.2.3.1.5)
	Verify GM Network Interfaces support the synchronization of changed data (documents).

	
	[08]: 
	

	
	[09]: 
	

	
	[10]: 
	

	
	[11]: 
	

	
	[12]: 
	

	
	[13]: 
	

	
	[14]: 
	

	
	[15]: 
	

	ERROR FLOW
	[01]: 
	

	
	[02]: 
	

	
	[03]: 
	

	
	[04]: 
	

	
	[05]: 
	


Table 7: Optional Test Requirements for Optional GM functionality.

5.2 Backwards Compatibility

None
5.3 Enabler Dependencies

This section outlines dependencies for the Presence and Availability Group Management Enabler.  
	Dependencies
	Descriptions

	Enabler Presence
	The GM enabler shall use the Presence Enabler as listed in [yyy].

	Enabler POC

Enabler DM 
	The GM enabler shall support the POC Enabler as listed in [xxx]

The GM enabler shall use the Device Management enabler as listed in [zzz].


Appendix A. Change History
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A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	No prior version –or- No previous version within OMA

	
	
	

	
	
	


A.2 Draft/Candidate Version 1.0 History

	Document Identifier
	Date
	Sections
	Description
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