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1 Reason for Change

The XDM specification in question has no description on procedures fulfilled by Aggregation Proxy. Further more, it has also empty sub-sections for security procedures. 

This proposal highlights security fucntion of Aggregation Proxy. Regarding to authorization, AP should only grant the user A to access user A's own XML files, instead of access user B's XML documents. Since HTTP URL contains all public information includign public identity, user A after the successful authentication, can figure out a valid URL pointing to user B's XML document, and can use this URL for modification. As the counter measure, an asserted public id that only belongs to the authenticated user will be inserted. Therefore HTTP request sent by user A using user's B's public id in the URL will be rejected.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Discuss and adopt the proposed text to OMA-XDM_Specification-V1_0-20041015-D.
6 Detailed Change Proposal

** Add the following with revision mark to Section 6.3 **

6.3   Procedures at the Aggregation Proxy

The Aggregation Proxy performs security procedures as an access point to XDMS, as well as the rediction procedure of HTTP traffic. The first function is covered in section 6.3.1 and 6.3.2, and the redirection procedure is covered in section 6.3.3.

6.3.1
   Aggregation Proxy handling authentication 

The authentication function shall be performed over GM-3 reference point (see [GMAD]). The initial HTTP request from XDMC SHALL be interragated by the Aggregation Proxy using the HTTP Digest mechanism as specified in [RFC2617]. The XDMC SHOULD initiate TLS hand shake procedureaccording to Transport Layer Security (TLS) [RFC2818]; and if so, the Aggregation Proxy shall negotiate with the XDMC common algorithm for the whole session. For detailed security machanism, cf. section 6.4.1.

The XDMC's identity and suecurity parameters for XML data management should be pre-configured in the user equipment.

6.3.2   Aggregation Proxy handling identity assertion
The Aggregation Proxy SHALL check whether a user identity has already been inserted in X-3GPP-Asserted-ID header of HTTP request. If so, the Aggregation Proxy shall check the value in the header is equal to the authorized identity (cf. 6.4.2).  Otherwise the Aggregation Proxy shall insert the authenticated identity in X-3GPP-Asserted-ID of each HTTP request sent from UE.

6.3.3   Aggregation Proxy re-direct HTTP message
After successful checking, the Aggregation Proxy SHALL re-direct the HTTP request to the corresponding XDM respository. When receiving response of the request, the Aggregation Proxy SHALL send back to the XDMC within the same HTTP session.
** Next change **

6.4.2   Authorization

The XDMS shall check the X-3GPP-Asserted-ID contains a valid user identity that matches with the XUI used in HTTP URI. By default, the initial creator of a document is its primary principal. The primary principal SHALL have permission to perform all operations defined in section 6.1.1.

** End of changes **
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