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1 Reason for Change

Text is added for Polite Blocking and Anonymous Subscriptions.

The requirements from the RD are:

1) A presentity MAY deny an incoming subscription, while indicating it accepted it (polite blocking).

2) The defined policies SHALL cover the possibility of anonymous or unauthenticated watchers.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

None.

5 Recommendation

Approve for inclusion in the latest version of the Presence Specification.

6 Detailed Change Proposal

Presence state event package

The PS SHALL support subscriptions for the presence event package, according to the procedures described in [RFC3265] and [RFC3856].

Before accepting a SUBSCRIBE request for the presence event package, the PS SHALL perform authorization of the subscription attempt of the watcher, per local policy.  The policies to authorize the watcher’s subscription request are described in 5.2.3.2. The PS SHALL process the SUBSCRIBE request in accordance with [RFC3265] and [RFC3856]. 

9.5.1.1 Polite blocking

Polite blocking is a mechanism to deny an incoming subscription, while indicating to the watcher that the subscription is accepted.  
If the result of applying Subscription Authorisation Rules is to perform polite blocking (see 5.3.3.2), the PS SHALL perform the following:

· The PS SHALL respond to the SUBSCRIBE request with a 200 OK response.
· The content of subsequent NOTIFY requests is up to local policy, and SHOULD be constructed in such a way that the watcher is unaware that it is being blocked, and the presentity is viewed as being unavailable.

[…]

5.3.3.2 Applying Presence authorisation policy

Presence information is considered very sensitive personal information; therefore an authorisation mechanism SHALL be supported. 

The PS SHALL apply the Presence Authorisation Policy defined by the presentity and by local policy on all incoming authenticated SUBSCRIBE requests for the presence event package.
As defined in [PRESXDM] the Presence Authorisation Policy has two parts defined by the presentity:

· Subscription Authorisation Rules, which determine if a watcher is allowed to subscribe to the presentity’s presence information;

· Presence Content Rules, which determine the subset of the presentity’s presence information the watcher is allowed to watch.
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Figure 9: Presence Authorisation Policy flowchart

Figure 9 describes the steps that the PS SHALL follow in order to apply the authorisation policy:

· When an incoming SUBSCRIBE request is received for the presence event package, the PS SHALL fetch the presentity’s Presence Authorisation Policy document stored in the Presence XDMS according to the procedures defined in [XDMSPEC] chapter 6.1. 

The PS SHALL construct the HTTP URI in order to fetch the relevant document. The PS SHALL:

· Set the AUID to “pres-rules”; and

· Set the XUI defined in [XCAP] to the SIP URI of the presentity. 

For example, a presentity with a SIP URI sip:user@domain.com, the PS will fetch the Presence Authorization Rules document from the directory http://<xcap-root-uri>/pres-rules/users/sip:user@domain.com.

· Check if any of the  “identity” elements of the document matches against the watcher’s SIP URI or pres URI.  In the case of an anonymous subscription (see 7.x), the “is-anonymous” condition is checked.  If there is no matching rule, then the PS SHALL further handle the subscription according to the local policy of the PS.

· After the rules are identified under the Subscription Authorisation Rules for the watcher, the PS SHALL check the values of the “sub-handling” elements under the “actions” element of the identified rules in order to determine the handling of the subscription for this watcher.

· If the combining rules of the “sub-handling” element results in 

· “allow” decision, then the PS SHALL accept the subscription (see 10.1.2) and apply the Presence Content Rules defined under the “transformations” element of the same rule.

·  “confirm” decision, then the PS SHALL place the subscription in pending mode. The further treatment of the subscription will depend on the local policy of the PS, a typical example of such a local policy is the request for “reactive authorisation” from the presentity as defined in 10.1.2.3.

· “polite-block” decision, then the PS SHALL politely block the subscription following the procedures defined in 5.3.2.1 and 10.1.2.7.2.

·  “block” decision, then the PS SHALL reject the subscription by responding with a 403 Forbidden response to the SUBSCRIBE request (see 10.1.2.7.1).

10 Presence Non Intrinsic Functions

[…]
10.x Privacy

The PS SHALL consider a subscription as anonymous if any of the following conditions are true:
· When the SIP/IP Core network corresponds with 3GPP IMS or 3GPP2 MMD networks, and the SUBSCRIBE request contains a Privacy header value set to "id" or "user" as described in [3GPP TS 24.229]/[3GPP2 X.S0013-004] section 5.7.1.4.
· The SUBSCRIBE request contains a From header indicating an anonymous value as described in [RFC3261].
Authorization of anonymous subscriptions SHALL be according to the presentity’s Subscription Authorization Rules for anonymous subscriptions (see 5.3.3.2). 
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