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1 Reason for Change

As the OMA XDM Spec has defined some extensions to [COMMONPOL] it is not clear if the rules for combining permissions defined there can be used as is. It appears that the PoC XDMS must define additional rules. 
The reason for this is as follows: Given our schema extension to [COMMONPOL], matching identities when both an <identity> element and a <external-list> are present in   a <rule> can be problematic. Let's assume I have a shared URI list "Friends" consisting of (xml stuff omitted as it is irrelevant here):

Friends
{
P@example.com,
Q@example.com
}
I also create a User Access policy document for a simple PoC accept list with the contents:
<ruleset> 

    <rule tag=1>
        <identity>
            <id>A@example.com</id>
            <id>B@example.com</id>
            <id>C@example.com</id>
        < / identity>
        <external-list>...Document URI to the "Friends" list above ...</external-list>
        <action>allow</action>
    </rule>
 </ruleset>
The URI list would have to be "resolved" to a (fake) document for evaluation purposes , thus:
<ruleset> 
    <rule tag=1>

        <identity>

            <id>A@example.com</id>

            <id>B@example.com</id>

            <id>C@example.com</id>

        < / identity>

        <external-list>

            <uri>P@example.com</uri>

            <uri>Q@example.com</uri>

        </external-list>

        <action>allow</action>

    </rule>

 </ruleset>

I'm matching this policy against a URI B@example.com
Thus, the condition based on "identity" would evaluate to TRUE.
The condition based on "external-list" would evaluate to FALSE.
According to [COMMONPOL], for this rule to be applicable ALL conditions in the rule must evaluate to TRUE. Thus, this rule would not match. 
Thus, I do not get the desired result that I thought the use of <external-list> was trying to achieve, namely act as a short cut to introduce a shared list.
From a syntactic point it does, but the [COMMONPOL] requirement that every condition in a rule evaluate to TRUE seems, as in the above example, to make it give exactly the opposite end result than what was intended.

One possibility would be to alter our schema extension to allow <external-list> be a part of the <identity> condition. However, apparently this is an inextensible element.

The alternative we have chosen in this proposal is to have define rules which are basically that:

· If you match an identity-based condition, the rule is applicable without evaluating any conditions based on external-lists or other-lists

· Only if there are no identity condition matches, then you evaluate rules for matches based on external lists

· The matching based on other-lists is done only if the above two do not apply.

In R01, as agreed during the telcon on 1/11/05, these rules are of general applicability for any authorization policy document based on [COMMONPOL] and therefore should be placed in the (core) XDM Specification. The text has been slightly modified to remove an PoC-specific aspects.
Specifically, the NOTE in 0783 has been deleted as this text is now not PoC specific.
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

The PoC CP specification needs to provide complementary text on how it uses these, including what it does if no rule matches. Such text is currently missing.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Include the changes described below in the XDMS specification.

6 Detailed Change Proposal

First change
6.6.1.1 Structure

Every rule in an authorization policy document SHALL support the following extensions to [COMMONPOL]:
· the “external-list” condition element;

· the “other-identity” condition element.

If present in any <rule>, the “external-list” element SHALL contain an XCAP URI of a “resource-lists” document. It allows for matching those identities that are part of a URI List stored in Shared XDMS (as defined in [Shared_XDM]).

For any node resolving the <external-list>, it SHALL NOT fetch the contents of the referenced <external-list> if it has already done so.

If present in any <rule>, the “other-identity” element, which is empty, matches all identities that are not referenced in any rule. It allows for specifying a default policy.
It is RECOMMENDED that each rule be based on a single condition.
Second change
ADD A NEW SUB-SECTIONWITH THE FOLLOWING HIGHLIGHTED CHANGES in section 6.6.1 “Authorization Rules” called

6.6.1.2 Combining Permissions

When evaluating any authorization policy document based on [COMMONPOL] together with the extensions described in section 6.6.1.2 against a URI value, the following rules for combining permissions from the different <rule>s that are applicable SHALL be as follows:
a Those rules matching the URI value against the <identity> element SHALL take precedence over those rules based on matching it against an <external-list> or an <other-identity>. That is, if there are applicable rules based on <identity> matches, only these shall be used for the evaluation of the combined permission.

b Those rules matching the URI value against an <other-identity> element SHALL be used for the evaluation of the combined permission only if there are no applicable rules based on matching against an <identity> or <external-list> element
The evaluation of the combined permission SHALL be based on [COMMONPOL] Section 10.
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