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1 Reason for Change
This contribution will close RDRR comment A018:
	A018
	2006.07.17
	N
	General chapter 5
	Source: Ericsson 2006-07-06

Form: INP doc

The terminology is not consistent: e.g. device/user-equipment/terminal/client is used sometimes with the same meaning sometimes not. This makes the impression that the use cases are not unified.
	Status: OPEN

Go through the remaining use cases and fix the terminology

Ingemar volunteered


CR proposes clerical modifications to use cases 5.1.10 – 5.1.13 in RD based on agreed CR OMA-PAG-2006-0613-CR_XDM2_RD_Terminology_update and OMA-PAG-2006-0611R01-CR_XDM2_RDRR_A011_A012_A088.
Rev 1:

Group Usage List ==> group list
Some more group --> Group
2 Impact on Backward Compatibility

None.

3 Impact on Other Specification
None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation
Accept proposed changes to the Requirement Document.
6 Detailed Change Proposal

5.1.6 Use Case - Assigning Permissions

5.1.6.1 Short Description

In this scenario, a sales representative of an enterprise creates a group list to discuss the best sights and places to visit in San Francisco, where a big sales convention is to be held. The list is to contain some of her colleagues plus some sales representatives from other companies whom she knows well and likes to socialises with. As a group creator, she is allowed to authorise other members to perform certain management functions. The use case also shows how some actors automatically get assigned some or all permissions to perform XDM operations. 

5.1.6.2 Actors

Service Provider
An enterprise; owning the mobile device subscriptions of its employees

Maria, Sally, Molly and John; who are employees of the same enterprise and use mobile devices
Employees of other enterprises; who are added to the group list
5.1.6.3 Actor Specific Issues

The group creator (Maria) wants to allow other members of the Group to perform certain XDM functions

The enterprise wants to be able suspend or delete the Group if necessary

5.1.6.4 Actor Specific Benefits

All members of the Group can communicate quickly and effectively using a group list
Maria can give permission to other members of her group list to manage the group on her behalf

The enterprise can offer its employees a flexible way to communicate in Groups

The Service Provider generates revenue 

5.1.6.5 Pre-conditions

Maria, Sally, Molly and John’s mobile service subscriptions are owned by their company

Maria and her colleagues can use a messaging service as part of the mobile service subscription owned by their company

As part of the subscription that the enterprise has with the Service Provider, the group creator (Maria) is allowed to grant permissions to other group members to perform some XDM functions.

Some of the potential group members have service subscriptions with different Service Providers

5.1.6.6 Post-conditions

The chat Group is suspended.

5.1.6.7 Normal Flow

1) Maria and her sales colleagues, Sally, Molly and John think it would be a good idea to set up a discussion forum to discuss places to visit and sights to see in San Francisco, the location of a big industry sales convention. They think it is a good idea to invite sales representatives from other companies who will also be there 

2) Maria creates a Group initially comprising herself Sally, Molly and John. As Group creator, Maria is assigned full administrative rights and is also allowed the right to assign permissions to other members 

3) The enterprise who owns Maria’s subscription is automatically given ‘Group suspend’ and ‘Group delete’ permissions as part of the contract it has for XDM enablers with the Service Provider. [The enterprise does NOT have permission to ‘add’ or ‘delete’ members, or to hand out those permissions to anyone else. Also, the permission to delegate the ‘Group suspend’ command and the permission to delegate the ‘Group delete’ command are separate from permission to perform ‘suspend’ and ‘delete’; the latter permissions are automatically available to the enterprise.]

4) Maria authorises Sally, Molly and John to be able to add members to the list from their sales contacts in other companies who are coming to the convention. Maria also gives Sally the right to delete members from the Group.  Maria gives Sally the right to delegate (i.e., pass on) the “add member” and “delete member” permissions to other people; Maria withholds such delegation permission from Molly and John.

5) Sally, Molly, and John are notified that they have been given additional administrative permissions for this Group.

6) Sally, Molly and John add Sales reps from other companies as members to Maria’s trip discussion Group.

7) John has second thoughts about Bill who is a rival from another company, who he has already added to the Group. When accessing the group list data, John finds out that he has not been assigned rights to delete other members from the Group. 

8) John sends a text message to Maria. Maria is busy so she asks Sally to delete Bill from the Group
9) Weeks of happy instant messaging follow discussing the best places to visit, eat, drink and take customers to in San Francisco.  

10) David, a colleague of Maria’s from San Francisco hears about Maria’s chat forum and decides to ask their enterprise IT department to add him as a member of the Group. David is informed that he must contact the Group administrator.

11) Just before leaving for the convention, Maria requests her enterprise IT department to suspend the Group during the week of the convention, but she thinks it will be a good idea to keep the group list and resume discussions just before the next convention in Miami.

5.1.6.8 Alternative Flow

None

5.1.6.9 Operational and Quality of Experience Requirements

End-users with appropriate rights shall be able to manage Groups in a user friendly way.

The look and feel of Group data should be uniform regardless of device used to access it.

Administrative access should be possible from any device type, over any network type.

5.1.7 Use Case - Access Control Policy
5.1.7.1 Short Description

This use case describes the role of Access Control Policy. It shall be possible for Access Control Policy to be created, modified and deleted by the subscriber or another authorised end-user. 

5.1.7.2 Actors

Corporation:  Acme Communications pays the subscription for push-to-talk service and instant messaging service for corporate communications purposes.
Corporate Users:  Atul, Andrew, Paul, Sunny, Nick, Gary, Adrian are all end-users of push-to-talk service and instant messaging service who are employed by Acme Communications.

Individual subscribers:  Nadja, Izumi, "Mr Spammer", "Mr Angry", "Mr Hacker" and "Mr Abusive", are individual subscribers to and end-users of the push-to-talk service and instant messaging service not affiliated with Acme Communications.

Service Provider:  Is the organisation, could be the network operator, which provides the subscribers and end-users with the push-to-talk service and instant messaging service.

5.1.7.3 Actor Specific Issues

Acme Communications 

· Want to ensure that their corporate end-users have access to all the other employees and cannot be blocked by an individual employee

· Want secure transport of the contents of their Access Control Policy
· Want a practical way to create and manage Access Control Policy using fixed corporate computer resources (not restricted to provisioning using a handset)

· Want to maintain employee morale by allowing employees to add and remove other non Acme employees to their Access Control Policy but not allow them to fully modify the Access Control Policy settings of other employees. 

Corporate Users 

· Want to add and remove other friends and family to their Access Control Policy. 

· Want to prevent unauthorised end-users having access to or being able to modify their Access Control Policy
· Want to prevent abusive push-to-talk calls and block spammers

· Want a practical way to create and manage Access Control Policy using personal computer resources in addition to using a handset.

· Want the flexibility to use the same Access Control Policy for the push-to-talk service and instant messaging service and other services.

Individual Subscribers  

· Want to add and remove friends and family to their Access Control Policy. 

· Want to prevent unauthorised end-users having access to or being able to modify their Access Control Policy.

· Want to prevent abusive push-to-talk calls and block spammers.

· Want a practical way to create and manage Access Control Policy using personal computer resources in addition to using a handset.

· Want the flexibility to use the same Access Control Policy for the push-to-talk service and instant messaging service and other services.

Individual subscriber "Mr Spammer",

· "Mr Spammer" wants to send unsolicited instant messages for his lottery winner fraud scam to end-users of the instant messaging service.
Individual subscriber "Mr Angry",

· "Mr Angry" wants to place push-to-talk calls to people and pick arguments with them.
Individual subscriber "Mr Abusive",

· "Mr abusive" wants to place abusive push-to-talk calls to people and also send obscene instant messages to them.
Individual subscriber "Mr Hacker",

· "Mr Hacker" likes to break into computer systems and gain access to or change the personal information of people that is stored there. He often sells this information to "Mr Spammer".
5.1.7.4 Actor Specific Benefits

Acme Communications  

· Confidence that the service they are paying for is useful for corporate purposes.
· Confidence that their corporate employee information is private and secure.

End-users and individual subscribers

· Have services that they can use without becoming victims of the activities of "Mr Spammer", "Mr Angry", "Mr Hacker" and "Mr Abusive".
· Have simple easy to use configuration of authorisation policies for different services.
Service Provider
· Reduces complaints from subscribers regarding spam.

5.1.7.5 Pre-conditions

Acme Communications and all the individual subscribers have a valid subscription to the push-to-talk service and instant messaging services. The end-users have access to a network for push-to-talk service and instant messaging services.

The individual subscribers have mobile terminals which support creation and modification of Access Control Policy.

"Mr Spammer", "Mr Angry", "Mr Hacker" and "Mr Abusive" may have access to modified terminals that provide access to the Access Control Policy and other XDM functions with the ability to modify parameters or spoof identities, 

5.1.7.6 Post-conditions

Acme Communications, all the end-users and Nadja and Izumi all have a satisfactory communication experience which enhances their ability to communicate for both business and social purposes.

"Mr Spammer", "Mr Angry", "Mr Hacker" and "Mr Abusive", find that their anti social and often illegal activities are frustrated.

5.1.7.7 Normal Flow

1) Acme Communication Corporation creates using their fixed corporate computer resources an Access Control Policy containing a list of the identities of Acme end-users Atul, Andrew, Paul, Sunny, Gary, Nick and Adrian. This Access Control Policy is assigned as an accept list and allocated to all the Acme end-users.

2) Different attributes are assigned to the accept lists of each of the end-users – Atul, Andrew, Paul, Sunny, Nick, and Adrian are all allocated attributes that indicate that this Access Control Policy applies to both the push-to-talk service and instant messaging service, while the Access Control Policy of Gary indicates that this only applies to the instant messaging service since Gary does not use the push-to-talk service. 

3) Acme corporation creates an associated authorisation policy for the accept list that only allows their network administrators to delete, or modify these entries on the accept list but allows the end-user to whom the list applies to add additional entries to the accept list and to modify and remove those additional entries added by the end-user as well as allowing that end-user to create, add modify, remove and delete their reject list.

4) Adrian adds his friend Izumi's telephone number to his accept list using his mobile terminal. Izumi adds Adrian to her accept list using her personal computer from home. Andrew adds his friend Nadja's SIP URI to his accept list using his personal computer from the office. Nadja requests her Service Provider to add Andrew's SIP URI to her accept list.

5) "Mr Hacker" attempts to hack into the Access control lists of other Paul and Nick using his mobile terminal and his personal computer but is prevented by strong security mechanisms that authenticate and prevent the spoofing by "Mr Hacker" of Paul and Nick's identities. "Mr Hacker" also manages to hack into an intermediate router and get packets routed to himself but is unable to gain any information about the end-users because the Access Control Policy information is securely encrypted.

6) "Mr Spammer" discovers Gary's identity from a business card and sends him an instant message from his mobile terminal anonymously with details of his lottery winner scam. Gary decides he does not want to receive any more SPAM from "Mr Spammer" so he uses the capability of his mobile terminal to add the anonymous end-user that sent him the SPAM to his reject list. The network entities are able to resolve the anonymous address of "Mr Spammer" and add "Mr Spammer" to Gary's Reject list. Further spam instant messages from "Mr Spammer" to Gary are rejected based on "Mr Spammer" being on his reject list.

7) Izumi receives and abusive instant message from "Mr Abusive". Izumi adds "Mr Abusive" to her reject list. Further instant messages from "Mr Abusive" to Izumi are rejected based on "Mr Abusive" being on her reject list.

8) Sunny accepts a push-to-talk request from "Mr Angry" who gets upset on the call and starts shouting. Sunny terminates the push-to-talk request but "Mr Angry" calls again. Since Sunny is set up so that calls from end-users not on the accept list are manually answered he does not have to accept the call. Sunny then adds "Mr Angry" to his reject list. Further push-to-talk calls from "Mr Angry" to Sunny are rejected based on "Mr Angry" being on his reject list.

5.1.7.8 Alternative Flow

None.

5.1.7.9 Operational and Quality of Experience Requirements

· Access Control Policy SHALL be transported securely

· It SHALL be possible to prevent unauthorised Users to access or modify their Access Control Policy
· Users SHALL be able to add/remove content from their Access Control Policy
· Users SHALL be protected from spam and abusive push-to-talk requests 
· End-users SHOULD have the ability to create and manage Access Control Policy using either a personal computer or mobile device

· It SHOULD be possible to use the same Access Control Policy for both push-to-talk, instant messaging and other applications
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