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1 Reason for Contribution

This is an example of how an Access control document for shared group can look like if done according to the proposal in OMA-PAG-2006-0727-Access_Control_of_XDM_Documents_Using_XCAP. 
2 Summary of Contribution

Example of an acr-document (access control rule) for access to a shared group document.
 
· sip:bob@domain has access to both an access control document and to all documents in the directory. 
· sip:joe@domain has access to all documents in the directory tree.
· Any member of the group1 can read the member list and the subject/schedule of the group. 
· Any member of the group1 can delete itself from the member list.
· sip:adam@domain has access to the access control rules for the group1 document in the access control document and can also do anything with the group document.
3 Detailed Proposal

<?xml version="1.0" encoding="UTF-8"?>

<ac-rules xmlns="urn:oma:xml:xdm:acr"

    xmlns:cp=" urn:ietf:params:ns:common-policy"

    xmlns:ocp="urn:oma:xml:xdm:common-policy">

<access-control-document-rule>

 <cp:ruleset>

  <cp:rule cp:id="abc">

    <cp:conditions>

         <cp:identity>

                <cp:one cp:id="sip:bob@domain"/>

         </cp:identity>

    </cp:conditions>

    <cp:actions>

        <allow-any-operation> true</allow-any-operation>

     </cp:actions>

    </cp:rule>

   </cp:ruleset>

</access-control-document-rule>

<directory-rule>

 <cp:ruleset>

  <cp:rule cp:id="abc">

    <cp:conditions>

         <cp:identity>

                <cp:one cp:id="sip:joe@domain"/>
                <cp:one cp:id="sip:bob@domain"/>

         </cp:identity>

    </cp:conditions>

    <cp:actions>

        <allow-any-operation> true</allow-any-operation>
     </cp:actions>

    </cp:rule>

   </cp:ruleset>

</directory-rule>

<document-rule name="group1">

 <cp:ruleset>

   <cp:rule cp:id="a1">

     <cp:conditions>

         <is-member/>

    <paths>

          <path id="group/listservice/list"/>

          <path id="group/listservice/subject"/>

          <path id="group/listservice/schedule"/>

         </paths>

    </cp:conditions>

    <cp:actions>

        <allow-read>true</allow-read>
        <allow-subscribe>true</allow-subscribe>
     </cp:actions>

   </cp:rule>

  <cp:rule cp:id="a2">

    <cp:conditions>

         <is-member/>

         <paths>

           <path id="group/listservice/list/entry[@uri=%22**%22]"/>

         </paths>

    </cp:conditions>

    <cp:actions>

        <allow-delete>true</allow-delete>

     </cp:actions>

   </cp:rule>

   <cp:rule cp:id="a3">

     <cp:conditions>

        <cp:Identity> 
          <cp:one cp:id="sip:adam@domain"/>

        </cp:Identity>
     </cp:conditions>

     <cp:actions>

        <allow-modify-acr>true</allow-modify-acr>
        <allow-insert>true</allow-insert>

        <allow-modify>true</allow-modify>

        <allow-delete>true</allow-delete>

        <allow-read>true</allow-read>

        <allow-subscribe>true</allow-subscribe>

      </cp:actions>

    </cp:rule>

  </cp:ruleset>

 </document-rule>
</ac-rules>
.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Consider as an example and clarification of the proposal in OMA-PAG-2006-0727-Access_Control_of_XDM_Documents_Using_XCAP.
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