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1 Reason for Change

This CR addresses all consistency review comments made against section 6.6 (C272 through C350) except the following:
· C313, C339, C340 are handled by a separate CR (OMA-PAG-2007-0053-CR_XDM2_CORE_anonymous_requests)

· C285 & C291 were considered “no change necessary”.

· C304 appeared to be withdrawn by Samsung on the PAG reflector

· C305 & C306 also impact the Shared Group XDM Specification, and therefore were not addressed in this CR.

R01:
· A new section for Data Semantics is added.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree to the changes shown below for the latest version of the XDM Specification.
6 Detailed Change Proposal

6.6 Common Extensions

6.6.1 URI Lists defined in Shared List XDMS

Various Application Usages may wish to refer to URI Lists stored in the Shared List XDMS (see [XDM_Shared_List]).  The <external> element provides the means to make such references, in a similar manner across different Application Usages.

The <external> element SHALL contain either a Document URI pointing to a “resource-lists” document in the Shared List XDMS or a Node URI pointing to a <list> element within a “resource-lists” document in the Shared List XDMS.

The attribute “anchor” of the <external> element SHALL be percent-encoded as defined by the procedures in [XCAP] section 6 before it is inserted into a document.

NOTE: There is an <external-list> condition element defined in section 6.6.2. It points to URI Lists in the Shared List XDMS, against which the authorization rules are specified according to [COMMONPOL].

Application Usages that utilize the <external> element will resolve it to a set of URIs according to the following procedures:

· If the <external> element contains a Document URI, then it SHALL be resolved to all the URIs contained within the “resource-lists” document that is pointed to.  

· If the <external> element contains a Node URI, then it SHALL be resolved only to URIs within the specific <list> element that is pointed to.  

In order to avoid circular referencing when resolving a URI List, an <external> element which points to a Document URI or Node URI that has already been resolved SHALL be ignored.
6.6.2 Authorization Rules

Authorization rules (also called authorization policies) are based on the common policy framework described in [COMMONPOL], and extended by OMA-defined common extensions in order to meet some additional requirements of OMA applications. These include the need to:

· reference identities in external URI lists, which is an explicit non-goal of  [COMMONPOL];

· enable the user to define a default rule that applies in the absence of any other matching rule;

· allow rules to be matched based on hierarchical precedence assigned to the different types of allowed conditions, prior to combining permissions;

· constrain, for predictability in UE design and end user expectation, the conditions in a rule to no more than a single expression or set of expressions.

NOTE 1:
Individual enablers may also define extensions to [COMMONPOL] to meet application-specific needs.  Such extensions must not change or cause to change the semantics of the common extensions defined in section 6.6.2.1 or the evaluation algorithm for combining permissions defined in section 6.6.2.3.

NOTE 2:
An authorization policy using the extensions defined in this sub-clause must declare the “urn:ietf:params:xml:ns:common-policy” and “urn:oma:xml:xdm:common-policy” namespace names in the XML schema.

6.6.2.1 Structure

The <conditions> element within a rule in an authorization policy: 

1) MAY include the <identity> condition element as defined in [COMMONPOL];
2) MAY include the <external-list> condition element;

3) MAY include the <anonymous-request> condition element;

4) MAY include the <other-identity> condition element;
5) MAY include the <media> condition element.
If the <conditions> element includes the <sphere> or <validity> elements defined in [COMMONPOL], it SHALL be ignored.
The <conditions> element of a rule SHALL contain no more than one of <identity>, <external-list>, <anonymous-request> or <other-identity>, but it MAY contain other elements (i.e. <media> element).
The <external-list> element MAY include the <entry> element.  If present, the <entry> element SHALL include the “anc” attribute, whose value SHALL be percent-encoded as defined by [XCAP] section 6 before it is inserted into a document.
The <media> element:

1) MAY include the <message-session> media element indicating session based messaging as defined in [MSRP];

2) MAY include the <pager-mode-message> media element indicating pager mode message requests as defined in [RFC3428];

3) MAY include the <file-transfer> media element indicating file transfer as defined in [IM TS];
4) MAY include the <group-advertisement> media element indicating extended group advertisement as defined in [XDM_Shared_Group]; 

5) MAY include the <audio> media element indicating a streaming media type as defined in [RFC3840];

6) MAY include the <video> media element indicating a streaming media type as defined in [RFC3840];

7) MAY include any other elements from any other namespaces for the purpose of extensibility.
The <audio> and <video> elements:

1) MAY include the <full-duplex> element indicating that media can be exchanged in both directions simultaneously;

2) MAY include the <half-duplex> element indicating that media can be exchanged in only one direction at a time.
If a child element of the <media> element is in a namespace that is not known or not supported, it SHALL be ignored.


· 
6.6.2.2 Data Semantics
If present in any rule, the <external-list> element SHALL match those identities that are part of a URI List.

If present in any rule, the <anonymous-request> element SHALL match those incoming requests that have been identified as anonymous.
When the SIP/IP Core corresponds to 3GPP/3GPP2 IMS, an AS SHALL use the procedures as defined in chapter 5.7.1.4 in [3GPP TS 24.229]  / [3GPP2 X.S0013-004-A] to identify the source of the anonymous request.

Note: If the authorization policy document includes a rule having an <anonymous-request> condition element, an XDM client should not specify another rule containing an <identity> condition element with a <many/> child element and the same <actions> and/or <transformations> element(s) as the rule with the <anonymous-request> condition element.

If present in any rule, the <other-identity> element, which is empty, SHALL match all identities that are not referenced in any rule. It allows for specifying a default policy.

If present in any rule, the <media> element SHALL match incoming requests associated with particular media types.

The <media> condition is considered TRUE if any of its child elements evaluate to TRUE, i.e., the results of the individual child elements are combined using a logical OR.

NOTE:
How the AS determines the media type of the incoming request (i.e. in order to evaluate if a match exists for a rule containing the <media> condition) must be specified by the individual enabler.
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9) 
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6.6.2.3 XML Schema

The authorization policy document SHALL conform to the XML schema described in [COMMONPOL] Section 13 with the extension described in [XSD_COMMONPOL] and [XSD_XDM2_Media_Ext].
6.6.2.4 Combining Permissions 

When evaluating any authorization policy document based on [COMMONPOL] together with the extensions described in section 6.6.2.1 against a URI value, the algorithm for obtaining the different rules that are applicable SHALL be as follows:

1. Those rules matching the URI value against the <identity> element SHALL take precedence over those rules based on matching it against an <external-list> or an <other-identity> element. That is, if there are applicable rules based on <identity> matches, only those shall be used for the evaluation of the combined permission.

2. Those rules containing an <other-identity> element SHALL be used for the evaluation of the combined permission only if there are no other matching rules.
NOTE:
The above algorithm for obtaining all the applicable rules differs from that described in [COMMONPOL].

After the applicable rules have been derived based on the above algorithm, the evaluation of the combined permission SHALL be based on [COMMONPOL] Section 10.2. 

6.6.3 Detailed Conflict Reports

Detailed conflict reports provide the means to indicate the possible cause of a validation error. They are based on the definition specified in [XCAP], and extended by OMA defined common extensions in order to handle violations of constraints defined by local policy appropriately.

The XDMC SHALL support the types of <error-element> defined in [XCAP] and this section. Other types of <error-element> elements MAY be ignored by the XDMC. It is thus RECOMMENDED that the XDMS does not use other types of <error-element> elements than those defined in [XCAP] and this section. 

6.6.3.1 Structure

The <extension> element defined in the xcap-error namespace in [XCAP] MAY include the <local-constraint-failure> error element. 

· 
The <local-constraint-failure> SHALL be used when a constraint is violated that is defined by the local policy.

The <local-constraint-failure> element:

1) MAY include the “phrase” attribute;
2) MAY include one or more <alt-value> elements with the mandatory “field” attribute, providing one or more alternate values for the element or attribute indicated by the “field” attribute;

3) MAY include one or more <description> elements with an optional “lang” attribute, providing one or more descriptions documenting the local constraint failure, possibly in different languages.

The <local-constraint-failure> SHALL NOT be used when a constraint is violated that is defined by the Application Usage. The <constraint-failure>, as defined in [XCAP], SHALL be used for this, unless specified otherwise by the Application Usage.

When the <local-constraint-failure> contains one or more <alt-value> elements, the XDMC MAY repeat the XCAP request in which the indicated field SHOULD be assigned one of the proposed values. 

6.6.3.2 XML Schema

The <local-constraint-failure> element SHALL conform to the XML schema described in [XSD_XCAPERR].
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