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	Submission Date:
	1 February 2007

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Krisztian Kiss, Nokia, krisztian.kiss@nokia.com

	Replaces:
	n/a


1 Reason for Change
	C250
	2007.01.24
	T
	6.4
	Source: Ericsson,

Form: INP doc

Comment: 
Security procedures for XDM-3 and XDM-5 are described in this chapter but not for XDM-8 and XDM-9.
Why?
Proposed Change: Add needed information for XDM-8 and XDM-9
	Status: OPEN

Added text on authentication for XDM-8 and XDM-9. Text on identity assertion is expected to be added as part of resolving C249.


	C251
	2007.01.24
	T
	6.4.1
	Source: NOKIA

Form: 

Comment: Does word “contain” in “username” parameter means same as equals. If so then clarify.

Proposed Change: 
	Status: CLOSED
Changed as:

“the “username” parameter SHALL have the value of the XUI”


	C252
	2007.01.24
	E
	6.4.1
	Source: NOKIA

Form: 

Comment: Extra white space in last sentence before “in 3GPP/3GPP2” text.

Proposed Change: Remove unnecessary white space
	Status: CLOSED



	C253
	2007.01.24
	T
	6.4.1
	Source: Siemens

Form: 

Comment: The HTTP server (“401 Unauthorized”) SHALL be used
Proposed Change:
	Status: CLOSED
Changed as:
The HTTP “401 Unauthorized” error response SHALL be used;


	C254
	2007.01.23
	
	6.4.1
	Source: Jaekwon Oh, Samsung, jaekwon.oh@samsung.com 

Form: email

Comment: It needs to be specified that the XDM Client authentication by Aggregation Proxy is shared among trusted network entities, including those of remote trusted domains.

Proposed Change: 
	Status: CLOSED

Text added

	C255
	2007.01.24
	E
	6.4.1
	Source: Ericsson,

Form: INP doc

Comment: 

-Change  “XDM Client” to XDMC” in  3 places
-Add quotation marks for Error text 

-Remove unnecessary XDMAD reference

-Change the bullet type to numbers

-Double quotes around “4XX and error text”
Proposed Change: revised text
“If the Generic Authentication Architecture (GAA) as defined in [3GPP TS 33.222] is not used, the XDMC and the Aggregation Proxy SHALL support the HTTP Digest mechanism for client authentication.”
“The HTTP server “401 Unauthorized” error response SHALL be used”
	Status: CLOSED
Done.


	C256
	2007.01.23
	
	6.4.1, 1st para
	Source: Jaekwon Oh, Samsung, jaekwon.oh@samsung.com 

Form: email

Comment: Add “between the XDM Client and the Aggregation Proxy” after “reference points” for better readability.
Proposed Change: 
	Status: CLOSED
Done.


	C257
	2007.01.23
	
	6.4.1, 3rd para
	Source: Jaekwon Oh, Samsung, jaekwon.oh@samsung.com 

Form: email

Comment: Add “and use” in between “support” and “the HTTP Digest”
Proposed Change: 
	Status: CLOSED
Done.


	C258
	2007.01.23
	
	6.4.1, 4th para
	Source: Jaekwon Oh, Samsung, jaekwon.oh@samsung.com 

Form: email

Comment: Add “by this specification” in between “HTTP Digest authentication” and “SHALL”.
Proposed Change: 
	Status:CLOSED
Done.


	C259
	2007.01.23
	
	6.4.1, 7th para
	Source: Jaekwon Oh, Samsung, jaekwon.oh@samsung.com 

Form: email

Comment: This paragraph starting “For a 3GPP/3GPP2 realization, the reference…” seems better be moved to a new section, e.g., “Security protections between servers within the same domain”, with further clarification

Proposed Change: 
6.4.x Security protection between servers

“All other reference points than XDM-3 and XDM-5, i.e., among Aggregation Proxy, Search Proxy, XDMS, and Application Server SHALL share the XDM Client authentication and its identity assertion as provided by Aggregation Proxy. Further details of the security mechanisms for those reference points are out of scope of this specification.
For a 3GPP/3GPP2 realization, the above reference points SHALL use the security mechanisms as defined in the corresponding 3GPP/3GPP2 specifications.”
	Status: OPEN
Text added. Also C254 taken into account, therefore no separate section was created. Text on identity assertion is expected to be added as part of resolving C249.




2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

N/A.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree to the changes shown below.
6 Detailed Change Proposal

Change 1:  Section 6.4.1
Authentication

The XDM-3 and XDM-5 reference points between the XDMC and the Aggregation Proxy (see [XDMAD]) SHALL provide mutual authentication.

For a 3GPP/3GPP2 realisation, the XDM-3 and XDM-5 reference points correspond to the Ut reference point. In this case the authentication between the XDMC and the Aggregation Proxy SHALL be performed according to [3GPP TS 33.141] / [3GPP2 X.S0027-002-0].

If the Generic Authentication Architecture (GAA) as defined in [3GPP TS 33.222] is not used, the XDMC and the Aggregation Proxy SHALL support and use the HTTP Digest mechanism for client authentication.

The HTTP Digest authentication by this specification SHALL conform to [RFC2617] with the following clarifications:

1. The HTTP “401 Unauthorized” error response SHALL be used;
2. the “rspauth” parameter MAY be used to provide mutual authentication;
3. the “username” parameter SHALL have the value of the XUI (i.e. the SIP URI or TEL URI) identifying the user (the public user identity);

NOTE: The “username” is a part of the Device Provisioning parameters (see Error! Reference source not found.).The XDMC shall use the “username” received without any modification.

The XDMC and the Aggregation Proxy SHALL support HTTP over Transport Layer Security (TLS) as specified in [RFC2818] for server authentication over the XDM-3 and XDM-5 reference points.

The XDMC authentication provided by the Aggregation Proxy SHALL be shared on the following reference points (see [XDMAD]):
1. 
1. The XDM-4 reference point between the Aggregation Proxy and the Shared XDMS;
2. the XDM-6 reference point between the Aggregation Proxy and the Search Proxy;
3. the XDM-7 reference point between the Search Proxy and the Shared XDMS;
4. the Enabler Specific reference point between the Aggregation Proxy and the Enabler Specific XDMS;
5. the Enabler Specific reference point between the Search Proxy and the Enabler Specific XDMS;
6. the Enabler Specific reference point between the Enabler Specific Server and the Enabler Specific XDMS;
7. the Enabler Specific reference point between the Enabler Specific Server and the Shared XDMS;
8. the XDM-8 reference point between the Aggregation Proxy and the Aggregation Proxy of the Remote Network in case of a trusted remote network;
9. the XDM-9 reference point between the Search Proxy and the Search Proxy of the Remote Network in case of a trusted remote network.
Further details of the security mechanisms for the above listed reference points are out of scope of this specification.
For a 3GPP/3GPP2 realization, the above listed reference points SHALL use the security mechanisms as defined in the corresponding 3GPP/3GPP2 specifications.
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