Doc# OMA-PAG-2007-0127R03-CR_XDM2_Core_security_procedure_clarification.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-PAG-2007-0127R03-CR_XDM2_Core_security_procedure_clarification.doc
Change Request



Change Request

	Title:
	Security procedure clarification
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	PAG

	Doc to Change:
	OMA-TS-XDM_Core-V2_0-20070306-D

	Submission Date:
	20 March 2007

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Jaekwon Oh, Samsung, jaekwon.oh@samsung.com

	Replaces:
	n/a


1 Reason for Change

This CR intends to resolve the following CONRR comments:
	C114
	2007.01.23
	
	6.1
	Source: Jaekwon Oh, Samsung, jaekwon.oh@samsung.com 

Form: email

Comment: Need the description on XDM client authentication and XDM client identity assertion, similar to section 6.3.1 and section 6.3.2.

Proposed Change: 
	Status: 
Resolved by PAG-127R03.

	C249
	2007.01.23
	
	6.4
	Source: Jaekwon Oh, Samsung, jaekwon.oh@samsung.com 

Form: email

Comment: Need to add description on XDM client identity assertion, similar to section 6.3.2.

Also, it needs to be specified that the assertion is shared among trusted network entities, including those of remote trusted domains.

Proposed Change: 
Add new section, e.g., “XDM Client Identity Assertion”.
	Status: Closed.
Resolved by PAG-127R03.

	C250
	2007.01.24
	T
	6.4
	Source: Ericsson,

Form: INP doc

Comment: 
Security procedures for XDM-3 and XDM-5 are described in this chapter but not for XDM-8 and XDM-9.
Why?
Proposed Change: Add needed information for XDM-8 and XDM-9
	Status: Closed.
Added text on authentication for XDM-8 and XDM-9. Text on identity assertion is expected to be added as part of resolving C249.

Resolved by PAG-127R03.


	C259
	2007.01.23
	
	6.4.1, 7th para
	Source: Jaekwon Oh, Samsung, jaekwon.oh@samsung.com 

Form: email

Comment: This paragraph starting “For a 3GPP/3GPP2 realization, the reference…” seems better be moved to a new section, e.g., “Security protections between servers within the same domain”, with further clarification

Proposed Change: 
6.4.x Security protection between servers

“All other reference points than XDM-3 and XDM-5, i.e., among Aggregation Proxy, Search Proxy, XDMS, and Application Server SHALL share the XDM Client authentication and its identity assertion as provided by Aggregation Proxy. Further details of the security mechanisms for those reference points are out of scope of this specification.

For a 3GPP/3GPP2 realization, the above reference points SHALL use the security mechanisms as defined in the corresponding 3GPP/3GPP2 specifications.”
	Status: CLOSED by PAG-054R01
Some text relocations by PAG-127R03.


	C260
	2007.01.23
	
	6.4.2
	Source: Jaekwon Oh, Samsung, jaekwon.oh@samsung.com 

Form: email

Comment: Add “The XDM-3 and XDM-5 reference points between” before the starting. This is to make it consistent with the starting of section 6.4.1.

Proposed Change: 
	Status: Closed.

Resolved by PAG-127R03.



	C262
	2007.01.24
	T
	6.4.2
	Source: Ericsson,

Form: INP doc

Comment: The bulleted text should be rephrased without bullets
Proposed Change: revised text

“The XDM Client and the Aggregation Proxy SHALL support the TLS as specified in [RFC2246]. The TLS_RSA_WITH_3DES_EDE_CBC_SHA  cipher suite SHALL be supported,.


Other cipher suites defined in [RFC2246] MAY be supported.
	Status:  Closed.

Resolved by PAG-127R03.




In this regard, this CR proposes the following:

· Add the relevant security procedure for section 6.1 XDMC and 6.2 XDMS section;
· Incorporate the redundant security related texts in Aggregation Proxy section;

· Add new section 6.4.2 “XDM Client Identity Assertion” in Security Procedures section;

· Move the security sharing related texts to new section 6.4.3 “XDM Client Identity Sharing”;

· Incorporate the integrity and confidentiality related texts into section 6.4.4 “Integrity and Confidentiality Protection”;

· Add texts on P-Preferred-Identity and P-Asserted-Identity in section 6.4.5 “Authorization”;

· Rephrase the security related texts in section 6.9 Search Proxy section by reference to relevant sections;
· Rephrase the security related texts in section 6.10 Aggregation Proxy of Remote Network section by reference to relevant sections;

· Rephrase the security related texts in section 6.11 Search Proxy of Remote Network section by reference to relevant sections.

Note that different colour of change mark has been used to differentiate the relocated texts from the added texts.
R01: 
· For easier implementation, the remaining redundant texts on Aggregation Proxy’s forwarding in section 6.3 has also been cleaned up.
· The missed C262 has been handled.
R02: To reflect the comments from Motorola and Siemens
· The recurring reference between 6.3.2 and 6.4.2 has been resolved in section 6.4.2.

· The texts for the integrity and confidentiality protection for SIP traffics have been added in section 6.4.4.

R03: 

· Changes are moved into this document for easier implementation, based on OMA-TS-XDM_Core-V2_0-20070306-D.
· ‘SHALL’ statement in section 6.3 is relocated to the beginning of sentence.
· Section 6.3.1 “Authentication” of Aggregation Proxy is removed. Instead, the reference to section 6.4.1 is used.
· Section 6.3.2 “XDM Client Assertion” of Aggregation Proxy is transported with further generalization to section 6.4.2 under section 6.4 “Security Procedures” 
· The reference point between the Enabler Specific Server and the Shared XDMSs and the reference point between the Enabler Specific Server and the Enabler Specific XDMS are removed from section 6.4.3 XDM Client Identity Sharing. It is because, those references do not share the XDMC identity assertion as claimed by Aggregation Proxy, but use the XDMC identity assertion as provided by the Enabler Specific Server. (For example, RLS generates requests to RLS XDMS). NOTE is added in section 6.4.2 to clarify this aspect.
· Some editorial fixes
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Upon agreement, it is recommended to implement the proposed changes in section 6 and close the CONRR comments as listed in the above section 1.
6 Detailed Change Proposal

Change 1:  XDMC
6.1  Procedures at the XDM Client

An XDM Client (XDMC) is an entity that accesses an XCAP Resource in an XML Document Management Server (XDMS). Such XCAP Resources correspond to elements and attributes of an XML document. An XCAP Resource is identified via an HTTP URI following the conventions for constructing URIs in [XCAP]. 

The XDMC SHALL support the following security functions:

1. authentication function described in section 6.4.1 “Authentication”;
2. client identity assertion function described in section 6.4.2 “XDM Client Identity Assertion”;

3. HTTP traffic protection function described in section 6.4.4 “Integrity and Confidentiality Protection”.

When the SIP/IP Core network corresponds with 3GPP IMS or 3GPP2 MMD networks, the XDMC MAY be implemented in a UE or an AS as defined in [3GPP TS 23.228] and [3GPP2 X.S0013-002-A] respectively.
Change 2:  XDMS
6.2  Procedures at the XDM Server

A XDM Server (XDMS) is a HTTP origin server that manipulates XML resources according to the conventions described in [XCAP].
An XDMS SHALL authorize the requests as described in section 6.4.5 “Authorization”.
When the SIP/IP Core network corresponds with 3GPP IMS or 3GPP2 MMD networks, the XDMS SHALL be implemented in an AS as defined in [3GPP TS 23.228] and [3GPP2 X.S0013-002-A] respectively.
Change 3:  Aggregation Proxy
6.3  Procedures at the Aggregation Proxy

The Aggregation Proxy is the contact point for XDMC implemented in an UE to access XCAP resources stored in XDMS.
The Aggregation Proxy: 
1. SHALL act as an HTTP Proxy defined in [RFC2616] and be configured as an HTTP Reverse Proxy [RFC 3040]. 
2. 
3. 
4. SHALL, upon receiving an XCAP or HTTP request targeted to the Aggregation Proxy, authenticate the originating XDMC as specified in the subclause 6.4.1 “Authentication”;
5. SHALL, upon the successful authentication, assert the identity of the originating XDMC as described in the subclause 6.4.2 “XDM Client Identity Assertion”;
6. SHALL forward the requests as described in the subclause 6.3.2 “HTTP Request Forwarding”.
7. 
a) 
b) 
8. 
9. 
10. 
11. 
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6.3.2  HTTP Request Forwarding

6.3.2.1  General

Upon receiving an XCAP request targeted to the Aggregation Proxy, the Aggregation Proxy SHALL check whether the domain of the XUI matches with the domain of the Aggregation Proxy.

1. If the domain of the XUI matches with the domain of the Aggregation Proxy , the Aggregation Proxy SHALL forward the XCAP request to the corresponding XDMS based on the AUID in the HTTP Request-URI.

2. If the domain of the XUI does not match the domain of the Aggregation Proxy and the identified domain is trusted, the Aggregation Proxy SHALL forward the XCAP request to the domain of the XUI’s Aggregation Proxy of the remote network with the XCAP Root URI set to the XCAP Root URI of the domain of the XUI.

Upon receiving an HTTP POST request targeted to the Aggregation Proxy, the Aggregation Proxy SHALL forward the HTTP POST request to the Search Proxy based on the AUID in the HTTP Request-URI. 

Upon receiving the responses to the XCAP or HTTP POST request, the Aggregation Proxy  SHALL aggregate and forward responses back to the XDMC if they are XCAP responses from XDMS or Aggregation Proxy of Remote Networks, or; SHALL forward responses back to the XDMC if they are search responses from the Search Proxy.
The Aggregation Proxy SHALL protect the HTTP traffic between the XDMC and the Aggregation Proxy and between the Aggregation Proxy and the Aggregation Proxy of Remote Network as specified in section 6.4.4 “Integrity and Confidentiality Protection”.
Change 4:  Security Procedures
6.4  Security Procedures

6.4.1  Authentication

The XDM-3 and XDM-5 reference points between the XDMC and the Aggregation Proxy (see [XDMAD]) SHALL provide mutual authentication.

For a 3GPP IMS or 3GPP2 MMD realisation, the XDM-3 and XDM-5 reference points correspond to the Ut reference point. In this case the authentication between the XDMC and the Aggregation Proxy SHALL be performed according to [3GPP TS 33.141] / [3GPP2 X.S0027-002-0].

If the Generic Authentication Architecture (GAA) as defined in [3GPP TS 33.222] is not used, the XDMC and the Aggregation Proxy SHALL support and use the HTTP Digest mechanism for client authentication.

The HTTP Digest authentication by this specification SHALL conform to [RFC2617] with the following clarifications:

1 The HTTP  “401 Unauthorized” error response  SHALL be used;

2 The “rspauth” parameter MAY be used to provide mutual authentication;

3 The “username” parameter SHALL have the value of the XUI (i.e. the SIP URI or Tel URI) identifying the user (the public user identity);

NOTE: The “username” is a part of the Device Provisioning parameters (see Appendix D).The XDMC shall use the “username” received without any modification.

The XDMC and the Aggregation Proxy SHALL support HTTP over Transport Layer Security (TLS) as specified in [RFC2818] for server authentication over the XDM-3 and XDM-5 reference points.


1. 
2. 
3. 
4. 
5. 
6. 
7. 
8. 
9. 


6.4.2  XDM Client Identity Assertion
An XDMC identity assertion delivers the XDMC identity that has been successfully authenticated in a system, which SHALL thus be safely shared and used within trusted networks for authorizing the XDMC without the need for reauthentication.
The Aggregation Proxy SHALL assert the identity of XDMC as described in this subclause.

When the 3GPP GAA is not present the Aggregation Proxy:

4. SHALL insert the “X-XCAP-Asserted-Identity” header, as defined in Appendix E, to the HTTP requests after a successful HTTP Digest Authentication; 

5. SHALL populate the “X-XCAP-Asserted-Identity” header with the SIP URI in quotation marks (“”) provided by the “username” field in the HTTP Digest Authorization header. 

6. SHALL ensure that only one instance of the “X-XCAP-Asserted-Identity” header exists in the HTTP Requests before forwarding it. In cases where there are multiple instances, the Aggregation Proxy SHALL remove all previous instances of this header and insert its own instance of the XDMC identity with which the XDMC authentication with the Aggregation Proxy was successful.

When realized in 3GPP IMS or 3GPP2 MMD networks and the GAA is present, the procedures described [3GPP TS 24.109] SHALL be followed with the following clarifications:

The XDMC MAY insert the “X-3GPP-Intended-Identity” header as defined in [3GPP TS 24.109] to the HTTP requests to deliver its preferred identity for XDMC identity assertion.
The Aggregation Proxy 
4. SHALL act as an Authentication Proxy defined in [3GPP TS 24.109].
5. SHALL check whether an XDMC identity has been inserted in “X-3GPP-Intended-Identity” header of HTTP request;

c. If the “X-3GPP-Intended-Identity” is included, the Aggregation Proxy SHALL check if the value in the header is allowed to be used by the authenticated identity.

d. If the “X-3GPP-Intended-Identity” is not included, the Aggregation Proxy SHALL insert the authenticated identity in the “X-3GPP-Asserted-Identity” header of the HTTP request.


The XDM-1 reference point between XDMC and SIP/IP Core (see [XDMAD]), when realized with 3GPP IMS or 3GPP2 MMD networks, SHALL provide XDMC identity assertion with XDMC’s privacy preference as described in [3GPP TS 24.229]/[3GPP2 X.S0013-004-A], where: An XDMC MAY use “P-Preferred-Identity” SIP header to deliver its preferred identity for XDMC identity assertion and “Privacy” SIP header to set its privacy preference . The SIP/IP Core SHALL use “P-Asserted-Identity” SIP header to carry XDMC identity assertion within trusted networks.
NOTE: The reference points between the Enabler Specific Server and either the Shared XDMSs or the Enabler Specific XDMS (see [XDMAD]) should also provide the XDMC identity assertion as described in this section. This is used when the Enabler Specific Server generates a HTTP request to XDMS on behalf of a User. In this case, as the Aggregation Proxy does, the Enabler Specific Server should use the “X-XCAP-Asserted-Identity” HTTP header, or the “X-3GPP-Asserted-Identity” HTTP header in 3GPP/3GPP2 realization, to carry the identity of the User for whom it generates the HTTP request. 
6.4.3  XDM Client Identity Sharing
The XDMC authentication and identity assertion provided by the Aggregation Proxy SHALL be shared on the following reference points (see [XDMAD]):

1. The XDM-4 reference point between the Aggregation Proxy and the Shared XDMS;

2. the XDM-6 reference point between the Aggregation Proxy and the Search Proxy;
3. the XDM-7 reference point between the Search Proxy and the Shared XDMS;
4. the Enabler Specific reference point between the Aggregation Proxy and the Enabler Specific XDMS;

5. the Enabler Specific reference point between the Search Proxy and the Enabler Specific XDMS;

6. 
7. 
8. the XDM-8 reference point between the Aggregation Proxy and the Aggregation Proxy of the Remote Network in case of a trusted remote network;

9. the XDM-9 reference point between the Search Proxy and the Search Proxy of the Remote Network in case of a trusted remote network.

Further details of the security mechanisms for the above listed reference points are out of scope of this specification.

For a 3GPP/3GPP2 realization, the above listed reference points SHALL use the security mechanisms as defined in the corresponding 3GPP/3GPP2 specifications.
6.4.4  Integrity and Confidentiality Protection

The integrity and confidentiality protection for XCAP/HTTP traffics SHALL be provided on the following reference points (see [XDMAD]):

1. The XDM-3 reference point between the XDMC and the Aggregation Proxy;

2. the XDM-5 reference point between the XDMC and the Aggregation Proxy;

3. the XDM-8 reference point between the Aggregation Proxy and the Aggregation Proxy of Remote Network;

4. the XDM-9 reference point between the Search Proxy and the Search Proxy of Remote Network.
The TLS SHALL be supported as specified in [RFC2246] with the following clarifications: TLS_RSA_WITH_3DES_EDE_CBC_SHA cipher suites SHALL be supported; other cipher suites defined in [RFC2246] MAY be supported.
· 

· 
When the SIP/IP Core corresponds with 3GPP IMS or 3GPP2 MMD networks, the XDMC and the Aggregation Proxy SHALL support the TLS version and profile as specified in clause 5.3 of [3GPP TS 33.222].
The XDM-3 and XDM-5 reference points SHALL protect HTTP requests by enabling TLS transport security mechanism. The TLS resumption procedure SHALL be used as specified in [RFC2818].
The XDM-8 and XDM-9 reference point SHALL protect HTTP traffic by enabling the TLS transport security mechanism or other inter-network domain security mechanism. When using TLS, the TLS resumption procedure SHALL be used as specified in [RFC2818]. When the SIP/IP Core network corresponds with 3GPP IMS or 3GPP2 MMD networks, the protection of the HTTP traffic between trusted domains MAY be implemented using Network Domain Security as defined in [3GPP TS 33.210] and [3GPP2 S.S0086-B] respectively.

The integrity and confidentiality protection for SIP traffics SHALL be provided per the underlying SIP/IP Core.
6.4.5  Authorization

For the authorization of HTTP requests, the XDMS SHALL check that the identity of the requesting XDMC has been granted access rights to perform the requested operations: The XDMS SHALL use the information in the “X-XCAP-Asserted-Identity” HTTP header provided by the Aggregation Proxy to determine the identity of the XDMC. When realized in 3GPP IMS or 3GPP2 MMD networks and the GAA is present, the identity of the requesting XDMC SHALL be obtained from the “X-3GPP-Asserted-Identity” or the “X-3GPP-Intended-Identity” HTTP header.

For the authorization of SIP requests, when the SIP/IP Core network corresponds with 3GPP IMS or 3GPP2 MMD networks, the XDMS SHALL use the identity information in “P-Asserted-Identity” SIP header as defined in [3GPP TS 24.229] / [3GPP2 X.S0013-004-A] to authorize the requesting XDMC.
For XCAP Resources in the “users” tree, Application Usages MAY define their own authorization policies.  In the absence of an Application Usage specific authorization policy, the default SHALL be as follows:

1. the Primary Principal SHALL have permission to perform all operations defined in Sections 6.1.1 and 6.1.2;

2. Principals other than the Primary Principal SHALL NOT be granted any access permissions.

NOTE: Local policy may allow trusted applications to be granted some or all of the permissions defined in Sections 6.1.1 and 6.1.2.

For XCAP Resources in the “global” tree, Application Usages defining the use of Global Documents SHALL specify the authorization policies associated with their use.
Change 5:  Search Proxy
6.9  Procedures at the Search Proxy
The Search Proxy performs request forwarding procedure for HTTP traffic carrying search requests/responses.


The Search Proxy SHALL share the XDMC authentication and its identity assertion provided by the Aggregation Proxy as described in section 6.4.3 “Authenticated Identity Sharing.” 
The Search Proxy SHALL protect the HTTP traffics as described in section 6.4.4 “Integrity and Confidentiality Protection”.
When the SIP/IP Core network corresponds with 3GPP IMS or 3GPP2 MMD networks, the Search Proxy MAY be implemented in an AS as defined in [3GPP TS 23.228] and [3GPP2 X.S0013-002-A] respectively.

Change 6:  Aggregation Proxy of Remote Network
6.10  Procedures at the Aggregation Proxy of the Remote Network
The Aggregation Proxy of Remote Network SHALL act as an HTTP Proxy defined in [RFC2616] with the following clarifications. Upon receiving XCAP requests, the Aggregation Proxy of Remote Network:

1. SHALL be configured as an HTTP Reverse Proxy (see [RFC3040]);
2. SHALL share the XDMC identity assertion with the originating Aggregation Proxy as described in section 6.4.3 “XDM Client Identity Sharing” if they are XCAP requests from trusted domains;
3. SHALL forward requests to the corresponding XDMS; 

4. SHALL aggregate and forward XCAP responses from XDMS back to the Aggregation Proxy of trusted domains; 
5. SHALL protect the HTTP traffics as described in section 6.4.4 “Integrity and Confidentiality Protection”.
6. 

If it receives an XCAP request from untrusted remote network, the Aggregation Proxy of Remote Network SHALL reject request with an HTTP “405 Method Not Allowed” error response.

Change 7:  Search Proxy of Remote Network
6.11  Procedures at the Search Proxy of Remote Network
The Search Proxy of Remote Network SHALL support the Search Proxy procedures detailed in section 6.9.
Upon receiving Search requests, the Search Proxy of Remote Network:

1. SHALL share the XDMC authentication and its identity assertion with the originating network if they are Search requests from trusted domains, as described in section 6.4.3 “XDM Client Identity Sharing”;
2. SHALL forward Search Requests to the corresponding XDMS that store the targeted XML document;
3. SHALL aggregate Search Results from XDMS as appropriate, then forward those back to the Search Proxies of trusted domains.
4. SHALL protect the HTTP traffics as described in section 6.4.4 “Integrity and Confidentiality Protection”.
5. 
If the Search Proxy receives an HTTP POST request from untrusted remote network, the Search Proxy SHALL reject request with an HTTP “405 Method Not Allowed” error response.
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