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1 Reason for Change

This CR aims to handle the following CONRR comments:
	C112
	2007.01.23
	
	6.1
	Source: Jaekwon Oh, Samsung, jaekwon.oh@samsung.com 

Form: email

Comment: Need clarification on the sementics and usages of the ‘User-Agent’ request header. The examples have used both ‘XDM-client/OMA1.0’ and ‘XDM-client/OMA2.0’.

Proposed Change: 
	Status: Closed.
Resolved by PAG-xxx.

	C176
	2007.01.23
	
	6.2
	Source: Jaekwon Oh, Samsung, jaekwon.oh@samsung.com 

Form: email

Comment: Need clarification on the sementics and usages of the ‘Server’ response header. The examples have used both ‘XDM-server/OMA1.0’ and ‘XDM-server/OMA2.0’.

Proposed Change: 
	Status: Closed.
Resolved by PAG-xxx.


2 Impact on Backward Compatibility

n/a.
3 Impact on Other Specifications

n/a.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Upon WG agreement, it is recommended to implement the changes in section 6 and close the CONRR comments listed in section 1.
6 Detailed Change Proposal

Change 1:  XDMC
6.1  Procedures at the XDM Client

An XDM Client (XDMC) is an entity that accesses an XCAP Resource in an XML Document Management Server (XDMS). Such XCAP Resources correspond to elements and attributes of an XML document. An XCAP Resource is identified via an HTTP URI following the conventions for constructing URIs in [XCAP]. 

When the SIP/IP Core network corresponds with 3GPP IMS or 3GPP2 MMD networks, the XDMC MAY be implemented in a UE or an AS as defined in [3GPP TS 23.228] and [3GPP2 X.S0013-002-A] respectively.
When generating HTTP requests, the XDMC SHALL include “User-Agent” HTTP header as defined in [RFC2616], at least with the value of “XDM-client/OMA2.0” to indicate that the XDMC is compliant for this specification.
Change 2:  XDMS
6.2  Procedures at the XDM Server

A XDM Server (XDMS) is a HTTP origin server that manipulates XML resources according to the conventions described in [XCAP].

When the SIP/IP Core network corresponds with 3GPP IMS or 3GPP2 MMD networks, the XDMS SHALL be implemented in an AS as defined in [3GPP TS 23.228] and [3GPP2 X.S0013-002-A] respectively.

When generating HTTP responses, the XDMS SHALL include “Server” HTTP header as defined in [RFC2616], with the value of “XDM-server/OMA2.0” to indicate that the XDMS is compliant for this specification.
Change 3:  Aggregation Proxy
6.3.1  Authentication

The Aggregation Proxy SHALL fulfillfulfil the functions described in sub-clause 6.4.1. 

When challenging the XDMC for its authentication, the Aggregation Proxy SHALL include “Server” HTTP header as defined in [RFC2616], with the value of “XDM-proxy /OMA2.0” to indicate the Aggregation Proxy is compliant for this specification.
6.3.2  XDMC identity assertion

When the 3GPP GAA is not present the Aggregation Proxy:

1. SHALL insert the X-XCAP-Asserted-Identity extension header, as defined in Appendix E, to the HTTP requests after a successful HTTP Digest Authentication ; 

2. SHALL populate the X-XCAP-Asserted-Identity with the public SIP URI in quotation marks (“”) provided by the “username” field in the HTTP Digest Authorization header. 

3. SHALL ensure that only one instance of the X-XCAP-Asserted-Identity header exists in the HTTP Requests before forwarding it. In cases where there are multiple instances, the Aggregation Proxy SHALL remove all previous instances of this header and insert its own instance of the XDMC identity with which the XDMC authentication with the Aggregation Proxy was successful.

When realized in 3GPP IMS and the GAA is present, the procedures described [3GPP TS 24.109] SHALL be followed with the following clarifications. The Aggregation Proxy SHALL check whether an XDMC identity has been inserted in the X-3GPP-Intended-Identity header of the HTTP request.

1. If included, the Aggregation Proxy SHALL check if the value in the header is equal to the authenticated identity.

2. If the X-3GPP-Intended-Identity is not included, the Aggregation Proxy SHALL insert authenticated identity in the X-3GPP-Asserted-Identity header of the HTTP request.

6.3.3  HTTP request forwarding

6.3.3.1  General

Upon receiving an XCAP request targeted to the Aggregation Proxy, the Aggregation Proxy SHALL check whether the domain of the XUI matches with the domain of the Aggregation Proxy.

1. If the domain of the XUI matches with the domain of the Aggregation Proxy , the Aggregation Proxy SHALL act as an HTTP Reverse Proxy and forward the XCAP request to the corresponding XDMS based on the AUID in the HTTP Request-URI.

2. If the domain of the XUI does not match the domain of the Aggregation Proxy and the identified domain is trusted, the Aggregation Proxy SHALL forward the XCAP request to the domain of the XUI’s Aggregation Proxy of the remote network with the XCAP Root URI set to the XCAP Root URI of the domain of the XUI.

Upon receiving an HTTP POST request targeted to the Aggregation Proxy, the Aggregation Proxy SHALL forward the HTTP POST request to the Search Proxy based on the AUID in the HTTP Request-URI. 

When forwarding HTTP requests/responses, either “User-Agent” or “Server” HTTP headers SHALL be preserved as provided.

The response to the XCAP or HTTP POST request SHALL be sent back to the requestor.
Change 4:  Search Proxy
6.9 Procedures at the Search Proxy
The Search Proxy performs request forwarding procedure for HTTP traffic carrying search requests/responses.

The Search Proxy SHALL protect the traffic between Search Proxy of Remote Networks by enabling the TLS transport security mechanism. The TLS resumption procedure SHALL be used as specified in [RFC2818].
When the SIP/IP Core network corresponds with 3GPP IMS or 3GPP2 MMD networks, the Search Proxy MAY be implemented in an AS as defined in [3GPP TS 23.228] and [3GPP2 X.S0013-002-A] respectively.

When the SIP/IP Core network corresponds with 3GPP IMS or 3GPP2 MMD networks, the protection of the traffic between trusted domains MAY be implemented using Network Domain Security as defined in [3GPP TS 33.210] and [3GPP2 S.S0086-B] respectively.

6.9.1 Search Request Forwarding
Upon receiving the HTTP Search Request, the Search Proxy:

1. SHALL check if the body of the request is valid XML document;
2. SHALL get the AUID from the optional query information included in the HTTP URI or SHALL get the AUID from the relative URI used as the parameter of the collection input function when the optional query information is not included as part of the HTTP URI;
3. SHALL forward the Search Request to appropriate XDMS based on the AUID and to appropriate Search Proxies of remote networks if inter domain search is supported.
When forwarding HTTP Search Requests, the “User-Agent” HTTP header SHALL be preserved as provided.
6.9.1.1  Error Cases

If the Search Proxy receives an HTTP Search Request where:

· HTTP Method is different from POST, the Search Proxy SHALL reject the request with an HTTP 405 (Method Not Allowed) error response.

· The body of the request is not valid XML, the Search Proxy SHALL reject the request with an HTTP 400 (Bad request) error response.

· No collection input function is used in the request body – XQuery expression, the Search Proxy SHALL reject the request with an HTTP 400 (Bad request) error response. 

· The input of a collection function is not recognized as known Application Usage, the Search Proxy SHALL reject the request with an HTTP 409 error response as defined in section 6.7.3.6.

· The user domain part of the collection function is not recognized as a known user domain and the Search Proxy is not able to forward the Search Request, the Search Proxy SHALL reject the request with an HTTP 4089 error response as defined in section 6.7.3.6.

6.9.2 Search Response Aggregation

The response to the Search Request SHALL be sent back to the originator.
When aggregating the responses to the Search Requests, the different “Server” HTTP header values from those responses SHALL also be aggregated as provided.
Editor’s Note: Aggregation of the search results shall be included when search NNI interface is specified.
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