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1 Reason for Change

This CR addresses the CONRR comment C264.


	C270
	2007.01.24
	T
	6.5
	Source: Ericsson,

Form: INP doc

Comment: Error cases are defined in various places as part of respective entity/operation: Suggestion is to move current text to AP and XDMS and only have the headline left
Proposed Change: 
-Move modified 1st paragraph to 6.3.3.2 (AP error cases) 
and –move a modified version of the whole 6.5 (without last sentence)  to a new 6.2.5 Chapter

-move the last sentence to 6.4
	Status: 
Corrected by 0299R01


As various error cases are described in 6.2, 6.2.2., 6.2.2.1, 6.2.3, 6.3.3.2, 6.3.3.3, 6.3.3.4, 6.4.1, 6.9.1.1and 6.10 the content of chapter 6.5 does not cover the headline.

Furthermore the reference to xcap chapter 9 is incorrect and the reference to 6.6.3 is unclear as not to xcap 
R01 changed “several” to “one or more” in change 3
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Change the text according to detailed proposal. 
Close CONNR item
6 Detailed Change Proposal

Change 1:  Chapter 6.2.1.1

6.2.1.1   PUT handling

HTTP PUT requests targeted at an XCAP Resource SHALL be processed as described in [XCAP] Section 8.2.

Additional validation constraints might be applied which may result in a HTTP “409 Conflict” error response. An HTTP “409 Conflict” error response SHALL include a document in the HTTP body that conforms to that defined in [XCAP] Section 11 and the extensions defined in this specification Section 6.6.3 “Detailed Conflict Reports”.
For additional details of the handling of those, see [XCAP] Section 8.2.5 and this specification Section 6.6.3“Detailed Conflict Reports”. Other specifications MAY define the value of the “phrase” attribute, which contains text for rendering to a human user, that is optionally present in an error element identifying an error condition.

Change 2:  Chapter 6.3.3.2  (Chapter 6.3 “Procedures at the Aggregation Proxy”)
6.3.3.2  Error Cases

If the Aggregation Proxy receives an XCAP Request where the domain of the XUI does not match with the domain of the Aggregation Proxy and the domain of the XUI is not a domain of a trusted remote network, the Aggregation Proxy SHALL reject the request with an HTTP “403 Forbidden” error response.
If the Aggregation Proxy receives an HTTP request targeted at an XCAP Resource whose Application Usage is not recognized or understood, the Aggregation Proxy or XDMS SHALL reject the request with an HTTP “404 Not Found” error response
Upon receiving an HTTP request containing an HTTP Request-URI of the form http://[XCAP Root URI]/ org.openmobilealliance.search where HTTP Method is different from POST, the Aggregation Proxy SHALL reject the request with an HTTP “405 Method not allowed” error response.
Upon receiving an HTTP POST request that does not contain an HTTP Request-URI of the form http://[XCAP Root URI]/ org.openmobilealliance.search, the Aggregation Proxy SHALL reject the request with an HTTP “405 Method not allowed” error response.
Change 3:  Chapter 6.4.1 (Chapter 6.4 “Security”)
6.4.1   Authentication

The XDM-3 and XDM-5 reference points between the XDMC and the Aggregation Proxy (see [XDMAD]) SHALL provide mutual authentication.

For a 3GPP IMS or 3GPP2 MMD realisation, the XDM-3 and XDM-5 reference points correspond to the Ut reference point. In this case the authentication between the XDMC and the Aggregation Proxy SHALL be performed according to [3GPP TS 33.141] / [3GPP2 X.S0027-002-0].

If the Generic Authentication Architecture (GAA) as defined in [3GPP TS 33.222] is not used, the XDMC and the Aggregation Proxy SHALL support and use the HTTP Digest mechanism for client authentication.

The HTTP Digest authentication by this specification SHALL conform to [RFC2617] with the following clarifications:

1 The HTTP  “401 Unauthorized” error response  SHALL be used;

2 The “rspauth” parameter MAY be used to provide mutual authentication;

3 The “username” parameter SHALL have the value of the XUI (i.e. the SIP URI or Tel URI) identifying the user (the public user identity);

NOTE: The “username” can be a part of the Device Provisioning parameters (see Error! Reference source not found.). When using such provisioned “username” the XDMC must use it exactly as provisioned.

The XDMC and the Aggregation Proxy SHALL support HTTP over Transport Layer Security (TLS) as specified in [RFC2818] for server authentication over the XDM-3 and XDM-5 reference points.
An HTTP "403 Forbidden" error response SHALL be sent to the XDMC after one or more failed responses to a challenge. The exact count of challenges is decided by local policy
Change 4:  Chapter 6.4.5
6.4.5    Authorization

For the authorization of HTTP requests, the XDMS SHALL check that the identity of the requesting XDMC has been granted access rights to perform the requested operations: The XDMS SHALL use the information in the “X-XCAP-Asserted-Identity” HTTP header provided by the Aggregation Proxy to determine the identity of the XDMC. When realized in 3GPP IMS or 3GPP2 MMD networks and the GAA is present, the identity of the requesting XDMC SHALL be obtained from the “X-3GPP-Asserted-Identity” or the “X-3GPP-Intended-Identity” HTTP header.

For the authorization of SIP requests, when the SIP/IP Core network corresponds with 3GPP IMS or 3GPP2 MMD networks, the XDMS SHALL use the identity information in “P-Asserted-Identity” SIP header as defined in [3GPP TS 24.229] / [3GPP2 X.S0013-004-A] to authorize the requesting XDMC.
For XCAP Resources in the “users” tree, Application Usages MAY define their own authorization policies.  In the absence of an Application Usage specific authorization policy, the default SHALL be as follows:

1. the Primary Principal SHALL have permission to perform all operations defined in Sections Error! Reference source not found. and Error! Reference source not found.;

2. Principals other than the Primary Principal SHALL NOT be granted any access permissions.

NOTE: Local policy may allow trusted applications to be granted some or all of the permissions defined in Sections Error! Reference source not found. and Error! Reference source not found..

For XCAP Resources in the “global” tree, Application Usages defining the use of Global Documents SHALL specify the authorization policies associated with their use.

An HTTP “403 Forbidden” error response SHALL be sent to the XDMC if the HTTP request by the XDMC fails to get authorized by the XDMS per the authorization policy defined by the target Application Usage.
Change 5:  Chapter 6.5

6.5  VOID













�Moved to Aggregation Proxy Error cases 6.3.3.2


�Moved to 6.2.1.1


�Should be 11


�Not clear that the XDM Core TS is the intended specification


�moved to 6.4.5 Authorization


�Moved to 6.4.1 Authentication
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