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1 Reason for Change

This contribution closes following XDM 1.1 CONRR comment:

	E002
	2007.09.13
	T
	5.2.10
	Source: Nokia

Form: OMA-CONR-2007-0030

Comment: There is not token defined for early IMS, though it can be used as an authentication type in the early deployments. (The same comment applies for the OMA-SUP-AC_ap0003_xdm-v1_0)
Proposed Change: Add a token for Early IMS.
	Status: CLOSED

Closed in OMA-PAG-2007-0814



2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation
Approve proposed modifications to the Specification.

6 Detailed Change Proposal

Change 1:  Change section 2.1
Normative References

	[3GPP TS 23.228]
	3GPP TS 23.228 “IP Multimedia Subsystem (IMS); Stage 2 (Release 6)” 
URL: http://www.3gpp.org/ftp/Specs/archive/23_series/23.228/

	[3GPP TS 24.109]
	3GPP TS 24.109 “Bootstrapping interface (Ub) and network application function interface (Ua); Protocol details (Release 6)”, 
URL: http://www.3gpp.org/ftp/Specs/archive/24_series/24.109/

	[3GPP TS 24.229]
	3GPP TS 24.229 “IP Multimedia Call Control Protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP)"; Stage 3 (Release 6)”,
URL: http://www.3gpp.org/ftp/Specs/archive/24_series/24.229/

	[3GPP TS 33.141]
	3GPP TS 33.141 “Presence service; Security"; (Release 6)”. URL: http://www.3gpp.org/ftp/Specs/archive/33_series/33.141/

	[3GPP TS 33.222]
	3GPP TS 33.222 “Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS) (Release 6)”, URL: http://www.3gpp.org/ftp/Specs/archive/33_series/33.222/

	[3GPP TR 33.978]
	3GPP TR 33.978 “Security aspects of early IP Multimedia Subsystem (Release 6)”, URL: http://www.3gpp.org/ftp/Specs/archive/33_series/33.978/

	[3GPP2 X.P0027-002-0]
	3GPP2 X.P0027-002-0 “Presence Security”, Revision 0, Version 1.0, 3GPP2, 2005, 
URL: http://www.3gpp2.org/Public_html/specs/index.cfm
Note: Work in progress, estimated availability January 2006

	[3GPP2 X.S0013-002-A]
	3GPP2 X.S0013-002-A “All-IP Core Network Multimedia Domain: IP Multimedia Subsystem - Stage 2”, Revision A, Version 1.0, 3GPP2, 2005, 
URL: http://www.3gpp2.org/Public_html/specs/index.cfm  

	[3GPP2 X.S0013-004-A]
	3GPP2 X.S0013-004-A “All-IP Core Network Multimedia Domain: IP Multimedia Call Control Protocol Based on SIP and SDP, Stage 3”, Revision A, Version 1.0, 3GPP2, 2005 URL: http://www.3gpp2.org/Public_html/specs/index.cfm

	[OMA-DM-v1-1-2]
	OMA Device Management, V1.1.2 ( based on SyncML DM), OMA-DM-V1_1_2, Open Mobile Alliance(, URL:http://www.openmobilealliance.com/

	[OMA-DM-v1-2]
	OMA Device Management, V1.2 ( based on SyncML DM), OMA-DM-V1_2, Open Mobile Alliance(, URL:http://www.openmobilealliance.com/

	[OMA-XDM-AC]
	“XDM Application Characteristics file of XDM V1.0”, Version 1.0, Open Mobile Alliance, OMA-SUP-AC_ap0003_xdm-v1_0, URL:http://www.openmobilealliance.org/

	[Provisioning Content]
	OMA – Provisioning Content V1.1, OMA-DM_ProvCont-V1_2_0, Open Mobile Alliance(, URL:http://www.openmobilealliance.com/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997, URL:http://www.ietf.org/rfc/rfc2234.txt

	[RFC2616]
	“Hypertext Transfer Protocol -- HTTP/1.1”, R. Fielding, June 1999, URL:http://www.ietf.org/rfc/rfc2616.txt

	[RFC2617]
	"HTTP Authentication: Basic and Digest Access Authentication", Franks, J., Hallam-Baker, P., Hostetler, J., Lawrence, S., Leach, P., Luotonen, A. and L. Stewart, RFC 2617, June 1999. URL:http://www.ietf.org/rfc/rfc2617.txt

	[RFC2818]
	"HTTP Over TLS", Rescorla, E., RFC 2818, May 2000. URL: URL:http://www.ietf.org/rfc/rfc2818.txt

	[RFC3986]
	“Uniform Resource Identifier (URI): Generic Syntax”, T. Berners-Lee, R. Fielding, L. Masinter, January 2005, http://www.ietf.org/rfc/rfc3986.txt

	[RFC4745]
	“Common Policy: A Document Format for Expressing Privacy Preferences”, H. Schulzrinne, J. Morris, H. Tschofenig, J. Cuellar, J. Polk, J. February 2007 Rosenberg,
URL:http://www.ietf.org/rfc/rfc4745.txt 

	[RFC4825]
	“The Extensible Markup Language (XML) Configuration Access protocol (XCAP)”, J. Rosenberg, May, 2007, URL: http://www.ietf.org/rfc/rfc4825.txt

	[XDM RD]
	“XML Document Management Requirements”, Version 1.1, Open Mobile Alliance(,  OMA-RD-XDM-V1_1, URL:http://ww.openmobilealliance.org/ 

	[XDM_MO]
	“OMA Management Object for XML Document Management”, Version 1.1, Open Mobile Alliance(, OMA-TS-XDM_MO-V1_1, URL:http://www.openmobilealliance.org/.

	[XSD_COMMONPOL]
	“XDM – Common Policy”, Candidate Version 1.0, Open Mobile Alliance(, 
OMA-SUP-XSD_xdm_commonPolicy-V1_0, URL http://www.openmobilealliance.org/

	[XSD_XCAPDIR]
	“XDM – XCAP Directory”, Candidate Version 1.0, Open Mobile Alliance(, 
OMA-SUP-XSD_xdm_xcapDirectory-V1_0, URL: http://www.openmobilealliance.org/

	[XSD_XCAPERR]
	“XDM – XCAP Error”, Candidate Version 1.0, Open Mobile Alliance(, 
OMA-SUP-XSD_xdm_xcapError-V1_0, URL: http://www.openmobilealliance.org/


Change 2:  Change section 5.2

Aggregation Proxy

The Aggregation Proxy is the contact point for the XDM Client implemented in an UE to access XML documents stored in any XDMS.

The Aggregation Proxy SHALL act as an HTTP Proxy defined in [RFC2616] with the following clarifications. The Aggregation Proxy SHALL:

1. be configured as an HTTP reverse proxy (see [RFC3040]), forward the XCAP requests to the corresponding XDM Server, and forward the response back to the XDM Client as described in section 6.3.3; and
2. support authenticating the XDM Client as described in section 6.3.1; and 
3. assert the XDM Client identity as described in section 6.3.2; and
4. 
5. protect the XCAP traffic by enabling TLS transport security mechanism as described in section 6.4.1. 
· 
· 
· 
Change 3:  Change section 6.3.1

Authentication

Authentication SHALL be performed over the XDM-3 reference point (see [XDMAD]). The Aggregation Proxy SHALL fulfill the functions described in section 6.4.1.
Change 4:  Change section 6.3.2

XDM Client identity assertion

When the 3GPP/3GPP2 GAA is not present the Aggregation Proxy SHALL perform the following:

1. Insert the X-XCAP-Asserted-Identity extension header to the HTTP requests after a successful HTTP Digest authentication ; 

2. Populate the X-XCAP-Asserted-Identity with the public SIP or TEL URI in quotation marks (“”) provided by the “username” field in the HTTP Digest Authorization header. 

3. Ensure that only one instance of the X-XCAP-Asserted-Identity header exists in the HTTP requests before forwarding it. In cases where there are multiple instances, the Aggregation Proxy SHALL remove all previous instances of this header and insert its own provided that the XDM Client authentication with the Aggregation Proxy was successful.
When realized with 3GPP IMS or 3GPP2 MMD networks and the GAA is present or in case of an early IMS deployment as defined in [3GPP TR 33.978], the procedures described [3GPP TS 24.109] SHALL be followed with the following clarifications. The Aggregation Proxy SHALL check the existence of the X-3GPP-Intended-Identity header of the HTTP request:

1. If included, the Aggregation Proxy SHALL check the value in the header is allowed to be used by the authenticated identity.

2. If the X-3GPP-Intended-Identity is not included, the Aggregation Proxy SHALL insert authenticated identity in the X-3GPP-Asserted-Identity header of the HTTP request.
NOTE: The Enabler Specific Server should also provide the XDMC identity assertion when the Enabler Specific Server generates a HTTP request to XDMS on behalf of a User. In this case, as the Aggregation Proxy does, the Enabler Specific Server should use the “X-XCAP-Asserted-Identity” HTTP header, or the “X-3GPP-Asserted-Identity” HTTP header in 3GPP/3GPP2 realization, to carry the identity of the user for whom it generates the HTTP request.
Change 5:  Change section 6.4.1

Authentication

The XDM-3 reference point between the XDMC and the Aggregation Proxy (see [XDMAD]) SHALL provide mutual authentication. The initial HTTP request from the XDM Client SHALL be interrogated by the Aggregation Proxy. The authentication SHALL be the HTTP Digest mechanism as specified in [RFC2617].
When realized with 3GPP IMS or 3GPP2 MMD networks, the XDM-3 corresponds to the Ut reference point. In this case the Aggregation Proxy SHALL act as an Authentication Proxy defined in [3GPP TS 33.222] and the authentication between the XDM Client and the Aggregation Proxy SHALL be performed according to [3GPP TS 33.141] / [3GPP2 X.S0027-002-0].
 If the Generic Authentication Architecture (GAA) as defined in [3GPP TS 33.222] is not used:

· the XDM Client and the Aggregation Proxy SHALL support and use the HTTP Digest mechanism for client authentication; or
· in case of an early IMS deployment the authentication between the XDM Client and the Aggregation Proxy SHALL be based on the secure IP address binding information according to [3GPP TR 33.978] section 6.3.
The HTTP Digest authentication by this specification SHALL conform to [RFC2617] with the following clarifications:

1. The HTTP “401 Unauthorized” error response SHALL be used;

2. the “rspauth” parameter MAY be used to provide mutual authentication;

3. the “username” parameter SHALL have the value of the XUI (i.e. the SIP or TEL URI) identifying the user (the public user identity);

NOTE: 
The “username” can be a part of the Device Provisioning parameters (see Appendix C). When using such provisioned “username” the XDM client must use it exactly as provisioned.

The XDM Client and the Aggregation Proxy SHALL support HTTP over Transport Layer Security (TLS) as specified in [RFC2818] for server authentication over the XDM-3 reference point.

The authenticated identity provided by the Aggregation Proxy SHALL be shared on the following reference points (see [XDMAD]):

1. The XDM-4 reference point between the Aggregation Proxy and the Shared XDMS;

2. the Enabler Specific reference point between the Aggregation Proxy and the Enabler Specific XDMS;
When realized with 3GPP IMS or 3GPP2 MMD networks, the above listed reference points SHALL use the security mechanisms as defined in the corresponding 3GPP/3GPP2 specifications.

Change 6:  Change section C.1

Provisioned XDMC Parameters

The parameters listed in the table below are needed for XDM client provisioning:

	ID
	Name
	Description
	Mandatory (M) /Optional (O)

	1
	Application identity
	Uniquely identifies the application
	M

	2
	Application name
	User displayable name for the XDM service
	M

	3
	Provider–ID
	Identity of the XDM service provider
	O

	4
	Network Access Definitions
	Reference to the connection used for the XCAP traffic.
	M

	5
	XDM reference to SIP/IP Core
	Reference to the SIP/IP core for accessing an XDMS  using the referenced SIP/IP core.
	M

	6
	XCAP Root URI
	The root of all XCAP resources (which points to the Aggregation Proxy address). This is used when accessing via XCAP. 
	M

	7
	XCAP Authentication user name 
	HTTP digest “username”, for accessing an XDMS using the XCAP protocol
	O 

	8
	XCAP Authentication password
	 HTTP digest password
	O

	9
	XCAP Authentication type
	Authentication method for XDMS over XCAP
	O


NOTE: The parameters ”XCAP Authentication username” and “XCAP Authentication password” are not needed if GAA is used in a 3GPP/3GPP2 realization. 
NOTE2: The parameters ”XCAP Authentication username”, “XCAP Authentication password” and “XCAP Authentication type” are not needed for a 3GPP/3GPP2 early IMS realization. 
In addition, there may be enabler-specific parameters related to XDMC that are described in separate specifications.

One type of provisioned parameter having a reusable structure is a URI Template.  A URI Template is used to describe a single syntax for a URI (e.g. Conference URI of a PoC Group), so that the XDM Client can autonomously generate a URI that complies with local policy and uniqueness constraints.  It is up to separate specifications to define provisioned parameters that make use of a URI Template.  

A URI Template SHALL describe a URI as defined in [RFC3986].  The template contains a sequence, in any order, of:

a. unreserved characters according to [RFC3986], and

b. substitution tags enclosed in “< >”brackets. 

The XDM Client SHALL support the following substitution tags:


<id> : The XDM Client SHALL replace this tag with a unique identifier, generated by the XDM Client.


<user> : The XDM Client SHALL replace this tag with the user part of the XUI if the XUI is a Public SIP URI. If the XUI is a Tel URI [RFC 3966] then the XDM Client SHALL replace the <user> tag with the "global-number-digits"/"local-number-digits" part of the Tel URI. Any "visual-separator" or "+" SHALL be removed from the "global-number-digits" before the replacement takes place.


<xui> : The XDM Client SHALL replace this tag with the XUI.  

NOTE: the XUI is a Public SIP URI [RFC3261] or Tel URI [RFC3966].

NOTE: usage of the <xui> tag in a URI template may result in the generation of Tel URIs, which may not be valid for certain services (e.g. services that require SIP URIs).

Illustrative examples of URI templates are shown in Table 1.

	Example URI Template
	Example URI generated from template

	sip:<id>@example.com
	sip:abc123@example.com

	sip:<id>_<user>@example.com
	sip:abc123_joe@example.com

	sip:<id>_<user>@example.com
	sip:abc123_17205551212@example.com

	<xui>;poc-group=<id>
	sip:joe@example.com;poc-group=abc123

	<xui>;poc-group=<id>
	tel:+1720-555-1212;poc-group=abc123


Table 1: Example usages of URI Templates
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